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Introduction

On September 27, 2007, in an appearance at the National Press Club in Washington D.C., Iranian
President Mahmoud Ahmadinejad responded to a question regarding limits on expression by asserting
that “freedom is flowing at its highest level” in Iran. He later insisted that “all voices should be heard.”
Despite these declarations and notwithstanding the Islamic Republic’s international and constitutional
obligations, the Islamic Republic of Iran consistently violates the fundamental human right to freedom of
expression of its residents. In fact, Iran has been called the Middle East’s biggest prison for journalists
and regularly ranks close to the bottom in the annual Worldwide Press Freedom Index published by
Reporters Without Borders (RWB).?

Iranians have been battling for their rights to free expression for over a century. Periods of relative
freedom have been followed by severe crackdowns on expression of dissent. Iran experienced a period of
relatively free and open expression following the election of President Khatami in 1997. However, within
a few years, conservative elements aligned with the Supreme Leader cracked down on traditional media
outlets—newspapers, radio and television. To survive, many editors resorted to self-censorship.
Journalists and others engaged in expression faced enormous obstacles in reaching their audiences. At the
same time, the Internet was becoming a viable means of mass communication. Consequently, many
journalists and others migrated to the Internet, creating blogs and websites.

The regime has responded by controlling and altering the Web accessed by Iranians through several
overlapping strategies. It applies existing laws that severely regulate traditional expressive activity—
newspapers, radio and television—to Internet expression. It is also developing Internet-specific laws and
creating multiple regulatory bodies charged with Internet oversight. Thus, simply to access the Internet,
Iranians must often navigate through a legal and administrative maze.

In addition to using laws that restrict content, the regime is experimenting with technical methods to
control and alter the Web. These include shutting down websites at their sources, blocking specific
websites so users cannot access them, filtering out large parts of the Web, restricting Internet speeds, and
flooding the Web with the regime’s ideas and opinions.

At the same time, Iran has continued to use some of the more traditional means of repression: cyber-
journalists and bloggers have been arrested, detained and tortured. Faced with threats against their lives
and the safety of their families, many engaged in self-censorship or fled Iran. Some paid with their lives.

All of these methods are intended to increase the price of expression in general, and Internet expression in
particular. As Sina Motalebi, an Iranian blogger who was arrested and interrogated for his Internet
activity, explained:

| had written in my weblog [that] blogging is a free way for expressing your views and beliefs,
without any costs, without any need [for] technical knowledge or financial power, things like that;
and the [interrogator] told me: “we want to prove that you are wrong. There are several costs;
there are very high costs to blogging, and we want to make you an example of that. Yes, we can’t
trace every single blogger who criticizes our government, but we can scare them out.”

! Mahmoud Ahmadinejad, President of the Islamic Republic of Iran, Remarks at the National Press Club (Sept. 24, 2007), in
President Ahmadinejad Delivers Remarks to the National Press Club, WasH. PosT, Sept. 24, 2007, available at
http://www.washingtonpost.com/wp-dyn/content/article/2007/09/24/AR2007092401084.html (last visited Apr. 23, 2009).

2 REPORTERS WITHOUT BORDERS, IRAN — ANNUAL REPORT (2006), available at http://www.rsf.org/article.php3?id_article=17198
(last visited Apr. 15, 2009); see also id, WORLD PResS FREeDOM INDEX (2007), available at
http://www.rsf.org/article.php3?id_article=24025 (last visited Apr. 15, 2009).

% Event video: Irrepressible podcast, held by Amnesty and The Observer (June 6, 2007) available at
http://www.amnesty.org.uk/content.asp?CategorylD=10905 [hereinafter Amnesty Event].



This report documents and analyzes the suppression of Iranian bloggers, journalists and other Internet
users by the Islamic Republic. A brief overview of the history of expressive freedom in Iran before the
1979 revolution is followed by a more detailed description of repression by the Islamic Republic. This is
followed by brief descriptions of the more prevalent laws used by the regime to suppress Internet
expression and an analysis of their legal legitimacy. The final sections document and analyze the regime’s
attempts to control the Internet through technical means, such as site blocking and content filtration, and
through traditional repressive measures, including the arrest, detention and torture of bloggers and
journalists.

Much of the material presented in this report originated in interviews conducted by IHRDC with targeted
bloggers and journalists who were forced to flee Iran.



1. The Challenge Presented by the Internet in Iran

The Internet has had a major impact on the global marketplace of ideas by enabling massive worldwide
exchanges of information. Before the advent of the Internet, the three primary methods used for public
dissemination of information were print, radio and television. The centralized technical structure and
transmittal systems of these platforms lent themselves to relatively easy control of information by
authoritarian regimes who could dominate public discourse through control of state-owned radio,
television and newspapers. As passive consumers of information, the general public could be managed
through careful control of the information that reached the public sphere. This control helped create a
more cgmpliant citizenry, thereby limiting the need for more repressive actions and overt human rights
abuses.

The Internet is technically harder to control than traditional mass media. Its decentralized nature and the
sheer volume of information it makes accessible both increase the cost and decrease the efficacy of
control measures. An authoritarian regime must be willing to both devote greater resources to technical
measures of control as well as restrict its residents’ access to the Internet in order to maintain control over
expression. For example, the government of Myanmar permits only one Internet service provider (ISP)° to
operate. It is owned by the government, and every person accessing the Internet or creating a website
within the country must be authorized by the government.®

Few nations have been willing to sacrifice the economic and social benefits brought by the Internet
through such heavy-handed regulation.” Some regimes have opted for more subtle methods of control.
China, for example, uses registration, sophisticated filtration and cooperative ISPs to manage Internet
content.?

The Islamic Republic of Iran, traditionally preoccupied with monopolizing public discourse, initially
recognized the economic and social benefits of the Internet and encouraged its growth. However, it soon
began instituting controls and engaging in censorship. The following subsections provide brief
discussions of the proliferation of the Internet, and the history of freedom of expression in Iran, followed
by a description of the migration to the Internet in early 21* century Iran.

1.1. Proliferation of Internet Access

Iran was the first Muslim nation in the Middle East to gain access to the Internet.” Its network emerged in
1993 and grew out of the university system.® Demand for computers and access to the Internet grew

4 YocHal BENKLER, THE WEALTH OF NETWORKS: HOW SOCIAL PRODUCTION TRANSFORMS MARKETS AND FREEDOM 197, 270
gZOOG); see also REzA AFSHARI, HUMAN RIGHTS IN IRAN: THE ABUSE OF CULTURAL RELATIVISM 210 (2001).

An ISP is a company that provides individual user accounts for access to the Internet.
6 BENKLER, supra note 4, at 267.
"1d. at 177-80.
8 See generally Rebecca MacKinnon, Flatter world and thicker walls? Blogs, censorship and civic discourse in China, 134 Pus.
CHolIcEe 31 (2008).
® Babak Rahimi, The politics of the Internet in Iran, in MEDIA, CULTURE AND SOCIETY IN IRAN: LIVING WITH GLOBALIZATION AND
THE ISLAMIC STATE 37, 37-38 (Mehdi Semati ed., 2008). After Israel, Iran was the second nation in the Middle East to provide
access to the Internet.
10 See BENKLER, supra note 4, at 269.



rapidly, and by 2003, Iran had close to 5,000 Internet hosts.** This growth, the most explosive in the
Middle East, resulted in a 2,900% increase in Internet use between 2000 and 2005.*

Several factors contributed to this rapid growth. The demographic terrain of Iran provided fertile soil for
growth. The average age in Iran is only 28."* This young population is much better educated than that
before the revolution due to Ayatollah Khomeini’s emphasis on universal education.** Another
contributing factor is the urbanization of Iran. Close to 70% of the population lives in cities. While 22%
of the households in Iran have computers, the same is true of almost 40% of households in Tehran.™ In
addition, Tehran boasted approximately 1,500 cybercafés by 2003." Still, even the rural populations are
beginning to gain access to the Internet. By attending universities in larger cities, younger rural Iranians
come to use and depend on the Internet, and employ the technology at home, thereby exposing their
families to the outside world at unprecedented levels.'’

Initially, this expansion was not only tolerated by the government, but actively encouraged. The Islamic
Republic was unwilling to forgo the benefits of the Internet in order to maintain tight control. For
example, ISPs were allowed to operate without serious interference from the late 1990s until 2003." At
that point, Iran had 650 ISPs, the largest of which was the Data Communication Company of Iran (DCI),
a company run by the Ministry for Information and Communication Technology (ICT). The OpenNet
Initiative (ONI)," reported that in 2004, the Majlis®® passed Iran’s fourth Five-Year Development Plan
calling for 1.5 million high-speed Internet ports throughout the country.?! These policies can be explained
by a widespread belief that technological advances would help Iran overcome its economic difficulties.”
However, they also grew out of the belief of the clerical establishment that the Internet could be used to
stimulate Islamic dialogue and spread revolutionary ideology.?®

1.2. Freedom of Expression
Freedom of expression is universally recognized as a fundamental human right. It is considered as much a

right of the audience to seek and receive information as of those engaging in expression. In 1948, Article
19 of the Universal Declaration of Human rights recognized that

1 g5ee Rahimi, supra note 9, at 40; OPENNET INITIATIVE, INTERNET FILTERING IN IRAN IN 2004-2005 4 (2005), available at
http://opennet.net/sites/opennet.net/files/fONI_Country_Study_Iran.pdf (last visited Apr. 15, 2009). An Internet host is a
computer or an application that serves clients or customers. One example could be a mail server that provides customers with e-
mail.

12 OPENNET INITIATIVE, IRAN 1-2 (2007), available at http://opennet.net/research/profiles/iran (last visited Apr. 15, 2009). In
2001, only about 1 million Iranians were online compared to approximately 25 million in 2007. See Markaz-i Amar-i Iran:
Miyangin-i Sinniyih Jam’iyat-i Iran dar Dah Sal-i Guzashtih az Hudud-i 24 Sal bih Marz-i 28 Sal Risidih Ast [Iranian Census
Bureau: In the Last 10 Years the Average Age in Iran Has Increased from 24 Years to 28 Years], BBC PersIAN, available (in
Persian) at http://www.ettelaat.net/07-september/news.asp?id=23991 (last visited Apr. 15, 2009); see also MARKAZ-1 AMAR-I
IRAN, NATAYI-I SARSHUMARIYIH UMUMIYIH NUFUS VA MASKAN: JADAVIL-1 MUNTAKHAB [IRAN CENSUS BUREAU, CENSUS
RESULTS RELATING TO THE POPULATION AND HouseHoLDs] 1385 [2006], available (in  Persian) at
http IIwww.sci.org.ir/portal/faces/public/census85/census85.natayej (last visited Apr. 15, 2009).

% See Markaz-i Amar-i Iran: Miyangin-i Sinniyih Jam’iyat-i Iran dar Dah Sal-i Guzashtih az Hudud-i 24 Sal bih Marz-i 28 Sal
Risidih Ast [Iranian Census Bureau: In the Last 10 Years the Average Age in Iran Has Increased from 24 Years to 28 Years],
BBC PERSIAN, available (in Persian) at http://www.ettelaat.net/07-september/news.asp?id=23991 (last visited Apr. 15, 2009).

|\/|EHDI SEMATI MEDIA, CULTURE AND SOCIETY IN IRAN: LIVING WITH GLOBALIZATION AND THE ISLAMIC STATE, at 1, 8 (2008).

% See Markaz-i Amar-i Iran: Miyangin-i Sinniyih Jam’iyat-i Iran dar Dah Sal-i Guzashtih az Hudud-i 24 Sal bih Marz-i 28 Sal
RISIdIh Ast [Iranian Census Bureau: In the Last 10 Years the Average Age in Iran Has Increased from 24 Years to 28 Years],
BBC PersIAN, available (in Persian) at http://www.ettelaat.net/07-september/news.asp?id=23991 (last visited Apr. 15, 2009);
see also MARKAZ-I AMAR-I IRAN, NATAYI-I SARSHUMARIYIH UMUMIYIH NUFUS VA MASKAN: JADAVIL-I MUNTAKHAB [IRAN
CeNsUS BUREAU, CENSUS RESULTS RELATING TO THE POPULATION AND HOUSEHOLDS] 1385 [2006], available (in Persian) at
http://www.sci.org.ir/portal/faces/public/census85/census85.natayej (last visited Apr. 15, 2009).

16 - OPENNET INITIATIVE , supra note 11, at 4.

Rahlml supra note 9, at 41.

81d. at 42.

10 ONI is an organization that investigates, exposes and analyzes Internet filtering and surveillance practices.

2 The Majlis is the parliamentary legislative body in Iran.

a 2 OPENNET INITIATIVE , supra note 12, at 2.
% 22 Rahimi, supra note 9, at 40.
See id. at 42.



[e]veryone has the right to freedom of opinion and expression; this right includes freedom to hold
opinions without interference and to seek, receive and impart information and ideas through any
media and regardless of frontiers.

The International Covenant on Civil and Political Rights (ICCPR), which has been ratified by Iran,
Article 19 in conjunction with Article 25,* reaffirms that people should be guaranteed wide access to
information that will allow them to participate in the social and political sphere of their society.”

In the Islamic tradition, expression is considered an important blessing bequeathed by God.”®
Consequently, the Quran takes the right to freedom of expression as a given, evidenced by its persistent
prescription of rational argumentation of religious matters and its strong support for investigations into all
the facets of creation.?” Further avowal of the freedom of expression is found in principles such as the
promotion of good and the prevention of evil (hisbah), sincere advice (nasihah), consultation (shura),
personal reasoning (ijtihad), and the liberty to censure government leaders.® The latter is emphasized in
Islam, as Muslims are advised that the best form of holy struggle is to express “a word of truth to a
tyrannical ruler,”® and that they should leave any community that fails to call a tyrant “tyrant.”*

Contemporary  Iranians  from  different Mohammad Khatami served
points on the political spectrum recognize two terms as the President of Iran,
this human right and its ability to preserve from 1997 until 2005. Despite
human dignity and develop a vibrant civil K*f‘ata”?'ts L S I
- rerormist agenda, resistance Yy
soclety. For ?Xample’ at grea_t_persona! conservative elements blocked any
defends those charged with crimes as a period, over 150 papers were shut
result of the expression of their opinions. down and more than 200
Another example is Mohammad Khatami, a journalists were  summoned,
leric who was President of Iran from 1997 SEEIEC) B4 GUEsTEnECl Wi &2
cleric w - receiving prison sentences from 3
to 2005. He eXpIaIned: “What | mean by months to 14 years.
freedom is the freedom to think and the
security to express new thinking, and instituting a protective system for the security of the free-spirited
and of thinkers.”*

1.2.1. History of Expression in Iran Before the Internet

Expression has been a dominant part of Iranian culture for centuries. The Persian poetic tradition, both
oral and written, is one of the most exceptional in the world, and its literature is considered by many to be
a principle legacy of Iranian society.® In addition, Iran has never lacked important contributors and
dissidents in philosophy, religion, and politics.® Although poetry prevailed over prose for centuries,

2 Article 25 states: “Every citizen shall have the right and the opportunity, without any of the distinctions mentioned in Article 2
and without unreasonable restrictions: (a) To take part in the conduct of public affairs, directly or through freely chosen
representatives; (b) To vote and to be elected at genuine periodic elections which shall be by universal and equal suffrage and
shall be held by secret ballot, guaranteeing the free expression of the will of the electors; (c) To have access, on general terms of
equality, to public service in his country.” International Covenant on Civil and Political Rights, art. 25, March 23, 1976, 999
U.N.T.S. 171 [hereinafter ICCPR].

% Robert W. Gauthier v. Canada, Communication No 633/1995, U.N. Doc. CCPR/C/65/D/633/1995 { 13.4 (5 May 1999).

% QURAN 55:1-4; see also MASHOOD A. BADERIN, INTERNATIONAL HUMAN RIGHTS AND IsLAMIC LAw 126 (2003).

2" MoHAMMAD HASHIM KAMALI, FREEDOM OF EXPRESSION IN ISLAM 15-16 (1997).

81d. at 12.

214, at 11, 50.

01d. at 38.

31 MOHAMMAD KHATAMI, ISLAM, LIBERTY, AND DEVELOPMENT 15 (1998).

%2 gee NikkI R. KEDDIE, MODERN IRAN: ROOTS AND RESULTS OF REVOLUTION 172 (2003).

% See id. at 173.



critical expression of government and culture was historically integrated into fiction and literary criticism
through careful use of subtlety and ambiguity.** The influence of mass media, traditionally an agent of
modernization, has played a significant role in the cultural and political development of Iran for only
about a century.®

The years directly before and during the Constitutional Revolution (1905-1911) are considered one of the
relatively open periods for expression in Iran. During this period, essays critical of the government were
published.® Even after this period, mass media operated under fewer restrictions, and educational reforms
fostered the growth of critical public debates about politics, religion, and society.’

In 1943, at a time when its population was only 750,000, there were 47 newspapers in Tehran. By 1951,
there were 700 newspapers.*® However, after the Shah of Iran consolidated his power in 1953 and until
just before the 1979 revolution that deposed him, newspapers were strictly controlled and monitored by
the authorities.®® By the late 1960s, the monarchic regime controlled the media through several methods.
It supported and promoted pro-monarchy editors-in-chief of newspapers, and required journalists to
attend sessions where they were instructed on the censorship rules. The authorities had daily phone
contact with editorial staff.*> Between 1974 and 1978, intelligence officers personally monitored the
newspapers and “even oversaw the number of columns and the formatting of the pages.”**

This restriction on free expression was among the primary grievances that led to the 1979 revolution.*
Ali Shari’ati, the ideological father of the revolution, believed that society would wither as soon as
contentions and contradictions were barred from the social arena.*® He asserted that freedom of thought
and expression were hallmarks of the early years of Islam, and that hegemony led to repression and
violence.* He emphasized the first of two objectives that are served by freedom of expression: the
discovery of truth and the upholding of human dignity.*®

Ayatollah Khomeini was also concerned with the first objective when he noted that “[the] revolutionary
system demands that various, even opposing, viewpoints be allowed to surface, [and] no one has the right
to restrict this.”*® In an interview before the revolution, he promised that “in an Islamic government, all
people have freedom to express any opinion.” The new lranian Constitution provided that
“[p]ublications and the press have freedom of expression except when it is detrimental to the fundamental
principles of Islam or the rights of the public. The details of this exception will be specified by law.”*

* See NAHID MOZAFFARI, STRANGE TIMES, MY DEAR, at xv-xvi (2005); KEDDIE, supra note 32, at 182.
% Rahimi, supra note 9, at 43.
® KEDDIE, supra note 32, at 182.
37 MozAFFARI, supra note 34, at xvi-xvii.
% ALI ANSARI, MODERN IRAN SINCE 1921: THE PAHLAVIS AND AFTER 79 (2003).
39 ANJUMAN-I SINFIYIH RUZNAMIH NIGARAN-I IRAN, BARRISIYIH FA’ALIYAT-I MATBU’AT-I IRAN [ASSOCIATION OF IRANIAN
JOURNALISTS, OVERVIEW OF THE ACTIVITIES OF IRAN’S PRESS] 19/11/1387 (February, 7 2009), available (in Persian) at
http://rooznamenegar.ir/main.php?t=5&id=618 (last visited Apr. 17, 2009).
40 TAHMURIS QASIMI, NIHZAT-1 IMAM KHOMEINI VA MATBU’AT-1 RUIM-I SHAH [IMAM KHOMEINI’S MOVEMENT AND THE PRESS
DURING THE SHAH] (2002), available (in Persian) at http://www.ghadeer.org/SI'Y ASl/nehzat_a/fehrest.htm (last visited Apr. 17,
2009).
4! Massoud Behnoud Chigunih Khabarnigar Shud [How Massoud Behnoud Became a Journalist], AFTAB, 8/8/1386 [October, 30
2007], available (in Persian) at http://www.aftab.ir/articles/applied_sciences/communication/c12¢1193759921_ masoud_behnoud
pl.phg (last visited Apr. 17, 2009).
Mehrangiz Kar, Constitutional Obstacles to the Realizations of Human Rights and Democracy in Iran (unpublished manuscript,
on file with Scholars at Risk and Iran Human Rights Documentation Center).
43 ALI RAHNEMA, AN ISLAMIC UTOPIAN: A POLITICAL BIOGRAPHY OF ALI SHARI’ATI 137 (1998).
“1d. at 137.
> KAMALI, supra note 27, at 8.
6 KHATAMI, supra note 31, at 106.
47 RuHOLLAH KHOMEINI, SAHIFIHYIH NUR [Vessel of Light], Vol. 3 (1983). See “Interview of Imam Khomeini with representative
of Amnesty International,” 20/08/1375 [11/10/1978].
48 Qanun-i Assasiyih Jumhuriyih Islamiyih Iran [Constitution of the Islamic Republic of Iran] 1358 [adopted 1979, amended
1989] art. 24 [hereinafter IRANIAN CONST.], available at http://iranhrdc.org/httpdocs/English/iraniancodes.htm.




However, by 1981, the Islamic Republic was quashing expression with which it disagreed. Iran was at
war with Iraqg, and the regime justified its restrictions by claiming they were part of the war effort.”* A
distinction was made between insiders and those who thought differently, and the government ordered
books by the latter group banned. The Ministry of Culture and Islamic Guidance (MCIG) began rationing

paper and used content approval of books, newspapers and magazines as the criterion for allowances.®

The Ministry of Islamic
Culture and Guidance

(MICG) was established in
1979 with the union of the
Ministry of Culture and Art,
and the Ministry of
Information and Tourism. The
Ministry of Islamic Culture
and Guidance exerts control

& . .
Q'M Jb}lxué-‘:ulu

Despite these efforts, the regime has never
enjoyed absolute control over mass media.
Domestic television and radio are under
state control, and Article 175 of the
Constitution assures that “the appointment
and dismissal of the head of the radio and
television of the Islamic Republic of Iran
rests with the Leader.” Still, foreign news

agencies such as Radio Farda, the British
Broadcasting Corporation (BBC), and
various opposition groups have successfully
broadcast their radio signals into Iran since
the beginning of the revolution.®® Another
important  limitation on the regime’s
monopoly is created by satellite dishes,
which, though illegal, are ubiquitous in
urban areas and connect their users to
television from all over the world.*

over the drafting and enforcement of the nation’s press laws, the
issuing and revoking of licenses of publications and cultural
activities, and the content of cultural materials including news
reports, books, movies and works of art. Furthermore, the
government-owned Islamic Republic News Agency (IRNA),
which functions as the “mother source of information
dissemination within the country,” is under the authority of the
Ministry of Islamic Culture and Guidance. The current Minister
of Culture and Islamic Guidance is Mohammad Hossein Saffar-
Harandi.

Although some commentators justified suppression and censorship of secular publications through the
need for public order, this justification became more tenuous as the nineties progressed.* Labeling critics
as anti-Islamic became meaningless in light of the fact that many of the new critics seeking reform were
prominent clerics and radical Islamists such as Mohammad Musavi Khu’iniha®* and Professor
Abdolkarim Soroush.” The Islamists’ criticism was substantially the same as criticism that had come
from more secular sources, such as a group of intellectuals who, in 1994, openly asked for an end to
censorship.®® As publicly recognized by even anti-reform newspapers like Resalat, these concerns
included ending “political monopoly, repression and stifled freedoms.™’

9 See KAR, supra note 42, at 26.
% U.N. Commission on Human Rights, Report on the Situation of Human Rights in the Islamic Republic of Iran, { 64, U.N. Doc.
AJ/45/697 (Nov. 6, 1990).
* Iran: Country Profile, BBC, Mar. 11, 1009, available at http:/news.bbc.co.uk/2/hi/middle_east/country_profiles/790877.stm
gasé visited Apr. 27, 2009).

Id.
%3 See generally AFSHARI, supra note 4, at 185-232.
5 Ayatollah Seyyed Mohammad Mousavi Kho’iniha is the General Secretary of the Association of Combatant Clerics and a
member of the Expediency Council. He was the founder of the now banned Salam newspaper, leader of the Muslim Students
Following the Line of the Imam who stormed the U.S. Embassy in 1979, and formerly held the position of Prosecutor General of
Iran during the first decade after the revolution. MARK BOWDEN, GUESTS OF THE AYATOLLAH: THE FIRST BATTLE IN AMERICA’S
WAR WITH MILITANT IsLAM 13, 627 (2006); GENIEVE ABDO AND JONATHAN LYONS, ANSWERING ONLY TO GobD 187 (2003).
% Abdolkarim Soroush is an academic, philosopher and a well-known figure in the religious intellectual movement in Iran.
Appointed by Ayatollah Khomeini to the precursor of the Supreme Council of Cultural Revolution, Abdolkarim Soroush was a
driving force behind the expulsion of a significant number of academics and students from universities who he felt lacked the
necessary religious credentials. He left Iran in 2000 after he was targeted as a reformer by the regime’s conservative
establishment. See AFSHARI, supra note 4, at 190-91.
% The open letter was presented under the heading “We Are Writers,” and was signed by 143 writers and activists including
Shirin Ebadi. SHIRIN EBADI, IRAN AWAKENING: A MEMOIR OF REVOLUTION AND HopPE 130 (2006).
57 See AFSHARI, supra note 4, at 193.



By 1997, this type of criticism in the mass media was common in Iran and inspired a new generation of
journalists and activists to claim their rights to free expression. One journalist noted that

[a] new form of press was created that did not fear retaliation by the government and provided
information defiantly. In fact, | would go a step further and say that it was such newspapers that
removed the fear of imprisonment, torture, etc. from the heart of journalists. | myself feared
retaliation by the regime but after seeing the example of Mashallah Shamsolvaezin,”® who always
had a bag ready to take with him to prison, my fears disappeared.*®

The growth of mass media in political discourse both resulted in and was nurtured by the landslide victory
of reformist cleric Mohammad Khatami, who became President of Iran in 1997. Khatami sought to shift
the Islamic Republic from “a system that relies on restriction as its main strategy” to one that uses
restriction “occasionally to deal tactically with sensitive and vital matters.”® In line with this goal and in
order to create further support for the reformists’ agenda, he appointed Ata’ollah Mohajerani as Minister
of Culture and Islamic Guidance. Mohajerani, an academic and historian, reinstated a large number of
licenses for publications and generally removed many of the restrictions that had stifled access to
expression.®*

These political developments raised the stakes for engaging in expression by threatening the most
dangerous elements of the regime with exposure.®? A year before the election of Khatami, the Majlis had
passed Book 5 of the Penal Code, Article 609 of which made it a crime to insult almost any government
employee for actions taken during the course of employment.® The Supreme Leader, Ali Khamenei,
publically warned that “everyone must pay attention to the Red Line.”®

The Red Line has never been defined but continues to be used by the regime to denote the official and
unofficial censorship rules that writers, editors, artists and publishers must not cross if they hope to avoid
retaliation. This lack of definition is made possible by the vague provisions in the Islamic Republic laws
that begin with the Iranian Constitution and extend throughout the codes. For example, Article 24 of the
Constitution provides that “publications and the press have freedom of expression except when it is
detrimental to the fundamental principles of Islam or the rights of the public,” but fails to define
“fundamental principles of Islam.”®® In November 2003, Special Rapporteur on Freedom of Expression
Ambeyi Ligabo investigated the parameters of the Red Line during his mission to Iran. He found that,
even among clerics, there is a wide variety of often-conflicting criteria used to determine when the Red
Line is cggssed.66 He concluded that this subjective and arbitrary interpretation®’ leads to arbitrary denial
of rights.

%8 Editor of Jami’i newspaper.

% Witness Statement of Arash Sigarchi, prepared by IHRDC and approved by witness (January 11, 2009), 1 2 [hereinafter
Witness Statement of Sigarchi]. IHRDC interviewed Sigarchi on October 23, 2008. A copy of the Statement is on file with
IHRDC.

80 KHATAMI, supra note 31, at 112.

81 SEmMATI, supra note 14, at 6.

62 5ee AFSHARI, supra note 4, at 188.

8 Qanun-i Mujazat-i Islami [Islamic Penal Code] 1379 [2000], art. 609 (Iran) [hereinafter Iran Penal Code], available at
http://iranhrdc.org/httpdocs/English/iraniancodes.htm. Article 609 states: “Anyone who insults any of the heads of the three
branches, or presidential deputies or ministers, or any of the representatives of the Islamic Consultative Majlis, or members of the
Assembly of Experts, or members of the Guardian Council, or the judges or the members of the Accounts tribunals, or employees
of ministries, government offices or municipalities in connection with their positions or duties, may be sentenced to three to six
months of imprisonment, up to 74 lashes, or fined 50,000 to 1 million rials.”

6% See AFSHARI, supra note 4, at 196.

5 |RANIAN CONST., supra note 48, art. 24.

% UN Commission on Human Rights, Report submitted by the Special Rapporteur on the right to freedom of opinion and
expression, Ambeyi Ligabo: Addendum Mission to the Islamic Republic of Iran, § 102, U.N. Doc. E/CN.4/2004/62/Add.2 (Jan.
12, 2004), available at http://www.unhcr.org/refworld/country,, MISSION,IRN,,4090ffed0,0.html| (last visited Apr. 21, 2009)
Lhereinafter Ligabo Report].

"1d. 1 95.

%8 See UN Commission on Human Rights, Report of the Working Group on Arbitrary Detention: addendum: Visit to the Islamic
Republic of Iran (15-27 February 2003), 1 42, U.N. Doc . E/CN.4/2004/3/Add.2 (and Corr.1) (June 27, 2003), available at
http://www.unhcr.org/refworld/docid/4090ffd30.html (last visited Apr. 21, 2009).



Crossing the Red Line can result in any number of consequences, the most serious of which—
extrajudicial killings—became frequent in the late nineties. Writers were Killed in car accidents, shot in
staged robberies, stabbed, and injected with potassium to induce heart attacks.®® Culminating in a string of
murders in late 1998, the coverage of these attacks resulted in such public outrage that they were
investigated by Khatami’s government and even denounced by the Supreme Leader.” In fact, media
coverage and investigative journalism into the murders expanded the demand for newspapers.”* Under the
new policy, newspapers and magazines were allowed to “grow like mushrooms.”"?

The conservative Majlis responded to these Saced Mortazavi s

developments by amending the Press Law in
2000. This allowed conservative elements to use
their power base in the Judiciary—specifically
the Press Court of then-Judge Saeed
Mortazavi—to close dozens of newspapers and
magazines and to arrest prominent Islamist
reformist editors, including Akbar Ganji.”® After

currently the Chief Public
Prosecutor of Tehran. Until
2003, Mortazavi was a Press
Court Judge. At the time, he
was known as “the butcher of
the press” because of a streak
of bannings and arrests of
journalists and editors. Since
his appointment to his

the initial purge, the conservative authorities .

« i . i current post, Mortazavi has
resolve_d to tame the journalists in hopes of . ; been implicated in several
controlling the content of newspapers, and [ human rights abuses including the death of photo-
preventing them from writing about ‘dangerous’ [ journalist Zahrah Kazemi, and the arrests and torture of
topics.””* A few newspapers were allowed to | cyber-journalists and bloggers.

reopen, but they were closely monitored by
Mortazavi, who was appointed Prosecutor of Tehran in 2003. Those operations that displayed too much
independence were shut down as quickly as possible.”” Others, whose staff members were deemed
unlikely to cooperate, were shut down before they could publish a single issue.” Another common
strategy was to regularly call editors and instruct them on how to handle specific news items and demand
their presence at instructive meetings on the Red Line."”’

Faced with the very real threat of being shut down, not to mention being imprisoned, editors and
managers began to pay closer attention to the Red Line. For many, there was no value in “heroically
crossing the Red Line, getting shut down and losing that vital link with the people.”” Thus, self-
censorship became increasingly more prevalent. Editors censored the work of journalists without the need
for threatening phone calls or reminders of the Red Line.

[E]very newspaper had its own pawn, who was not necessarily [the Judiciary’s] pawn, but rather

the person who received the phone calls and was told what to do ... This person was slowly turned
into a small Mortazavi within the newspaper ... and would censor things on his own ... They
managed to create a Mortazavi in every newspaper.”

% EgaDpI, supra note 56, at 131-32. In a well-known incident that occurred in August 1996, a group of writers woke up to find
that their bus driver had abandoned them and the bus was headed toward a ravine. This was the second time he had tried to exit
the bus while sending it over a cliff. They were able to stop the bus and were later picked up by a security officer and
interrogated. EBADI, supra note 56, at 128-29.

®1d. at 135-36.

1d. at 139.

2 AFSHARI, supra note 4, at 208.

1d. at 216.

™ Witness Statement Sigarchi, supra note 59, { 2.

5 “Some examples include the newspaper Nusazi, which was shut down after two or three issues, and Bunyan, which published
four or five issues.” Interview with Roozbeh Mirebrahimi (Feb. 1, 2009).

" “IThe team of Shahrvand-i Imruz] was supposed to republish Ariya. As soon as they attempted to publish an issue, the news
was spread on some Internet sites. They were called and told “You can’t publish; you are shut down.”” Interview with Roozbeh
Mirebrahimi, supra note 75.

1d.

® Maggie Pour, The Art of Journalism, NaMAK, 2005, at 18, available at http://www.namakmag.com/issue0102/redlines.html
glast visited Apr. 20, 2009) (quoting the filmmaker Taghi Amirani discussing censorship of journalists in Iran).

® Interview with Roozbeh Mirebrahimi, supra note 75.



In light of this editorial censorship, many journalists who were willing to suffer the penalties associated
with crossing the Red Line, especially the younger generation, felt marginalized and sought other
mediums in which to report and share their opinions.*® They migrated to the Internet.

1.2.2. Migration of Expression to the Internet

Web surfers in Iran quickly realized the potential of the Internet. One
striking development was the launching of the Iranian Student News
Agency (ISNA) on November 4, 1999. This influential news agency,
staffed mostly by university students, continues to post breaking news
stories on its website but does not publish a physical newspaper.®* By early
2000, websites were being created by news organizations, and by 2001 a
few blogs were being published by individuals.®? In September 2001,
Hossein Derakhshan,® an Iranian journalist residing in Canada, set up his
own blog in Persian. Shortly thereafter, responding to a request by a
reader, he published a guide on creating Persian language blogs. This
simple innovation led to an explosion of personal blogs at the same time as
Persian newspapers and other media outlets began creating their own
commercial sites. While estimates of the numbers of Persian blogs vary
greatly between thousands and tens of thousands,® it is undeniable that
Persian is overrepresented on the Web and especially in the blogosphere.

Iranians from almost every sector of society began to use this easily
accessible means of communication. Consequently, Iranian websites and
blogs create a complex online public communications network. This
network consists of websites and blogs that are dedicated to discussing
varying topics such as politics, religion, sports, movies, arts, culture, and
particularly poetry.® For others, blogs serve as a means of communicating
with loved ones around the world, either directly or by simply recording

Hossein Derakhshan

By posting a how-to guide
on establishing Persian
language blogs, Hossein
Derakhshan is considered
by many as the person most
responsible for the
explosive growth of the
Persian-language blogo-
sphere. He was arrested on
November 1, 2008, and he
remains in custody. He has
yet to be officially charged
with any crime, but has

been allowed to contact his
family on several occasions.

activities and thoughts in a daily or weekly journal. There is a great deal of
political and theological discourse from commentators representing every
imaginable ideology—from secularists to reformists to conservatives—
delivering their views on countless issues including human rights, drug abuse and the environment.®

As in other countries, Iranian government agencies and politicians began using the Internet as well.
Government-controlled news agencies were early adopters of the Internet. The Islamic Republic News
Agency (IRNA) began accessing the Internet in 1996 and established its website in 1997. In 2003,
Mohammad Ali Abtahi, then-Vice President to Mohammad Khatami, began publishing an influential

4.
8 For a review of the Iran Students News Agency website, see generally www.ISNA.ir/ISNA; see also Daniel Engber, What’s
with the Iranian Student News Agency?, SLATE, Feb. 2, 2006, available at http://www.slate.com/id/2135342/ (last visited Apr.
20, 2009).
8 OpENNET INITIATIVE, supra note 11, at 5; NASRIN ALAVI, WE ARE IRAN 1 (2005). A blog is a kind of diary or journal posted on
the Internet. Id.
8 Derakhshan is currently being held in Iran for what seem to be charges of insulting the leadership on his personal blog.
Quwviyih Qaza’iyih Iran Bazdasht-i Hossein Derakhshan ra Ta’id Kard [Hossein Derakhsan’s Arrest Confirmed by the
Judiciary], BBC PeRrsIAN, Dec. 30, 2008, available (in Persian) at http://www.bbc.co.uk/persian/iran/2008/12/081230_ag_jb_
derakhshan.shtml (last visited Apr. 20, 2009).
8 Sources range from close to twenty thousand to nearly seventy thousand blogs. See, e.g., ALAv1, supra note 82, at 1.
® JOHN KELLY & BRUCE ETLING, BERKMAN CENTER FOR INTERNET & SOCIETY (HARVARD UNIVERSITY), MAPPING IRAN’S
ONLINE  PusLic: PoLimics AND CULTURE IN THE PERSIAN  BLOGOSPHERE 7  (2008), available at
pgtp://cyber.Iaw.harvard.edu/publications/2008/Mapping_Irans_OnIine_Puinc (last visited Apr. 20, 2009).

Id.
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blog, which he continues to maintain. On his blog, he shares anecdotes, relates his daily activities and

Mohammad Ali Abtahi is

M

the current director of the
“International Institute for
Interreligious Dialogue,” an
organization that supports the
role of religion in civilization
by promoting dialogue among
different faiths. He served as
both the chief of staff and as
e Vice President under President

Khatami. Since 2003, Abtahi

expresses his frustrations with Iranian
politics.’” The Supreme Leader has a website
where one can ask him questions regarding
Sharia law. It also features recent news stories,
a biography, a library of Islamic laws, and a
photo gallery. Similarly, the Office of the
Presidency has a website. However, from mid-
2006 until the end of 2007, President
Ahmadinejad also blogged on a separate
website.®

has authored a popular blog
called Webnevesht, on which he comments on national and
international news and current events.

Predictably, activists and journalists resorted
to publishing their materials online after facing
censorship in the traditional media.®® Sina Motalebi, a journalist working for reformist newspapers in
Tehran, began his blog in 2001 because online, he finally felt “free and uncensored.”* Arash Sigarchi, a
journalist and editor of Gilan-i Emrooz, began blogging in March 2002, and only a few months later
realized the potential of this new medium:

On November 29, 2002, a series of telephone poles were installed in Rasht. In appearance they
were cell phone towers, but in reality they served to interrupt the reception of satellites, so people
couldn’t watch satellite TV. One of those poles was placed in front of a girls’ school, which could
affect the fertility of the girls. I did some research on this issue and prepared a controversial report
that was to be published by our newspaper. The night before distribution, the general manager
removed the story and said if it was published we would be shut down. | retorted that reporting on
the news was a worthwhile cause to be shut down for. When I couldn’t run the report, I put the
article on my weblog that evening to spite the general manager of the newspaper. Immediately,
other news agencies picked up the report. Other cities began to realize the same thing was being
done in their area, and understood what the real situation was. From that point on, whenever my
general rglanager disagreed with me, | resisted fighting him on it—I would just put the article on
my blog.

These developments did not go unnoticed by conservative elements aligned with the Supreme Leader who
began to see the Internet’s growing popularity and influence as a threat. They had concerns regarding
pornography and foreign news sources but also realized that as the domestic print media had been
systematicalglzy muzzled beginning in 2000, dissident and reformist ideas and news stories had migrated to
the Internet.

January 16, 2008, available at
2009); see also

8 Nazila Fathi, An Iranian Cleric Turns Blogger for Reform, N.Y. TIMES,
http://www.nytimes.com/2005/01/16/international/middleeast/16iran.html?_r=1 (last visited Apr. 21,
http://www.webneveshteha.com/ (last visited Apr. 21, 2009). Abtahi later resigned from his post in protest.
8 See http://www.ahmadinejad.ir/ (last visited Apr. 21, 2009). It seems that Mr. Ahmadinejad stopped blogging around
December 2007.

8 ALavi, supra note 82, at 1; Mark Glaser, Iranian Journalist Credits Blogs for Playing Key Role in His Release from Prison,
ONLINE JOURNALISM REV., Jan. 9, 2004, available at http://www.ojr.org/ojr/glaser/1073610866.php (last visited Apr. 21, 2009);
see generally Witness Statement of Sigarchi, supra note 59.

®  Clark Boyd, The Price Paid for Blogging Iran, BBC, Feb. 21, 2005  available at
http://news.bbc.co.uk/2/hi/technology/4283231.stm (last visited Apr. 21, 2009) [hereinafter Price Paid for Blogging].

% Witness Statement of Sigarchi, supra note 59, { 6.

%2 5ee Rahimi, supra note 9, at 45 (discussing the migration of reformist and pro-reformist factions to the Internet).

11



2. Iran’s Regulation of Internet Expression

The Islamic Republic has responded to the rise of the Internet by altering
and dominating the Web’s landscape and increasing the price of Internet
expression. Through filtering,”® blocking,”* and censoring content, the
regime substantially dominates and alters the Web that Iranians access.
Through arrests, detentions and torture, the regime has sought to quash
dissenting views on the Internet. However, the regime has also sought to
control and dominate the Internet accessed by lIranians through use of
criminal laws. It uses established laws that traditionally regulate the press
and expression, but is also developing Internet-specific laws and creating
multiple regulatory bodies charged with Internet oversight. As a result,
Iranians must navigate through a maze of legal and bureaucratic obstacles Arash Sigarchi
simply to exercise their fundamental right of expression on the Internet. .

Journalist, editor and

. . . e blogger Arash Sigarchi was
This section catalogues the more prominent press and Internet-specific laws [ detained on August 28,

that comprise the obstacles facing Iranian Internet users. The next section of | 2004, interrogated and
this report, Section 3, describes and analyzes the regime’s attempts to belate”d thfored bAi'ng
control and dominate the Internet accessed by Iranians through blocking, | .° f]zzerintg eonnexgar?géry te7r
filtration and censorship. The last section, Section 4, documents arrests, | 2005 he was charged with

detention and torture of bloggers and journalists. numerous crimes and he
was again placed in custody
on January 8. He was

. . beaten and tortured before
2.1. Laws Regulating Expression being sentenced to 14 years.

On appeal, his sentence was
In the absence of a comprehensive law addressing Internet or cyber-crimes, [ reduced to three years, and
the Judiciary has shut down websites and prosecuted individual bloggers svfgir argzli:acsee:jdla?oms':egi
under the established legal framework, including the Press Law and Islamic  § treatment. He currently
Penal Code, both of which apply to the electronic media. resides in Washington D.C.

2.1.1. The Press Law

The Press Law, enacted in 1986 and amended on April 18, 2000, applies to all “publications that are
published regularly and under a permanent name, date and serial number ...”% The press has the right to
publish “opinions, constructive criticisms, suggestions and explanations of individuals and government
officials for public information while duly observing the Islamic teachings and the best interests of the
community.” Each publication must enforce one of five goals in such a way that it does not conflict with
other goals or the “principles of the Islamic Republic.”® The five goals are:

(@) To enlighten public opinion and increase the level of their knowledge on one or several topics
mentioned in Article 1;
(b) To advance the objectives outlined in the Constitution of the Islamic Republic;

% Filtering refers to the use of Web filtering software, content control software or censorware that is designed to limit the content
that can be accessed by a user through the use of various means such as key words.

% Blocking refers to the practice of specifically targeting a website so that users cannot access it. This can be done by individuals
on their home computers, by system administrators and ISPs.

% Qanun-i Matbuat [Press Law] 1364 [ratified 1986, amended 2000], art. 1, available at
http://iranhrdc.org/httpdocs/English/iraniancodes.htm [hereinafter Press Law].

% Id. art. 2, note.
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(c) To endeavor to negate the drawing up of false and divisive lines, or pitting different groups of the
community against each other by practices such as dividing people by race, language, customs,
local traditions, etc.;

(d) To campaign against manifestations of imperialistic culture (such as extravagance, dissipation,
love of luxury, spread of morally corrupt practices, etc.) and to propagate and promote genuine
Islamic culture and sound ethical principles; and

(e) To preserve and strengthen the policy of neither East nor West.

Avrticle 6 of the Press Law provides that the media may publish “news items except in cases when they
violate Islamic principles and codes and public rights” as described in the Article. The prohibited subjects
include:

e Publishing atheistic articles or issues that are prejudicial to Islamic codes, or promoting subjects
that might damage the foundation of the Islamic Republic,

e Encouraging and instigating individuals and groups to act against the security, dignity and
interests of the Islamic Republic of Iran within or outside the country,

e Insulting Islam and its sanctities, or offending the Leader of the Revolution and recognized
religious authorities, and

e Publishing statements against the Constitution.

In order to publish, a license must be obtained from the MCIG. To be eligible, one must be at least 25
years old and financially stable, be “free of moral corruption,” possess at least a bachelor’s degree, and
support the Constitution.”” Anyone who has publically spoken in favor of the former regime is prohibited
from publishing.*®

The law creates a Press Supervisory Board (PSB), which consists of “devoted Muslims who posses the
required scientific and moral competence and are committed to the Islamic Revolution.” The PSB has the
power to examine press violations. The 2000 amendment bestowed the PSB with power to shut down a
publication and, within a few weeks, transfer the file to a court for further review.” The law provides that
crimes “can be examined by competent general or Revolutionary courts in accordance with the laws
pertaining to inherent competency.” “Either way, the court must be open and in the presence of a jury.”*®
The 2000 amendment also expanded the reach of the Press Law to cover all electronic publications."™ If
the writings of bloggers and journalists on the Internet are considered “publications,” they must secure
licenses from the PSB. Yet notwithstanding the discretionary powers granted regulatory agencies under
the Press Law, examination of the regime’s record of prosecutions of bloggers suggests that the Judiciary
generally avoids prosecutions under this law. This is presumably because Article 168 of the Iranian
Constitution mandates that “political and press offenses will be tried openly and in the presence of a jury,
in a court of justice.”™® In order to circumvent the requirements of an open court and a jury, prosecutors
generally bring charges under the more restrictive Penal Code—and not the Press Law—when targeting
individuals for their expressive activities.'”

71d. art. 9.

% |d. art. 9, note 5.

9d. art. 12, note.

10014, art. 34.

10114, art. 1, note 3.

102 |RANIAN CONST., supra note 48, art. 168; Press Law, supra note 95, arts. 36-44. Article 168 of the Iranian Constitution
requires that the government specifically define “political offenses” in order to protect political prisoners. Despite this mandate,
however, the government has failed to pass any laws addressing this particular issue. According to Iranian legal scholar
Mehrangiz Kar, the government’s failure to define political offenses has allowed the regime to abuse the system and crush
political dissent. Mehrangiz Kar, The Silencing of Dissidents: A Legal Analysis, at 14-15 (published by IHRDC, 2007 at
www.iranhrdc.org).

103 See, e.g., Press Law, supra note 95, art. 1, note 2; see also Namihyyih Shahroudi darbarihyyih Tuqif-i Saythayih Interneti
[Shahroudi’s Letter Regarding the Closure of Internet Sites], BBC PERsIAN, 9/6/1387 [Aug. 30, 2008], available (in Persian) at
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The Press Law, on its face, fails to meet Iran’s international legal obligations. Article 19 of the
ICCPR protects political expression.'® It provides as follows:

1. Everyone shall have the right to hold opinions without interference.

2. Everyone shall have the right to freedom of expression; this right shall include freedom to
seek, receive and impart information and ideas of all kinds, regardless of frontiers, either
orally, in writing or in print, in the form of art, or through any other media of his choice.

3. The exercise of the rights provided for in paragraph 2 of this article carries with it special
duties and responsibilities. It may therefore be subject to certain restrictions, but these shall
only be such as are provided by law and are necessary:

a. For respect of the rights or reputations of others;
b. For the protection of national security or of public order (ordre public), or of public
health or morals.

The Human Rights Committee (HRC)'® has made it clear that in conjunction with Article 25, Article 19
affirms that citizens should be granted wide access to information that will allow them to participate in
the social and political sphere of their society.’®®

The broad discretionary powers of the PSB to grant and revoke licenses, and refer cases for prosecution,
violate Article 19 of the ICCPR. Under the Press Law, the PSB may disqualify or refer an applicant based
on such vague offenses as publishing articles prejudicial to Islamic codes, promoting subjects that might
damage the foundation of the Islamic Republic, encouraging and instigating individuals and groups to act
against the dignity and interests of the regime, insulting Islam and its sanctities, offending the Leader of
the Revolution or recognized religious authorities, and publishing statements against the Constitution.*’
This discretionary power to grant or revoke licenses without procedures for effective review is a major
impediment to the free exercise of expression.*®

The vague content prohibitions also violate international law.'® The extensive list of prohibited subjects
severely quashes expression that has no connection to pornography, national security or any other
potentially legitimate reason to limit expression. Under the Press Law, most political philosophies, large
portions of Iranian law and many important political leaders are prohibited topics. Moreover, even if these
draconian restrictions were permissible, they are so vague as to be meaningless and are therefore
unenforceable. They fail to provide adequate notice to Iranian citizens as to what subjects are off-limits,
thereby promoting arbitrary arrests and prosecutions.

http://www.bbc.co.uk/persian/iran/story/2008/08/080830_shahroudi_filtering.shtml (last visited Apr. 22, 2009) (discussing the
Prosecutor General of Tehran’s attempt to indict website administrators under the Penal Code instead of the Press Law). It should
be noted, however, that the Press Law references the Islamic Penal Code. See, e.g., Press Law, supra note 95, art. 6, note 2.

104 Ngalula Mpandanjila et al. v. Zaire, Communication No. 138/1983 (26 March 1986), U.N. Doc. Supp. No. 40 (A/41/40) at
121 (1986). Henry Kalenga v Zambia, Communication No 326/1988 U.N. Doc. CCPR/C/48/D/326/1988, Aduayom et al. v.
Togo, Communications Nos. 422/1990, 423/1990 and 424/1990 U.N. Doc. Communications Nos. 422/1990, 423/1990 and
424/1990.

105 The HRC was established to monitor compliance with the ICCPR. It is empowered to comment on communications received
from individuals from states that have ratified the Optional Protocol to the Covenant who claim to have suffered violations of any
of the rights protected by the Covenant. Iran has not ratified the Optional Protocol. See ICCPR, supra note 24, arts. 28-45.

196 Robert W. Gauthier v. Canada, Communication No 633/1995, U.N. Doc. CCPR/C/65/D/633/1995 { 13.4 (5 May 1999),
(“citizens, in particular through the media, should have wide access to information and the opportunity to disseminate
information and opinions about the activities of elected bodies and their members.”) Article 25 of the ICCPR guarantees that
“[e]very citizen shall have the right and the opportunity, without any of the distinctions mentioned in Article 2 and without
unreasonable restrictions.”

107 press Law, supra note 95, art. 6.

108 Concluding observations of the Human Rights Committee: Lesotho, U.N. Doc CCPR/C/79/Add.106 1 23 (1999) available at:
http://www.unhchr.ch/ths/doc.nsf/(Symbol)/CCPR.C.79.Add.106.En?Opendocument.

109'see, e.g., Press Law, supra note 95, art. 2, note. The note states: “Each publication should at least enforce one of the above
goals, and such a goal must in no way be in conflict with the other goals specified above or with the principles of the Islamic
Republic.”

14



The registration requirement is particularly restrictive when applied to bloggers. Though the HRC has not
taken up a case on the registration of bloggers, it has ruled on the limits of registration in what could be an
analogous practice: leafleting. In Laptsevich v. Belarus, the HRC ruled that an individual handing out
leaflets in a public square should not be forced to register and that such a requirement was not legitimate
under Article 19 paragraph 3.° Similarly, blogs are usually published by individuals to express personal
opinions and beliefs. The broad registration requirement creates an obstacle that is not necessary but
severely restricts the freedom of bloggers to express their views, as well as the rights of others to receive
their communications.

2.1.2. The Islamic Penal Code

The regime has also relied on the Penal Code of the Islamic Republic to severely repress expression on
the Internet. Criminal sanctions for criticism of and opposition to the regime, real and imagined, are all-
encompassing. Bloggers and cyber-journalists have been charged and convicted of serious crimes
including endangering national security,"* insulting Islam’s holy figures or the Supreme Leader,'?
propaganda against the regime,*** membership in groups dedicated to the overthrow of the regime,™* and
spying for foreign governments.™ In addition, provisions in the Penal Code outlaw criticism of state
employees, whether elected or appointed, in high or low office.**® The Code also criminalizes libel and
defamation.'*’

The criminalization of all criticism of the Islamic Republic fails to meet any definition of “necessity”
under Article 19, paragraph 3 of the ICCPR as defined by the HRC.'® Paragraph 3 provides that
restrictions must be provided by law and be necessary for the respect of the rights and reputation of others
or for the protection of national security.*® In Kim v. Republic of Korea, the HRC upheld a man’s right to
distribute material labeling the South Korean government, among other things, a “military-fascist
regime.”*? It explained that South Korea had failed to establish that his actions posed a serious threat to

110 v/ladimir Petrovich Laptsevich v. Belarus, Communication No. 780/1997, U.N. Doc. CCPR/C/68/D/780/1997 { 8.1 (2000).

1 |ran’s Penal Code addresses crimes against national security. Iran Penal Code, supra note 63, arts. 498-512. It includes article
498 (mandating two to three years’ imprisonment for conspiring with another (or others) to disrupt the national security of the
nation), article 499 (mandating three months to five years’ imprisonment for being a member of a group identified in article 498,
unless unaware of the group’s objectives), and article 500 (mandating three months’ to a year imprisonment for propagandizing
against the Islamic Republic, or in favor of a group or organization who acts against the Islamic Republic). The national security
provisions also address acts that constitute espionage, see, e.g., id. arts. 501-02, 510, and instigating others to disrupt the nation’s
security. See, e.g., arts. 504, 512. For the purposes of the Penal Code’s national security provisions, a “group” is defined as a
(I;athering of two or more persons. Id. arts. 610-611.

12 |ran’s Penal Code criminalizes insults against Islam’s holy figures (i.e., the twelve Imams, the great prophets and their kin,
etc). If the insults are directed at the Prophet Muhammad, the crime is punishable by death. Otherwise the individual is subject to
one to five years’ imprisonment. Id. art. 513. Insulting Khomeini or the Supreme Leader is punishable by six months’ to two

ears’ imprisonment. Id. art. 514.

13 1d. art. 500 (“Anyone who engages, in any manner, in propaganda against the Islamic Republic of Iran or does so on behalf of
dissident groups or organizations is condemned to imprisonment for a period of three months to one year.”)

414, art. 499.

1514, arts. 501-02.
1191d. art. 609.

117 gee, e.g., id. art. 700 (“Anyone who satirizes another person, either orally or in writing, through poetry or prose (or publishes
such satire) will be subject to imprisonment from one to six months.”)

118 Rafael Marques de Morais v. Angola, Communication No. 1128/2002, U.N. Doc. CCPR/C/83/D/1128/2002 { 6.8 (2005)
[hereinafter Morias v. Angola].
112%ICCPR, supra note 24, arts. 19(3).

Keun-Tae Kim v. Republic of Korea, Communication No 574/1994 U.N Doc. CCPR/C/64/D/574/1994 { 10.4 and 12.5
(1999) [hereinafter Kim v. Republic of Korea]. See also Dergachev v. Belarus where the HRC found that a poster instructing
fellow citizens to “Stop listening to lies” of the government was well within the rights of an individual. Alexandre Dergachev v.
Belarus, Communication No. 921/2000, U.N. Doc. CCPR/C/74/D/921/2000 { 2.1 (2002).
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national security,***

illegal demonstrations and instigating acts of violence.

even in light of the fact that he had previously been convicted of participating in
122

Ayatollah Ali Khamenei is the | Likewise, even if prevention of
successor  of  Ayatollah  Ruhollah | insults of the Supreme Leader were

Khomeini and the current Supreme § a legitimate interest of the Islamic
Leader of Iran. It is forbidden to insult or Republic of lIran, the scope of
disparage him or his predecessor. The . .- ! .

powers of the Supreme Leader include restrlctl_ons on expression must be
formulating government policies and proportl?zr;al to the Value_ of that
overseeing their implementation, | Interest. In a case involving
commanding and mobilizing the armed § several news articles criticizing the
forces, declaring war and peace, and President of Angola, the HRC
resolving differences between the three lained th . ! f
branches of government and regulating ?Xp a'_ne that prison sentences for
their relations. The Supreme Leader also | insulting the symbols of the state
possesses the authority to appoint and | (such as the President) cannot be
dismiss the head of the Islamic Republic of Iran Broadcasting and the § onsidered proportionate since the
power to direct national press policy. When the Majlis sought to increase S .

freedom of speech in 2000, Khamenei publically declared that “any re- deWdua_ls’ WhEther_all\/_e or dead,
interpretation of the press law is not in the interests of the country and | are considered pu.bIIC flgur(_as' gnd
the system,” thereby ending the attempt at reform. are therefore subject to criticism
and opposition.** Thus, it was a
violation of international law to charge Rafael Marques de Morias with “defamation and slander against
His Excellency the President of the Republic” based on several articles accusing the Angolan President of

destroying the nation, and promoting incompetence, embezzlement and corruption.”*®

The HRC has found that laws criminalizing expression stifle political discourse’® and has urged states to
abolish them and to find other means to ensure accountability of the press.*?” Echoing this view, in 2004,
the UN Special Rapporteur on the Right to Freedom of Opinion and Expression urged Iran to refrain from
punishing the peaceful expression of opinion with prison sentences.’” He explained that the proper tools
for dealing with abuse of the freedom of expression are civil suits and that, while prison terms are clearly
disproportionate, floggings are even more so and can amount to cruel, inhuman or degrading treatment or
even torture.'?

2.1.3. Other Laws

The Special Rapporteur also noted that, in addition to running afoul of the Press Law and the Penal Code,
expression in Iran is prosecuted under the Preventative Restraint Act.™*® This law, passed in 1960 to deal
with dangerous criminals and repeat offenders, has been used repeatedly to ban publications for indefinite
periods of time.**! Article 1 provides that courts may impose restraints to prevent the repetition of crimes

2L1d. 1 10.4.

214, 9 4.2.

128 Morias v. Angola, supra note 118 { 6.8.

124 1d. 1 6.8. See also Concluding observations of the Human Rights Committee: Tajikestan, U.N. Doc. CCPR/CO/84/TJK { 22
(2005), where the HRC expressed concern regarding the existence of crimes such as “injuring the honour and dignity of the
President,” which limit freedom of speech.

125 Morias v. Angola, supra note 118 { 2.6.

126 Concluding observations of the Human Rights Committee: Croatia, U.N. Doc. CCPR/CO/71/HRV { 17 (2001).

127 concluding observations of the Human Rights Committee: Zambia, U.N. Doc. CCPR/C/ZMB/CO/3 { 25 (2007).

128 | igabo Report, supra note 66, at 2.

129 1d.” 19 33-34.

130 Qanun-i Iqdamat-i Ta’mini [Preventative Restraints Act] 1339 [1960], art. 1. (“Preventative restraints are measures taken by
the court to prevent the repetition of the crime (offense or felony) in the case of dangerous criminals. Dangerous criminals are
persons whose background and personality, as well as their crime and the manner in which it was committed, make them
susceptible to becoming repeat offenders. Irrespective of their legal responsibility, a preventative restraint measure may only be
issued by the court when the person has committed the crime.”).

131 | igabo Report, supra note 66,  42.
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in the cases of dangerous criminals. Dangerous criminals are persons whose background and
personalities, as well as crimes and manners in which they were committed, raise the chances that they
will become repeat offenders. A measure for preventative restraint can only be taken after a person has
committed a crime.™*

In addition, clerics are prosecuted under the Procedural Law for Establishing Special Prosecutors and
Clerical Courts. Under Article 18, “Every action or failure of action that is punishable and amenable to
prosecution according to civil or Shari’a laws shall constitute a crime.”*® The accompanying note to the
Acrticle further provides that “actions [by clerics] that insult the dignity of the clerical establishment and
the Islamic Republic shall constitute a crime.”***

Other rules are simply announced by government organs such as the Supreme Council for Cultural
Revolution (SCCR) and the Supreme National Security Council (SNSC). For example, in February 2003,
the SNSC ordered that members of the press were prohibited from speaking to a list of foreign media
outlets including Radio Farda.'*®

2.2. Internet-Specific Laws

The root of the Islamic Republic’s legal response to the Internet lies in a May 2001 order by the Supreme
Leader entitled “Overall Policies on Computer-based Information-providing Networks.” He ordered that
access to the World Wide Web be provided only by authorized entities.**® By November 2001, the SCCR
responded with a resolution called “Regulations and Conditions Related to Computerized Information
Networks.”**" It ordered that access service providers (ASP)**® be placed under state control and that ISPs
remove all anti-government and all anti-Islamic websites from their servers.'®® The resolution also
required ISPs to use filtration technology, and to monitor and record Internet use of their customers.*
Finally, it specified that individuals applying for ISP licenses cannot be members of anti-revolutionary or
illegal groups. To obtain a license, one must be an Iranian citizen, committed to the Constitution, and a
member of one of the officially accepted religions.***

2.2.1. The Cyber Crime Penal Code

In early 2002, the head of the Judiciary, Ayatollah Shahroudi, established the Committee for Combating
Cyber Crimes to work on a cyber crime penal code,*** and proposed the creation of a new judicial office

132
Id.
133 Ay’in Namihyyih Dadsiraha va Dadgahhayih Vijhihyyih Ruhaniat [Procedural Law for Establishing Special Prosecutors and
Clerical Courts] 1384 [ratified 1990; amended 2005], art. 18, available (in Persian) at http://daneshpajuh.ir/Ghavanin/Ghavanin
(2 1.html (last visited Apr. 22, 2009).

135 Witness Statement of Sigarchi, supra note 59, { 8; Interview with Roozbeh Mirebrahimi, supra note 75.

1% |rRAN’S CSOs TRAINING & RESEARCH CENTER, A REPORT ON THE STATUS OF THE INTERNET IN IRAN 8 (2005), available at
http://www.frontlinedefenders.org/files/en/2506_Report%200n%20Internet%20Access%20in%201ran.pdf (last visited Apr. 22,
2009) [hereinafter ICTRC REPORT].

137 See Supreme Council of Cultural Revolution Regulations of 6 November 2001 (regarding conditions related to computerized
information networks) (Iran), available (in Persian) at http://www.iranculture.org/provs/view.php?id=1230 (last visited Apr. 22,
2009).

138 In Iran, ASPs provide the bandwidth to ISPs who then sell accounts to users.

1% Rahimi, supra note 9, at 46. Websites are not allowed to publish material that is in conflict with or insulting to Islamic
doctrine, the revolution’s values, the thoughts of Imam Khomeini, or the Constitution. They are also prohibited from publishing
material that jeopardizes national solidarity, instills cynicism in the public regarding the legitimacy or efficiency of the ruling
government, propagates a good image of illegal groups, reveals classified information or promotes vices such as smoking.
ICTRC REPORT, supra note 136, at 9.

104, at 8.

11 1d. at 9. Under the Iranian Constitution, the only officially accepted religions are Twelver Shi’ism, other “Islamic schools”
(i.e. Sunni), Zoroastrianism, Judaism and Christianity. IRANIAN CONST., supra note 48 arts. 12-13.

142 Rahimi, supra note 9, at 46-47; OPENNET INITIATIVE, supra note 12, at 3.
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to deal with cyber offenses.’*® In 2006, the Committee prepared a draft Cyber Crime Penal Code and
submitted it to the Majlis.*** Though most of the draft bill’s provisions concern issues such as information
security, several important articles directly impact freedom of expression on the Internet. For example,
Chapter Four (Articles 13-17) defines crimes related to content.**®

" Article 14 outlaws  the
The Supreme Council for Cultural production, transmission and

Revolution (SCCR), originally known as the §  publication of “obscene”
Cultural  Revolution  Headquarters, was | content. 14 Article 14(c)
established in Tehran in the spring of 1980. The criminalizes the commission of
Council directs the cultural policies of the e . o

Islamic Republic through its control of the crlme_zs agalnst_morallty_ ."?‘”d
nation’s education system, including the | Other illegal or violent activities,
curriculum, campus activities, and the | and the incitement of others to
admissions and hiring practices of Iranian | commit such crimes.**’ Article
universities. 17 outlaws the publication of

The SCCR is made up of 37 members, including | “lies” that cause “public
the President of Iran, the head of the Judiciary, and representatives of the anxiety.” Article 18 provides
Ministry of Culture and Islamic Guidance, the Management and Planning § that ISPs are punishable for
Organization, the Ministry of Science, Research and Technology, the Islamic "

Propagation Organization, the University Jihad, the seminaries, the fa!'"?g to preve_nt_ the trans-
Ministry of Education, the Islamic Republic of Iran Broadcasting (IRIB), the mission  of pI’OhIk_)Ited content.
Socio-Cultural Council for women, the Islamic Azad University, the office | They are to report illegal content
for Investigating Mosque-related Affairs, and the Office of Women | to law enforcement officials and
Participating Affairs. The representative of the Ministry of Culture and do what is necessary to stop and,
Islamic Guidance also serves as the SCCR’s chairman. if possible, preserve the

offending content.*

In December 2008, Tehran’s Public Prosecutor Mortazavi announced that his office had set up a special
prosecutorial division for Internet and cyber crimes.**® The division was established in anticipation of the
final ratification of the draft Code.’®® Pursuant to Article 27 of the draft bill, the Judiciary must allocate
special divisions of the Public and Revolutionary courts to prosecute Internet crimes.™ Legal scholars
have criticized the government’s establishment of a cyber crimes office as premature, considering that
there is currently no law on the books that specifically defines Internet crimes.'*® The draft Code remains
under review.

143 Rahimi, supra note 9, at 47; OPENNET INITIATIVE, supra note 12, at 3.
144 OPENNET INITIATIVE, supra note 12, at 3.
%5 See, e.g., Qanun-i Jarayim-i Rayanih’i [Cyber Crimes Penal Code] (Draft) arts. 13-17, available (in Persian) at
http://www.ictna.ir/'summon/archives/001089.html (last visited Apr. 27, 2009).
146 “Obscene” content is defined as material that is pornographic or sexual in nature. Id. art. 14.
1;‘; “Crimes against morality” include but are not limited to drug use, suicide and “sexual deviancy.” Id. art. 14(c).

Id. art. 19.
149 | ayihihyyih Jarayim-i Rayanih’i dar Iran: Gam-i Aval [The Cyber Crimes Bill in Iran: The First Step], RADIO FARDA,
27/9/1387 [Dec. 17, 2008], available (in Persian) at http://www.radiofarda.com/content/f1_computer_crimes/477374.html (last
visited Apr. 23, 2009); see also Tashkil-i Dadsarayih Vijihyyih Jarayim-i Rayanih va Internet dar Iran [Establishment of Special
Prosecutor’s Office for Cyber Crimes in Iran], RADIO FARDA, 11/9/1387 [Dec. 1, 2008], available (in Persian) at
http://www.radiofarda.com/content/f3_internet_filtering_trial/475223.html (last visited Apr. 23, 2009).
150 cyber Crimes Penal Code (Draft), supra note 145, arts. 26-29.

151

Id. art. 27.
152 |ran az Barnamihyyih Barkhurd ba Saythayih “llhadi” Khabar Dad [Iran Announces Campaign Against “Apostasy” Sites]
BBC PERSIAN, 20/9/1387 [Dec. 10, 2008], available (in Persian) at

http://www.bbc.co.uk/persian/iran/2008/12/081210_m_internet_mortezavi.shtml (last visited Apr. 23, 2009).
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2.2.2. The Urgent Bill Regarding Punishment for Crimes Disturbing the Public Mind

Iran’s Majlis is also considering a bill addressing particularly heinous crimes intended to undermine
public order and security. On February 22, 2009, a commission of the Majlis approved the Urgent Draft
Bill Increasing Penalties for Crimes Related to Disturbing the Public Mind."™* Although the draft bill’s
ratification is under review in conjunction with the Cyber Crime Penal Code, it is a separate piece of
legislation intended to expand the categories of crimes that qualify someone as muharib™* or as mufsid-i
fil arzlS((athereby subjecting the convicted person to capital or corporal punishment)**® under the Penal
Code.

Article 2(4) of the draft bill makes “establishment and commissioning of blogs and websites promoting
corruption, prostitution and apostasy” a serious crime.” The draft bill requires the creation of judicial
commissions tasked with determining which crimes render a defendant muharib or as mufsid-i fil arz.*®
Prosecutions of such crimes would be given priority in special divisions of the public and revolutionary
courts.*® According to news reports, these commissions would provide official or legal legitimacy to
existinglsg)rgans within the Judiciary currently tasked with defining and identifying the aforementioned
crimes.

Iran’s Association of Human Rights Defenders released a statement indicating that the final passage of
this law will “limit the freedom of expression, jeopardize citizen’s rights and increase the number of
executions.”*® Reporters Without Borders has also criticized the draft bill on the basis that it is “based on
ill-defined concepts and giv[es] judges a lot of room for interpretation ... [and] would have disastrous
consequences for online freedom.”**?

The Iranian regime’s legal and administrative scheme unduly burdens the exercise of expression and
access to information on the Web, and goes beyond what is considered legitimate under Article 19,
paragraph 3 of the ICCPR. In 2002, the UN Special Rapporteur on Freedom of Opinion and Expression
affirmed that, with regard to dissemination and access, the Internet is recognized as an important means to

153 Ra’y-i Comission-i Farhangiyih Majlis bih “Tashdid-i Mujazat-i Ikhlal dar Amniat-i Ravani”’ [The Cultural Commission of
the Majlis Votes for the Urgent Draft Bill Increasing Penalties for Crimes Related to Disturbing the Public Mind], RADIO FARDA,
5/12/1387 [Feb. 23, 2009], available (in Persian) at http://www.radiofarda.com/content/F7_Iran_Parliament_/1497931.html (last
visited Apr. 23, 2009); see also Establishment of Special Prosecutor’s Office for Cyber Crimes in Iran, supra note 149.

154 The Penal Code defines a muharib and mufsid-i fil arz (“one who sows corruption on Earth”) as “anyone who pulls weapons
with the intention to intimidate, create fear, deny freedom to the public and disrupt public security.” Id. art. 183. Article 187 of
the Code defines muharib and mufsid-i fil arz as “anyone or any group that plans to overthrow the Islamic Republic and for this
purpose arranges weapons and ammunition, and also anyone who, with full awareness and free will, provides them with effective
financial assistance, weapons and other necessary tools.”

155 Articles 190-96 of the Penal Code lay out the various punishments for muharib and mufsid-i fel arz, which include execution,
amputation and exile.

156 The Cultural Commission of the Majlis Votes for the Urgent Draft Bill Increasing Penalties for Crimes Related to Disturbing
the Public Mind, supra note 153.

%7 Tarh-i Tashdid-i Mujazat-i Ikhlal dar Amniyat-i Ravani [Urgent Draft Bill Increasing Penalties for Crimes Related to
Disturbing the Public Mind] 1387 [2009], art. 2(4) (Iran), available (in Persian) at
http://isna.ir/ISNA/NewsView.aspx?ID=News-1157320 (last visited Apr. 23, 2009).

158 |d. arts. 9-10. Articles 183-188 of Iran’s Penal Code address the criteria used to convict someone of being a muharib or
mufsid-i iel arz.

159 Urgent Draft Bill Increasing Penalties for Crimes Related to Disturbing the Public Mind, supra note 157, art. 9; see also
Establishment of Special Prosecutor’s Office for Cyber Crimes in Iran, supra note 149.

160 see Sitadhayih Tashkhis-i Muharib dar Rahand? [Are the Offices Tasked with Identifying Muharib Up and Running?], Rooz
ONLINE, 5/12/1387 [Feb. 23, 2009], available (in Persian) at http://www.roozonline.com/archives/2009/02/post_11744.php (last
visited Apr. 23, 2009).

161 Establishment of Special Prosecutor’s Office for Cyber Crimes in Iran, supra note 149.

162 press Release, Reporters Without Borders, Parliament passes bill that would extend death penalty to include online crimes;
court re-imposes death penalty on journalist (July 7, 2008), available at http://www.ifex.org/en/content/view/full/95122/ (last
visited Apr. 23, 2009).
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gain information and ideas to pursue social justice and respect for human rights.*®® He agreed that some
controls on the content of the Web, such as limits on neo-Nazi propaganda, were both appropriate and
welcome,'® but opined that any restriction must be legitimate under paragraph 3 of Article 19. The HRC
has also found that safeguarding and strengthening national security, unity, and public order cannot be
achieved by forbidding expression on democratic tenets and human rights.'®

3. Technical Methods Used to Control and Alter the Web in Iran

As part of the Islamic Republic’s effort to maintain control and dominance over public expression in Iran,
it alters and censors the Web that is accessed by Iranians. Methods used include shutting down websites at
their sources, blocking specific websites so users cannot access them, filtering out large parts of the Web,
restricting Internet speeds, and altering the Web by filling it with the regime’s ideas and opinions.

3.1. During the Reformist Era (1997-2005)

As early as 2000, Iranian authorities shut down affiliated websites of several reformist newspapers that
had been closed.*® Over the next couple of years, website banning became more organized and
pronounced. In December 2002, the Committee Responsible for Determining Unauthorized Sites
(CCDUS) was established.’® Made up of representatives from the Ministry of Culture and Islamic
Guidance (MCIG), the Ministry of Intelligence, the Ministry of ICT, and the Ministry of Justice,’® the
Committee identifies both the criteria for identifying illegal websites, and reports such websites to the
Ministry of ICT to be censored accordingly.'®®

In March 2003, the authorities blocked dozens of websites because of their political or allegedly
pornographic content.’”® These included websites of United States radio and TV stations broadcasting in
Persian, which were quite popular with the general public.'”* By May, ISPs were being threatened with
legal action if they failed to filter out a list of 15,000 sites.'’? In December, Internet users in Iran noticed
that large parts of the Google search engine had become inaccessible and responded by venting their
frustration online during the World Summit on the Information Society.!”® At the summit, President

163 UN Commission on Human Rights, Report of the Special Rapporteur on the promotion and the right to freedom of opinion
and expression, Civil and Political Rights, Abid Hussain, Including the Question of Freedom of Expression, {1 88, U.N. Doc.
E/CN.4/2002/75 (Jan. 30, 2002), available at
http://www.unhchr.ch/huridocda/huridoca.nsf/e06a5300f90fa0238025668700518ca4/9¢822779c7f603b2c125609d004c8f56/$FIL
EﬁGOZlOSQG.pdf (last visited Apr. 23, 2009) [hereinafter Abid Hussain Report].

Id. 1 93.
185 Womah Mukong v. Cameroon, Communication No. 458/1991, U.N. Doc. CCPR/C/51/D/458/19911 4.1 (1994). This case was
brought by a journalist and political activist who had criticized public policy while speaking with a foreign news media outlet. He
was arrested and charged with “intoxication of national and international opinion” by the government of Cameroon. Although
Cameroon contended that the exercise of the right to freedom of expression must take into account the political context and
situation prevailing in a country, the HRC disagreed.
168 Rahimi, supra note 9, at 46.
187 |ITCRC Report, supra note 136, at 9.
168 |CTRC names the members of the committee as representatives of the Ministry of Information, the Ministry of Culture and
Islamic Guidance, the Islamic Republic of Iran’s Broadcasting, the Supreme Council of the Cultural Revolution and the Islamic
Propagation Organization. ICTRC RePORT, supra note 136, at 9.
169 |d. at 9; see also Rahimi, supra note 9, at 47.
170 Rahimi, supra note 9, at 46-47.
"L1d. at 47, 55 n.28.
72 ran Steps Up Net Censorship, BBC, May 12, 2003, available at http://news.bbc.co.uk/2/hi/technology/3019695.stm (last
visited Apr. 23, 2009).
' ranian  Bloggers  Rally  Against  Censorship, =~ BBC, Dec. 11, 2003, available at
http://news.bbc.co.uk/2/hi/technology/3310493.stm (last visited Apr. 23, 2009).
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Khatami faced questions regarding Iran’s blocking practices, which he claimed were only aimed at
pornographic material.*”* Answering questions at a related forum, the Minister of ICT, Ahmad Motamedi
explained that the blacklist was given to private ISPs and that the press knew its contents. However, this
list was never published.*”

Censorship of both traditional media and the Internet increased before the February 2004 parliamentary
elections.’™® Although by this point there were several legal avenues for blocking specific websites,
technology officials, including the Minister of ICT, noted that some blocking occurred outside the
established legal framework.'’’ For example, before the elections, the news sites Emrooz and Rooydad
were blocked under orders of the Judiciary. Both of these sites represented reformist political
associations. The former was the news site for the Islamic Revolution Mujahedin Organization and the
latter was the website of the Islamic Participation Front. Both sites were high-profile news sources run by
prominent reformist political advocates. The editor-in-chief of Rooydad was Seyyed Mohammad Reza
Khatami, the brother of President Khatami.

The blocking of the websites was challenged as

Amaken the G I . . .
 Or e SERETE an illegal decision made unilaterally by the
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Public Premises, is a branch of
the Law Enforcement Forces
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Judiciary.'”® However, the action was defended
by Tehran Chief Prosecutor Mortazavi, who
claimed that the authority for the blocking was
forthcoming.” It is unclear whether such
authorization ever materialized, and Mortazavi
was repeatedly accused of trying to shut down
websites without legal authorization.*®
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Undeterred, in August 2004, Mortazavi escalated
his campaign against Rooydad and Emrooz. At
the time, they were blocked by several ISPs but
they had not been officially banned. Seyyed Mohammad Reza Khatami, the editor of Rooydad,
complained that Amaken officers had begun harassing IT companies that provided services to
Rooydad.'®! Within a few days of each other, Asghar Vatankhah, in charge of advertising for the Emrooz

174 Mohammad Khatami, Former President of Iran, Remarks at the World Summit on the Information Society (Dec. 11, 2003),
available (in audio format) at http://www.itu.int/wsis/geneva/coverage/archive.asp?lang=en&c_type=pc|11 (last visited Apr. 23,
2009) [hereinafter Khatami Remarks at World Summit].
 “Jran’s ICT  Minister  Confronted, THE DALY SummiT, Dec. 11, 2003, available at
http://www.dailysummit.net/english/archives/2003/12/11/irans_ict_minister_confronted.asp (last visited Apr. 23, 2009)
(including the transcript of an interview with Iran’s ICT Minister, Ahmad Motamedi). Minister Motamedi insisted that Iran only
banned 240 sites. This seems an incredibly small number considering the emphasis on blocking pornographic content.
176 OPENNET INITIATIVE, supra note 11, at 12.
77 Vazir-i Irtibatat va Fanavari: Zahiran Filtering-i Barkhi Saytha az Taraf-i Dastgah-i Ghaza’i va Ru’asa Surat Giriftih; Bihtar
ast Filtering bar Asas-i Musavvebihyyih Shurayih Aliyih Ingilab-i Farhang Bashad [Ministry of Information Technology:
Apparently Some Sites Have Been Filtered Pursuant to Orders from the Judiciary; It is Better if Filtering is Administered
Pursuant to Regulations Passed by the Supreme Council of the Cultural Revolution] ISNA, 21/10/1383 [Jan. 10, 2005], available
(in Persian) at http://isna.ir/lsna/NewsView.aspx?ID=News-479646; see also Didgahhayih Dadsitan-i Tehran va Ra’is-i
Shurayih Hamahangiyih Nizaratbar Fa’aliyathayih Irtibatiyih Vizarat-i Irtibatat Darbarihyyih Filtering [The Views of Tehran’s
Prosecutor’s Office and the Head of the Coordinating Council for Communication Activities (of the Ministry of Communication
and Information Technology) Regarding Filtering], [ISNA, 22/10/1383 [Jan. 11, 2005], available at
http://isna.ir/lsna/NewsView.aspx?ID=News-480466 (last visited Apr. 23, 2009).
178 |ranian Official Advocating Press Freedom Deplores Closure of Websites, PAYVAND’s IRAN NEws, Feb. 23, 2004, available
%tghttp://www.payvand.com/news/04/feb/1172.html (last visited Apr. 23, 2009).

Id

180 OPENNET INITIATIVE, supra note 11, at 12.

181 Dabir-i Kul-i Musharikat dar Namih’i bih Mu’avin-i Ra’is Jumhur; az lhzar-i Telephoniyih Ti’dadi az Afrad-i Muntasib bih
Jibhihyyih Musharikat Khabar Dad va Khahan-i Risidigi Shud [In a Letter, the Head of the Islamic Iran Participation Front
Informed the Vice President of the Telephonic Summoning of Several Members Linked to the Participation Front and Requested
an Investigation Into the Matter], ISNA, 1/6/1383 [Aug. 22, 2004], available (in Persian) at
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website, and Masood Ghoreishi, a website technician at the same news outlet, were arrested. Their homes
were searched and their computers and files were seized.® This was followed by the arrest of six
members of Rooydad’s technical staff: Farid Sani, Arash Naderpour, Mani Javadi, Kiavash Ghadmeli,
Mozhgan Ghavidel, and Mehdi Derayati.*®* Although most of the charges were ultimately dropped, these
arrests of technicians—instead of editors or journalists—were part of a practical strategy to eliminate the
news sites. The technicians were forced to relinquish passwords and other important data, which were
then used to monitor and shut down the websites.***

In early 2005, the Islamic Republic publically admitted to using filtering software—SmartFilter produced
by a company called Secure Computing in the United States. That year, the OpenNet Initiative (ONI)
studied the effects of the use of this software in Iran and Saudi Arabia, and found that it was designed to
over-filter.*® For example, the software blocks sex education sites, sites that deal with sexual identity and
preference, women’s rights sites, and even translation sites.’® The study also showed that many other
sites were targeted and blocked, such as the VVoice of America news site.'*’

3.2. Post-Reformist Era

After the election of Mahmoud Ahmadinejad to the presidency in the summer of 2005, and with the
conservatives firmly in control, the authorities recommitted to using technological and bureaucratic
means to contain expression on the Internet. In May 2006, the Ministry of ICT announced the formation
of anm%ffice charged with filtering unlawful content, identifying trouble users, and tracking the sites they
visit.

Prosecutor Mortazavi emphasized that illegal and anti-religious websites are under the Judiciary’s
authority.'®® Before the presidential election, Iran’s Telecommunications Company had ignored many
judicial orders to block the social networking site Orkut and the blog hosting site Persian blog that were
used by Iranians to set up personal pages and blogs.'®® However, following Ahmadinejad’s election,
officials from the same organization prided themselves on filtering 10 million websites and admitted that
the Judiciary orders them to block about a thousand pages every month.** Additionally, though the
targeting of websites is the duty of the CCDUS, recent reports indicate that the intelligence office of the
Islamic Revolutionary Guard Corps (IRGC) has set up its own cyber crimes office.'*?

http://isna.ir/lsna/NewsView.aspx?ID=News-422135 (last visited Apr. 23, 2009) [hereinafter Islamic Iran Participation Front
Letter]

82 HuMAN RIGHTS WATCH, FALSE FREEDOM: ONLINE CENSORSHIP IN THE MIDDLE EAST AND NORTH AFRICA 49-50 (2005),
available at http://www.hrw.org/reports/2005/menal105/5.htm#_Toc119125729 (last visited Apr. 23, 2009) [hereinafter FALSE
FREEDOM].
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8 UN HiGH COMMISSIONER FOR REFUGEES, CHRONOLOGY OF EVENTS IN IRAN, JANUARY 2005 3 (2006), available at
n;[gp://WWW.unhcr.org/refworld/docid/447fef1e4.html (last visited Apr. 23, 2009) [hereinafter JANUARY 2005 CHRONOLOGY].
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Masdudsaziyih Saythayih Khabari, Ijtima’i va Siyasi Bazmigardad [The Filtering of More than 10 Million Internet Sites/More
than 90 Percent of the Filtered Sites Were Immoral/Objections Related to the Shutting Down of News, Social and Political Sites,
CITNA, 20/6/1385 [Sept. 11, 2006], available (in Persian) at http://www.citna.ir/435.html (last visited Apr. 23, 2009).
192 Sipah-i Pasdaran ‘Shabakihhayih Barandaziyih Interneti ra Munhadim Kardih’ ast [The Revolutionary Guards Have
‘Destroyed Subversive Networks on the Internet’] BBC PERSIAN, 29/12/1387 [Mar. 19, 2009], available (in Persian) at
http://www.bbc.co.uk/persian/iran/2009/03/090319_he_pasdars_internet.shtml (last visited Apr. 23, 2009). The report discusses
the IRGC’s arrest and detention of several individuals allegedly involved in using the Internet to promote a velvet revolution in
Iran.
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Over the last few years, the blocking and filtering has become bolder, often targeting major news sites.
For example, in early 2006, BBC’s Persian language Internet site was blocked for the first time.**® The
trend continued, and in January 2009, the news sites of the Deutsche Welle, RFI and Al-Arabiya were
targeted for filtration.'** Smaller Persian language news sites and websites continue to be regularly
targeted as well. For example, the literary website Haftan and two sites supportive of Mohammad Bager
Qalibaf, the mayor and a political rival of Ahmadinejad were blocked in early January 2009.**° A month
later, in February 2009, two sites promoting the short-lived presidential bid of Mohammad Khatami were
blocked.™® The websites Yaarinews and Yaari had been set up specifically in anticipation of Khatami’s
candidacy, and though they were available from outside the country, they could not be accessed from
within Iran.¥’

Under Ahmadinejad’s administration, there has also been a greater focus on slowing technological
progress. On October 4, 2006, the Information Technology News Agency (ITNA), reported on an order
by the Ministry of ICT that resulted in a limitation on high-speed access to the Internet.**® A week later,
authorities confirmed that 1SPs would no longer provide public or private users access at speeds higher
than 128kb/s, claiming that higher speeds are unnecessary.'*® There are reports of numerous exceptions
for government offices and some private companies.”®® ONI has pointed out that this order conflicts with
Iran’s Five-Year Development Plan passed by the Majlis in 2004 that called for 1.5 million high-speed
Internet ports throughout the country.?®* The new order also hampered the private companies that had
purchased licenses two years earlier and had since made heavy investments to provide broadband service
to the private market.?*

In an attempt to place an even greater burden on Internet expression and obtain a better map of Iran’s
blogosphere,?® the MCIG issued a notice on January 1, 2007, requiring all owners of blogs and websites
to register them within three months.”®* The notice required registrants to provide personal information
and commit to abstaining from posting some types of information. Under the notice, all blogs that failed
to meet this deadline were to be considered illegal and could be shut down.?®® Although some websites
were shut down partly because they failed to register (including Baztab, a conservative news outlet),?*

1% Iran Blocks BBC Persian Website, BBC, Jan. 24, 2006, available at http:/news.bbc.co.uk/2/hi/middle_east/4644398.stm (last
visited Apr. 23, 2009).

194 press Release, Reporters Without Borders, More websites blocked, including RFI and Deutsche Welle ( Jan. 28, 2009),
%\éalicljable at http://lwww.rsf.org/print.php3?id_article=30131 (last visited Apr. 23, 2009) [hereinafter More websites blocked].

1% Jran Blocks Web Sites Promoting Reformist Khatami, ASSOCIATED PREss, Feb. 21, 2009, available at
E]g’gtp://Www.cbsnews.com/stories/2009/02/21/wor|d/main4817728.shtmI’?source:related_story (last visited Apr. 23, 2009).

1% |nternet-i Pursur’at Hanuz dar Dastris Nimibashad [High-Speed Internet is Still Not Available], ITNA, 24/11/1385 [Feb. 13,
2007], available at http://www.itna.ir/archives/report/006301.php (last visited Apr. 27, 2009).

%9 1d. The pubic affairs director of the office to coordinate radio regulations and communications said the order is temporary.
Later, Soleymani, Minister of ICT, said the directive may be permanent. He encouraged people who have problems to report
them to the MICT, but said that private home users don’t need speeds higher than 128 kb/s.

200 Kahish-i Sur’at Barayih Internet-i Pursur’at dar Iran [Slowing Down High-Speed Internet in Iran], BBC PERsIAN, 28/7/1385
[Oct. 20, 2006], available at http://www.bbc.net.uk/persian/science/story/2006/10/061020_fb_rsh_adsl.shtml (last visited Apr.
23, 2009).
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202 glowing Down High-Speed Internet in Iran, supra note 200. Although it varies, a typical definition of broadband is a speed
eclual to or faster than 256 kbit/s. See http://www.oecd.org/document/7/0,3343,en_2649_34225_38446855_1 1_1_1,00.html

203 The blogosphere refers to all publically available blogs covering all subject matters and their interconnections.
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the registration campaign itself was generally unsuccessful and was quietly dropped after only a few
bloggers complied.?”’

Finally, the regime seeks to alter the Web by
expanding its own presence. This tactic goes
beyond the setting up of websites for
government offices and ministries. Recent
research has shown that the blogosphere of
Iran is not simply a home for online dissent;
“religious conservatives have a very strong
presence in the Iranian blogosphere.”?® This
religious presence could be int.erpreted as Dissident journalists have been
repres_entatlve of th_e conservatives’ des_lre i) 00 e, A
for dialogue on this new and alternative [ the offices of several publications have been physically attacked.
platform for expression. Indeed, [ Restrictions on speech, especially on the Internet, have only
conservative websites and pro-regime blogs | increased as the 2009 presidential election approaches.

engage in criticism of prominent politicians
and branches of government. However, one must also consider announcements such as one made in
November 2008 by the Revolutionary Guard Corps, in which it claimed that the Internet is a tool for a
velvet revolution in Iran, and that the Corps was launching 10,000 blogs as a countermeasure.”®

Mahmoud Ahmadinejad
is the current President of Iran
and has served in office since
August 2005. The President is
the nation’s highest elected
official and second in power
only to the Supreme Leader.
Under Ahmadinejad’s presi-
dency, freedom of expression
has been severely limited.

3.3.  Legal Analysis of Iran’s Technical Methods

The extensive filtering, blocking, and other methods meant to control and dominate the Web accessed by
Iranians violate both international and Iranian law. There is no practical difference between the banning
or blocking of websites, and the banning of newspapers or other more traditional sources of information.
Such measures are violations of the rights of both the disseminators of the information and those seeking
access to it. Consequently, blocking access to websites of human rights defenders and political activists
has been specifically cited as a breach of Article 19 by the HRC.?*

The UN Special Rapporteur on Freedom of Opinion and Expression found that Iran’s filtering of
gateways constitutes excessive control of access to the Web.?* The regime’s justification for this practice,
namely the control of immoral websites that are incompatible with Islam,?? fails to meet the necessity
standard in paragraph 3 of Article 19. Filtration is excessively stringent and frustrates the Internet’s
potential to ensure “respect in practice for the right to freedom of expression.”?® Considering the
diversity of content and the high number of sites that are filtered out, the Islamic Republic is breaching its
obligation under the ICCPR to guarantee its citizens wide access to information.

In addition, the creation and use of executive agencies charged with controlling the Internet potentially
violates the Iranian Constitution. Article 168 of the Constitution provides that

27 Evan Derkacz, lranian Bloggers Defy Censorship, ALTERNET, Jan. 12, 2007, available at

http://www.alternet.org/module/printversion/46639/?type=blog (last visited Apr. 23, 2009); Iran’s Bloggers Thrive Despite
Blocks, BBC, Dec. 15, 2008, available at http://news.bbc.co.uk/2/hi/middle_east/7782771.stm (last visited Apr. 23, 2009).

208 KEL LY & ETLING, supra note 85, at 7.

2 shahram Rafizadeh, Passdaran [sic] Warns About a Velvet Internet Revolution, Nov. 23, 2008, available at
http://www.roozonline.com/english/archives/2008/11/passdaran_warns_about_a_velvet.html (last visited Apr. 23, 2009).

20 concluding observations of the Human Rights Committee: Syrian Arab Republic, U.N. Doc. CCPR/CO/84/SYR { 13 (2005).
211 Abid Hussain Report, supra note 163, 1 91.
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[p]olitical and press offenses will be tried openly and in the presence of a jury, in courts of justice.
The manner of the selection of the jury, its powers, and the definition of political offenses, will be
determined by law in accordance with the Islamic criteria.

Rather than provide open trials in the presence of juries, the regime created the Committee Responsible
for Determining Unauthorized Sites (CCDUS), an executive committee devoted solely to banning and
blocking websites. The aggressive actions taken by the CCDUS have prompted legal critics inside Iran to
question the legitimacy of an executive organization involved in making legislative and judicial decisions
in violation of the Iranian Constitution.?* They argue that decisions regarding limits and restrictions of
the rights of the people are the responsibility of the Judiciary under Article 156 of the Constitution.”*

Prosecutor Mortazavi has claimed inherent jurisdiction over all illegal sites, stating that he does not need
the Committee’s approval. He has also claimed that “the Committee itself has issued a general statement
which authorized the Judiciary to independently block the websites it finds in contradiction with the
religious and moral principles of Iranian society.”**® However, regardless of which government branch
blocks or bans websites, such actions fail to meet Iran’s obligations under Articles 19 and 25 of the
ICCPR, even if the underlying laws were valid. The lack of trials to determine the legality of blocking
news sites such as Rooydad and Emrooz, and the more recent blocking of sites such as Yaarinews and
Yaari, violates Iran’s Constitution.

4. Arrest, Detention and Torture of Cyber-Journalists and Bloggers

Individual cyber-journalists and bloggers were targeted even as the regime began developing the
complicated legal and bureaucratic framework meant to control and dominate the Internet accessed by
Iranians. Since at least 2002 and continuing into the present, cyber-journalist and bloggers have been
arbitrarily arrested, detained and subjected to cruel and inhumane treatment. These actions are intended to
increase the price of expression in general and Internet expression in particular.

4.1.  Arrests in Tehran During the Reformist Era
On December 12, 2002, Ghasem Sholeh Sadi, a former member of Majles, a law professor, and a

journalist, published an open letter online to Supreme Leader Ali Khamenei. The letter questioned
Khamenei’s clerical legitimacy?’ as well as his foreign and domestic policies.?*® It was widely circulated

214 gee OPENNET INITIATIVE, supra note 12, at 4.
215 Article 156 of the Iranian Constitution reads: “The Judiciary is an independent power, the protector of the rights of the
individual and society, responsible for the implementation of justice, and entrusted with the following duties: (1) investigating
and passing judgment on grievances, violations of rights, and complaints; the resolution of litigation; the settling of disputes; and
the taking of all necessary decisions and measures in probate matters as the law may determine; (2) restoring public rights and
promoting justice and legitimate freedoms; (3) supervising the proper enforcement of laws; (4) uncovering crimes; prosecuting,
punishing, and chastising criminals; and enacting the penalties and provisions of the Islamic penal code; and (5) taking suitable
measures to prevent the occurrence of crime and to reform criminals.”
216 JANUARY 2005 CHRONOLOGY, supra note 189, at 3.
217 At the time of his appointment to the Office of Supreme Leader, Ali Khamenei did not have the overwhelming support of the
clerical establishment because he had not obtained the necessary clerical credentials. The Constitution was amended in order to
pave the way for his selection as the Supreme Leader. MAJID MOHAMMADI, JUDICIAL REFORM AND REORGANIZATION IN 20™
CENTURY IRAN: STATE-BUILDING, MODERNIZATION AND ISLAMICIZATION 157-58 (2008); AFSHARI, supra note 4, at 17-18, 225;
Sanam Vakil, Iran’s Master Puppeteer, AsiA TiMES, Jan. 20, 2006, available at http://www.atimes.com/atimes/Middle
East/HA20Ak01.html (last visited Apr. 24, 2009).
78 | etter from Ghassem Sholeh Sadi, former member of Majlis, to Ayatollah Ali Khamenei, Supreme Leader of the Islamic
Republic of Iran (Dec. 7, 2002), reprinted in and available at http://www.iranian.com/Opinion/2002/December/Sadi/index2.html
(last visited Apr. 24, 2009).
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through e-mail and garnered much attention. On February 24, 2003, upon his return from a trip to Paris,
Sholeh Sadi was arrested in Tehran’s Mehrabad airport.*® He was allowed only one phone call to his
wife, permitted no visits, and was held in solitary confinement for several weeks. In reaction to his
treatment, he began a hunger strike on March 8.2° He was released and later explained in an interview
with Radio France International (RFI) that he was tortured and forced to tape a confession while being
held in Evin prison.?

Sina Motalebi, a print journalist who had a blog, was arrested a month later
on April 20, 2003. He is considered to be one of the first people in the
world arrested for the contents of a blog.??? He had begun writing his blog
in 2001 after facing censorship as a journalist.”*® For five months leading
up to his arrest, Motalebi was repeatedly summoned to an office of the
Judiciary.”** He was told the meetings were to remain secret and that he
was not to report them on his blog.?*® However, Motalebi posted a blog
entry expressing his suspicions that he would be arrested when summoned
to the Amaken office:?°

They questioned me about my Weblog, and they accused me of counter- :
security activities ... both for my Weblog entries and for my interviews Sina Motalebi
with foreign radio ... They summoned me [for questioning] five times
before arresting me April 20. On April 19, they called me and asked me Journalist and blogger Sina
to go to a special office of the law enforcement ... because they [ Motalebi was arrested on
summoned me not to court but to [the Amaken] office—where another || April 20, 2003 and released
journalist was arrested—I was almost sure this time they wanted to arrest | °" May 12, 2003. He was
me. So | put an entry about it on my Weblog ... I think that entry helped Z?}%re:;é‘;ﬁ'ythe |rr]11t§_rg?igt;ateoofl
me very much, because at the interrogation when they arrested me, they s e Jsoli)tlary
said ‘Nobody knows about your case.” And | said, ‘No, I wrote § confinement. Upon his
something about that on my Web site.”?’ release, he left Iran for the
Netherlands, where he
Motalebi was repeatedly questioned about his newspaper articles, resides. He is currently a
interviews with foreign radio stations, and blog entries. Indeed, his g'é%g%rteﬁittepﬁ\rff‘#ann\éf a
interrogators referred to a printed and marked-up copy of his blog :
entries.””® At one point, he was interrogated about his blog by Tehran Chief

Prosecutor Saeed Mortazavi.?® His interrogators told him that he would be held responsible not only for
his own writings on the blog, but for comments posted by visitors in response to his blog entries.”°

Because of the sheer number of posts about which he was questioned, he never identified a specific entry

29 Nazila Fathi, Dissident Arrested at Airport, N.Y. TiMEs, Feb. 26, 2003, available at
http://www.nytimes.com/2003/02/26/world/world-briefing-middle-east-iran-dissident-arrested-at-airport.ntm1?n=Top/Reference
/Tlmes%ZOTop|cs/PeopIe/F/Fath| %20Nazila (last visited Apr. 24, 2009).
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http /Ipeiknet.net/v_na_m_saeedi.htm (last visited Apr. 24, 2009).

Nukhustin Guzarish-i Mustagim-i Shikanjihyyih Vahshlyanlhyylh Danishjuyan [The First Direct Account of the Violent
Torture of Students], PEIKNET.NET, available (in Persian) at http://www.peiknet.com/1382/milla/page0/shekanje.tir.39.htm (last
V|S|ted Apr. 24, 2009).

Jeff Black, Online Dissidents, THE INDEPENDENT, June 21, 2006, available at
http://www.independent.co.uk/news/world/middle-east/egypt-releases-blogger-jailed-for-45-days-after-insulting-president-
404865 html (last visited Apr. 24, 2009).
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4 Bazdasht-i Yik Viblagnivis va Muntagid-i Sinima-i [The Arrest of a Blogger and Movie Critic], ISNA, 31/1/1382 [Apr. 20,
2003] available (in Persian) at http://isna.ir/ISNA/NewsView.aspx?ID=News-217268 (last visited Apr. 23, 2009).
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2% |d. “One time | was interrogated while blindfolded. Saeed Mortazavi ... was in the room and I easily recognized him from his
voice ... He questioned me about some of my posts on my Weblog and then said, ‘Now we make you an example for other
Webloggers and will show that Weblogging is not a free [means of expression] without any cost. We will show that they must
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or comment that had led to his arrest.>®* In fact, it seemed to Motalebi that his arrest was more about
sending a message:

I had written in my weblog [that] blogging is a free way for expressing your views and beliefs,
without any costs, without any need [for] technical knowledge or financial power, things like that;
and the [interrogator] told me: ‘We want to prove that you are wrong. There are several costs;
there are very high costs to blogging, and we want to make you an example of that. Yes, we can’t
trace every single blogger who criticizes our government, but we can scare them out.”%*

Motalebi has described the effects of the psychological torture he suffered:

I don’t know. Maybe | was too weak, but after three weeks in prison, I lost my psychological
stability. 1 heard unreal voices, and | had these conflicting ideas and illusions in my head.
Sometimes in the cell, | was interrogating myself in my head [until] my conscience came back and
| [would] say [to myself]: “This is not true. This is what the interrogators want me to believe.’?

Motalebi’s arrest resulted in an international outcry, including an electronic petition with thousands of
signatures.”®* The day before Motalebi’s first investigative hearing on April 27, 2003, at the Special Court
of Merhabad International Airport, Judge Zafarghandi refused to accept his lawyer’s credentials.”®® The
Judge rejected the credentials on the grounds that since Motalebi’s case was still in the preliminary stages
of investigation, no attorney could take his case.?*® After twenty-three days in detention—almost all spent
in solitary confinement and undergoing constant interrogation—he was released from prison on May 12
after a family friend posted his 300 million rials (US$40,000) bail.?*” Shortly afterward, he left Iran for
the Netherlands.”®

The pace of arrests increased in the fall of 2004 as part of the campaign begun by Chief Prosecutor
Mortazavi. As described above, in August 2004, Mortazavi directed the arrests of technicians working for
the reformist electronic publications Rooydad and Emrooz.?®® On September 7, 2004, Babak Ghafoori
Azar and Shahram Rafizadeh were arrested. Rafizadeh was the editor of the cultural section of Etemad, a
prominent reformist newspaper. He had also written books and articles on domestic assassinations and
other crimes of the regime’s parallel intelligence apparatus.*® Ghafoori Azar is a journalist who was
working for the financial daily Hayateno but was allegedly detained for his writings on the Rooydad news

21 Amnesty Event, supra note 3.
22,

233 Id

234 Bloggers Unite to Fight, BBC, May 2, 2003, available at http://news.bbc.co.uk/2/hi/technology/2992401.stm (last visited Apr.
23, 2009).

2% vVikalat-i Heidari Shahbaz dar Marhalihyyih Mugadamatiyih Parvandihyyih Sina Motalebi Paziruftih Nashud [Heidari
Shahbaz Was Rejected as Sina Motalebi’s Lawyer During the Preliminary Stages of His Case], ISNA, 6/2/1382 [Apr. 26, 2003],
available at http://isna.ir/ISNA/NewsView.aspx?ID=News-219404 (last visited Apr. 23, 2009) [hereinafter Heidari Was
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http://isna.ir/ISNA/NewsView.aspx?1D=News-219899 (last visited Apr. 23, 2009) [I Do not Wish to Speak].
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site.”*! Both journalists kept blogs which they regularly updated with their opinions. Azar was released
two weeks after his arrest.*? He lives in Iran and continues to publish online.

Rafizadeh was taken into custody by Amaken officers who innocuously
asked to speak with him outside his office building. When a co-worker tried
to write down the license plate number of the car, an officer confiscated his
pad and told him that it was a legal arrest. After being blindfolded,
Rafizadeh was taken to an undisclosed location for interrogation.?*?

In Amaken they forced me to change cars. They sat me in the back of a
black car that had curtains. They talked to each other for a while. Then one
of them hit me from behind and said “Put your head down.” Their attitude
suddenly changed. They blindfolded me and took me to a different
location. I think we entered a courtyard. We passed a corridor on the left
side of the courtyard, and they took me into a house that appeared to be a
detention center. They took my glasses, belt and shoes away. A metal door -
opened and they threw me in a cell. The cell was very dark. It had a large | Shahram Rafizadeh was
vent. | stayed there for about two hours. | could hear strange noises, but | EITIESEE, O SEPEmIOCD 1)

, 244 2004. He was initially
couldn’t tell what they were. charged with numerous

crimes including partici-
pating in the establish-
ment of illegal organiza-
tions, membership in
illegal organizations, pro-
paganda against the state,

Shahram Rafizadeh

Rafizadeh was imprisoned for 86 days, 73 of which were in solitary
confinement. While in prison, physical assaults were not limited to fists,
kicks and being thrown against walls:

Physical beatings did not only include punching and kicking. Once they
smashed a washbowl that was in the interrogation room on my head. On
other occasions, they whipped my back and feet with cable wires. When |
resisted, they whipped me all over—on my back, butt, and legs—all the
way down to my heels. | don’t know how many times they whipped me. It
varied. Sometimes they hit me ten times, sometimes twenty or thirty, and
other times more. There were short pauses between the torture sessions,

disseminating lies, and
disturbing public order.
His false confession serv-
ed as the basis for his
February 4, 2009 sentence
of 9 months in prison and
20 lashes. He currently
resides in Toronto, Can-

during which the interrogators asked more questions. If they didn’t get the

. ada with his family.
answer they wanted, the torture continued.?* y

Rafizadeh initially found his arrest puzzling because he had not written a traditional press article in ten
months.?*® He explained to IHRDC that

[flor a while I didn’t even know why | had been arrested, until I realized that most of the detainees
were webloggers, information technology employees and website designers. Some of the others
had been arrested and detained because they had reproduced and published banned books. | was
the only one among them who had actually written articles [exclusively] on blogs. This is how |
discovered that they had arrested me for my blogging activities.?*’

However, Rafizadeh had spent some time investigating the strategies of the repressive elements in the
Iranian regime and was therefore unsurprised by the tactics used by the parallel intelligence agents who

241 REPORTERS WITHOUT BORDERS, IRAN — ANNUAL REPORT (2005), available at http://www.rsf.org/article.php3?id

article=13306 (last visited Apr. 24, 2009) [hereinafter RWB 2005 ANNUAL REPORT].
%2 Babak Ghafoori Azar Azad Shud [Babak Ghafoori Azar Is Released], ISNA, 1/7/1383 [Sept. 22, 2004], available at
http://isna.ir/ISNA/NewsView.aspx?ID=News-434347 (last visited Apr. 24, 2009).
283 \Witness Statement by Rafizadeh, supra note 240, 1 24-29.
24404, 1 29.
25 1d. 1 32. Rafizadeh also reported regular threats to his life, the arrest and torture of his father and wife, and threats to the lives
of his wife and children: “They threatened to kill my family in a planned traffic accident — hundreds of traffic accidents happen in
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arrested him.?*® In his view, the suppression of bloggers was a specific and distinct project that the
conservative elements in the Islamic Republic had set in motion with detailed plans and with the
assistance, if not direction, of Prosecutor Mortazavi and Judge Zafarghandi.249 His arrest and detention

conformed to the pattern of the other arrests and confirmed his belief.

Hanif Mazrui

Cyber-journalist Hanif
Mazrui was arrested on
September 8, 2004, and
held for two months
without access to a lawyer
or contact with his family.
He was beaten and forced
to confess to moral crimes
such as adultery. His
father, Rajab Ali Mazrui,
was the head of the
Journalist Union in Iran
and placed pressure on the
reformist government to
investigate the Internet-
related arrests. Both father
and son reside in Iran.

On September 8, 2004, a day after the arrests of Rafizadeh and Ghafoori Azar,
Hanif Mazrui received a summons for his arrest. Mazrui is a journalist who
wrote for several reformist news outlets, including the reformist website
Rooydad.”® In response to the summons, Mazrui’s father, the head of the
Journalist Union and former parliamentarian, Rajab Ali Mazrui, escorted his
son to the police station where Mazrui was taken into custody. His father was
denied the right to visit Mazrui during the entire 66 days of his detention.?"
Fifty-nine of those days were spent in solitary confinement, in a 2 x 1.5 meter
cell. Apart from interrogations, he was only let out of his cell for three visits to
the bathroom a day, for three minutes each. During his initial interrogation
session, blindfolded and facing a wall, Mazrui asked to know the charges
against him. He was told to simply answer the interrogator’s questions about
his immoral acts and adultery. When he denied such acts, he was beaten.?*
He was released after posting 150 million rials (US$17,000) in bail.

On the same day as Hanif Mazrui’s arrest, the authorities arrested Sina
Motalebi’s father, Saeed Motalebi, and threatened him with imprisonment if
his son did not cease his expressive activities in the Netherlands.”®® Sina
Motalebi—who had departed for the Netherlands a year before—was running
the news site, rooznegar.com, from exile.”®* As acknowledged by Sina
Motalebi, the arrest was a clever strategy:

One year after | was released, when | left the country [and] was living in the
Netherlands, ... they arrested my father, and kept him in jail for ten days.
And, that was when | thought: ‘I cannot. | cannot pay this cost. | can accept

whatever they want to do with me, but I cannot put this burden on my
2255

family.

Saeed Motalebi was released on October 20 and four days later charged with aiding the flight of a
fugitive. His case was heard in November by Branch 1159 of the airport court. His lawyer reportedly
argued that Sina Motalebi had left Iran legally, and Saeed Motalebi was apparently not convicted.”®

248 1d. 1 30.
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becoming “another Pourzand,” a reference to Siamak Pourzand who has been imprisoned since 2003. See IRAN HUMAN RIGHTS
DOCUMENTATION CENTER, MOCKERY OF JUSTICE: THE FRAMING OF SIAMAK POURZAND (2008), available at:
http://iranhrdc.org/httpdocs/English/reports.htm.

%4 press Release, Reporters Without Borders, supra note 253.

25 Amnesty Event, supra note 3.

%6 Dadgah-i Pidar-i Sina Motalebi Tashkil Shud; Vakil-i Mudafi’: Ittiham-i “Farari Dadan-i Muttaham™ dar Murid-i
Muvakkilam Misdaq Nadarad [The Trial of Sina Motalebi’s Father Has Convened; The Defendant’s Lawyer: The Charge of
“Aiding a Suspect’s  Flight” is  Baseless], ISNA, 26/8/1383 [Nov. 16, 2004], available at
http://isna.ir/ISNA/NewsView.aspx?ID=News-456456 (last visited Apr. 25, 2009).

29



Twenty days after Saeed Motalebi’s arrest, on September 27, 2004, Roozbeh Mirebrahimi, a journalist
and blogger, was arrested at his home. Mirebrahimi was the editor of the political desk of Etemad and
later the deputy editor of Jomhouriyat. Although he kept a blog, he never considered himself a blogger
until he was labeled one by the authorities who arrested him.” Over the course of several weeks, he had
seen many of his colleagues arrested, but although friends and family advised him to leave Iran, he was

determined to remain, as he had broken no laws.?®

Amaken officers demanded entry into Mirebrahimi’s home and searched
his belongings while he and his wife watched and waited.”® One of the
officers presented them with a warrant:

It was 8 in the morning ... | was in the bathroom when they rang the
doorbell. My wife opened the door ... When | got out of the bathroom, 1
saw that they were behind the house door ... at first they said nothing.
Then they said, “We have a few questions for you.” | said, “Where are
you coming from? Do you have a warrant?” They said, “We are coming
from the Prosecutor’s office.” My warrant was just a piece of paper. In
fact, it was a piece of scrap paper that someone had folded over and
scribbled something illegible in very bad handwriting on ... There was no
official seal or heading ... The writing said something like go to this
person’s house and take him to the detention center after searching the
house.?®

The officers arrested Mirabrahimi and told his wife that he would be
released soon, after he was asked a few questions.®* As in the case of
Rafizadeh, Mirebrahimi was initially driven to the Amaken office. There,
he was transferred to a van with tinted windows, blindfolded and restrained
with zip tie handcuffs. His head was shoved down below the seat for the
20-minute drive, and after his arrival, he was stripped naked and processed
wearing only a blindfold. In fact, he would remain blindfolded for the sixty
days he was in custody, except when he was in his unlit cell or in the
bathroom.?*2

Initially, Mirebrahimi faced interrogation intended to force confessions of
moral crimes such as adultery and illicit affairs. Any noncompliance was
met with fists, kicks or ramming his head against the wall.

Roozbeh Mirebrahimi

A journalist, editor and
blogger, Mirebrahimi was
arrested  September 27,
2004. He was charged with
membership in illegal
groups, propaganda against
the regime, spreading lies,
insulting the  Supreme
Leader and  disrupting
public order. His false
confession served as the
basis for his February 4,
2009 sentence of 2 years in
prison and 84 lashes. He
currently resides in New
York City with his wife.

I was sent to my cell ... | think it was around 12 noon. | opened my blindfold to see where | was.
Less than a minute had passed when the cell door opened and someone said, “Close your eyes!
Are you blindfolded?” | said OK and blindfolded myself ... he took me out of the cell and into the
interrogation room. | mean this is one of their techniques that they won’t even allow you to find
your way around in your new place ... | sat down waiting for the interrogator. ... The guy said,
“Write the answer to whatever | write,” and wrote on the paper: “Write down your entire illicit
affairs.” 1 moved the blindfold high enough to be able to write and wrote | have not had any illicit
affairs. He asked me to get up, and I did. As soon as | got up he slapped me hard ... and said,
“You are lying.” | said that there was nothing to lie about. He slapped me around a little more and
then ordered me to sit. He wrote again: Write down your entire illicit affairs and | wrote that |
have not had any illicit affairs ... He again asked me to get up and hit me in my stomach and chest

257 Interview with Roozbeh Mirebrahimi, supra note 75.
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with a few kicks and punches that threw me against the wall ... so he kept hitting me and writing
the same question and | kept giving the same response ... This went on until 9 pm that night.?

Omid Memarian

Omid Memarian was
arrested on October 10,
2004 and held in custody
until December 2, when
he was released on 500
million rials bail. He was

After resisting for a week, Mirebrahimi agreed to write in short sentences
that he had indeed had illicit affairs. This was insufficient for his
interrogators, and he was ordered to identify coworkers and in particular, to
provide a detailed account of an alleged illicit relationship he had with
Fereshteh Ghazi, a fellow journalist. The level of detail demanded by his
interrogators began to embarrass Mirebrahimi. Eventually, his role was
reduced to that of a scribe writing down the explicit scenarios dictated by
his interrogators.?®*

At the end of September 2004, the state news outlet Kayhan published the
religious opinions of several high-ranking clerics who insisted that unethical
and unreligious websites are taboo and should be filtered.?® This was
followed by an editorial by Hossein Shariatmadari, editor-in-chief of
Kayhan, regarding what he considered the pernicious network made up of
Internet journalists and bloggers.”® Directly appointed by the Supreme
Leader of Iran to head the Kayhan Institute, Shariatmadari represents the
most conservative elements of the government. At the time, Hossein

charged with member-
ship in illegal groups,
participation in illegal
groups, propaganda a-
gainst regime, spreading
lies and possession of
playing cards, and sen-
tenced to two and a half
years in prison. Mema-
rian was also forced to
give a false confession.

Derakhshan, the blogger who had explained how to set up Persian language
blogs, was waging an online campaign to stop Internet censorship in Iran.
He noted on his blog that

[blased on previous experiences, Kayhan always illustrates the whole
picture after each of these scenarios gets started by several arrests. So we
all should be worried about the fate of the young innocent journalists that,
probably just for bad luck, have been fitted into this desperate scenario that
tries to find the CIA's hand behind the entire politically active part of the
Persian Internet.”®’

Titled The Spider House,?®® Shariatmadari’s editorial set out a conceptual framework for the vilification
of cyber-journalists and bloggers, and laid the groundwork for justifying and legitimizing the regime’s
efforts to silence them. Shariatmadari’s main points were as follows:

o Bloggers and journalists are part of an international, foreign-supported network designed to attack
the Islamic Republic’s government. This network has an “American identity but Iranian identity
card.”

e Its command center is in the U.S., aided by European offices.

The network attacks through websites, newspapers, and “extremist” groups “that claim to be
reformist ... as well as their people in government.” Emrooz and Gooya are the two main
websites involved.
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5 posting of Hossein Derakhshan to Stop Censoring Us, available at http:/stop.censoring.us/archives/2004_09.php (Sept. 26,
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e Using blogs and chat rooms, the internal members of the network
seduce innocent young people and introduce them to prostitution
houses and other places of decadence.

e Participants in Iran, directed by outside decision-makers, write
about particular subjects. Foreign news agencies, picking up on
those reports, then launch criticism and attacks on the Islamic
Republic’s government, its top officials, and Islam. Some of these
participants in Iran are “youngsters in search of fame” who were
lured by a promise of high-ranking posts after overthrow of the
regime or by the promise of free education in the European or
American countries; others are more deliberately involved.

e Some of these sites cannot be filtered.?*

The editorial demonized dissent as foreign. Ominously, it named
individuals and websites that it alleged were collaborators with the Spider
House.?”® Among those implicated were Rafizadeh (identified as “Shahram
R.”), Mirebrahimi (identified as “Roozbeh M.”), Ghafoori Azar (identified
as “Babak Gh.”), Derayati (identified as “Mehdi D.”), and Mazrui
(identified as “Hanif M.”), all of whom had already been arrested. All
except Ghafoori Azar remained in custody. It also identified Omid
Memarian (identified as “Omid M.”) who was arrested soon thereafter.”*

Authorities arrived at Omid Memarian’s office on October 10, 2004. A
recipient of the Golden Pen at the National Press Festival in Iran in 2001,
Memarian was a well-known journalist who had begun blogging in 2002.
In his final entry before his arrest, he condemned the arrest of Sina
Motalebi’s father and concluded that such tactics showed that the

Javad Gholam Tamimi was
arrested on October 18,
2004. Eventually, he was
charged with membership
in illegal groups, treason
against country, propagan-
da against regime and
spreading lies, and tried at
the Beheshti  Juridical
Complex. Tamimi was sen-
tenced to a prison term of 3
years and 3 months, and 10
lashes. He was forced to
write a letter denying any
mistreatment on December
5, which was then faxed to
the Islamic Republic News
Agency (IRNA) from inside

Evin prison.

conservative elements in the government were worried about the influence
of bloggers."

His arrest was similar to those of Shahram Rafizadeh and Roozbeh Mirebrahimi. He was arrested
following a raid on his home during which his computer and writings were confiscated.?”* After more
than a week, Memarian’s family was unable to find out where he was imprisoned. His lawyer, Nemat
Ahmadi, attempted unsuccessfully to contact him at the airport prosecutor’s office. He also objected to
the lack of a warrant for Memarian’s arrest and asked that his case be transferred out of the airport
court.2* In response, he was simply told that Memarian’s location would be announced soon.?”

%69 Sharjatmadari, supra note 266.

2% |d. Included were 13 individuals (named in full) living outside of Iran, 13 individuals (first name, last initial) living in Iran and
collaborating with various sites and newspapers, and 7 individuals (first name, last initial) who had posts in the government,
including Mohammad Ali Abtahi. Id.
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Mazrui and Derayati’s fathers were top members of the party and actively negotiated for the release of the website’s staff
members. See Mazrui letter supra note 252.
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omidmemarian_archive.html (Sep. 17, 2004) (last visited Apr. 27, 2009).

23 press Release, Human Rights Watch, Iran: Journalist Detained in Internet Crackdown (Oct. 13, 2004), available at
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On October 18, Javad Gholam Tamimi, an editor for the reformist paper Mardum Salari, was arrested
after being summoned by the airport branch of the prosecutor’s office.””® A little over a week later on
October 28, Fereshteh Ghazi, a cyber-journalist, was summoned by telephone to the same prosecutor’s
office. Ghazi had gained notoriety by writing about women’s issues and had helped save the life of
Asfaneh Norouzi, a woman sentenced to death for killing her would-be rapist.277 On October 27, she
complied with the summons and visited Branch 9, where she was taken into custody. Forty days later, she
was released after posting 500 million rials (US$57,000) in bail. Upon her release, she was taken directly
to the hospital due to the effects of a twenty-three day hunger strike and a broken nose.?’® She was able to
hire a lawyer only after her release.””

Although lumped with the other arrests at the time, some question whether Ghazi’s arrest and
imprisonment were due to her blogging activities, and believe that she was targeted because she had
exposed the ineptitude of the Judiciary and contributed to the reformist publication Emrooz. Though she
had worked with many of the other cyber-journalists and more avid bloggers, she herself had only
sporadically posted on her blog.?®® Regardless of the reasons for her arrest, after her recuperation,
blogging became an important part of her expression:

[P]rison taught me that you have to write in newspapers, in blogs and on websites, on walls and
anywhere you can. | remember the time when [state controlled television] had banned the songs of
Hossein Zaman. He said: ‘Let them ban my songs. | will sing them in the streets and alleyways.’***

In October 2004, in response to the rash of arrests, one speaker at a Journalists’ Union meeting advised
that all journalists in Tehran should sign a power of attorney appointing a lawyer and leave it with their
families in case of arrest. Another joked it would be better to leave behind a will.”** With tensions rising,
Judiciary spokesperson Jamal Karimi-Rad met with the Union on November 2 and claimed that fifteen of
those arrested had been arrested on security charges, and eight on charges relating to morality
violations.?®

In response to this announcement, the Journalists’ Union, headed by Hanif Mazrui’s father Rajab-Ali
Mazrui, delivered a letter to the head of the Judiciary, Hashemi Shahroudi, warning that if the process of
summoning, pursuing and detaining journalists and reporters continued, it would be devastating for the
country.284 The letter also asked that the arrests and detentions be halted, and a committee be formed to

2% press Release, Reporters Without Borders, Himayat-i Ruznethayih Mu’tabar-i Jahani az Vibnigaran-i Zindani dar Iran
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regulate the relationship between the Judiciary and the Journalists’ Union.?®® Undeterred, prosecutor
Mortazavi cautioned the Union that its protests would not be tolerated. A month later, in a letter to the
Union and Mazrui, he warned:

You are hereby informed that supporting individuals who have been convicted of espionage and
acts of treachery against the country and who have confessed to acting against the law, and where
evidence has been discovered and registered, and calling for a gathering, particularly at the Palace
of Justice, in support of such criminals, falls under article 618 of the Islamic Penal Code.?®®
Therefore, should this gathering take place, it will only disturb social peace and order, and your
Excellency and other elements responsible for the illegal invitation will be dealt with seriously and
legally for disturbing public security.?®’

Prosecutor Mortazavi also offered a deal to those still in custody—Shahram Rafizadeh, Roozbeh
Mirebrahimi, Javad Gholam Tamimi and Omid Memarian.?®® Under the deal’s terms, they would be
released one at a time in exchange for writing letters to the editor describing the humane treatment they
enjoyed, the crimes they had committed, and acceptance that their actions were wrong and illegal. If the
first blogger released refused to write such a letter and allow it to be published, none of the others would
be released. The same would apply to the next person released until they were all free.?®°

Mirebrahimi was released first on November 25 and his letter to the editor was published five days later.
Memarian was released on December 1, and Rafizadeh and Tamimi were released about a week later.
They all published letters to the editor that described the good treatment they have received in detention
and accepting responsibility for some of the crimes for which they were charged. They also apologized
for causing so much trouble. Prosecutor Mortazavi publically claimed to be vindicated.”*

However, in a December 12 letter to President Khatami, Rajab Ali Mazrui responded to the letters and
described the abuses his son Hanif had suffered while detained.**

I would not have the will or determination to openly publish this letter if the Judiciary’s
propaganda arm had not published letters allegedly written by imprisoned journalists in
connection with the project to crack down on Internet sites. But the confusion caused by those
who had a hand in this project and attempted to cover up their illegal, immoral and oppressive
activities via the publishing of these confession letters left me no choice but to publish this letter. |
hope that the Public Prosecutor’s Office of Tehran, which forced several newspapers to publish
these confession letters, will also allow the publication of my letter without subjecting it to
censorship. So that those who “seek truth and love justice” are exposed to an accurate portrayal of
what happened to those who were detained in connection with the Internet sites project (despite all
the smoke and mirrors).

He also described his futile efforts to visit his son while he had been detained. He described how he was
told to visit the 9™ District prosecutor’s office located at the airport judiciary facilities to post the bail for
his son. There he noticed that none of the registration books of the Public Prosecutor’s office showed the
names of the Internet-related detainees or prisoners, and that no case file or paperwork existed for
them.?*? He also reported to President Khatami that the Judiciary refused to identify the prison where his
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son was held, and claimed that the prison was illegal and operated outside the supervision of the State
Prison Organization.”*®

In response to Mazrui’s letter and a similar letter from Fereshteh Ghazi’s
husband, Ahmad Mohammad-Bayglu, President Khatami instructed a
Presidential Commission for the Investigation and Supervision of the
Execution of the Constitution (Presidential Commission) to investigate the
allegations of abuse in the Internet-related arrests. At the Commission’s
first hearing, held on December 25, 2004, former detainees, including
Hanif Mazrui and Fereshteh Ghazi, testified about their arrests and
detention. At the second hearing, on January 1, 2005, after all four
prisoners had been released, Mirebrahimi and Memarian testified before
the Presidential Commission and promptly retracted their letters.*®* The
Presidential Commission later reported that

Mojtaba Saminejad

even if a portion of what was said at the meetings were true, it is a sign of
a dangerous process in following up crimes and criminals and the
prosecution, that is against the Constitution and the Iranian justice system,
and encourages all decisive authorities to attempt and resolve it ...
Furthermore, it is noteworthy that most of these wrongful acts have
occurred in the Amaken office of the NAJA and the detainment facilities
belonging to the Law Enforcement, and according to the governing law of
the Law Enforcement, they belong to the Ministry of Interior.?*

A blogger who posted on
the arrest and treatment
of journalists and other
bloggers, Saminejad was
arrested on Oct. 31, 2004.
He was charged with the
most serious crimes
available to the Prose-
cutor and faced the death
sentence. With the help of

his lawyer, Mohammad | The bloggers later appealed to the Article 90 Commission of the Majlis,

Seifzadeh, he succeeded in
defending himself against
those charges. He was
sentenced to two years

and through continued pressure were able to attend a meeting with the head
of the Judiciary, Ayatollah Shahroudi.”® Shahroudi told them to ignore any
further summonses, and on January 12, it was announced that Shahroudi

had established a three-member commission to investigate and probe the

and ten months of > 267
detentions.

imprisonment, but was
released in June, 2006. He
remains in lran and

: On April 20, 2005, a judiciary spokesperson confirmed that the confessions
continues to blog.

of Rafizadeh, Mirebrahimi, Memarian and Tamimi had been coerced.
However, on February 3, 2009, following closed trials, all four were
sentenced to prison terms, fines and floggings.?*® Their appeals are pending. Rafizadeh, Mirebrahimi, and
Memarian have left Iran.

Mojtaba Saminejad, a student and blogger who posted several articles regarding the arrest and detention
of many of the cyber-journalists, was arrested on October 31, 2004 and held for 88 days in solitary
confinement, interrogated and tortured. He was released on January 27, 2005 and, though not charged, he
remained under investigation and was warned that he would be detained again if he chose to be
representzegg by Shirin Ebadi or Mohammad Seifzadeh, two prominent defense lawyers and human rights
activists.
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219%/4/1386 [June 26, 2007], available at http://www.roozonline.com/archives/2007/07/_26_1.php (last visited Apr. 25, 2009).

Id.
29 Bazkhaniyih Parvandihyih Mojtaba Saminejad Tavasot-i Vakil-i U, Mohammad Seifzadeh [A Review of Mojtaba Samineja’d
Case by his Attorney Mohammad Seifzadeh], RoozONLINE, [undated], available at http://man-namanam.blogspot.com/ (Sep. 22,
2005) (last visited Apr. 27, 2009) [hereinafter Seifzadeh post].
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Immediately after his release, Saminejad sought the help of Seifzadeh, and on February 1, 2005, he was
summoned by telephone and detained.*® This time, he was indicted for apostasy, insulting the founder of
the Islamic Republic (under Article 514 of the Penal Code), acting against national security (Article 500),
and a combined charge of having illicit affairs, promoting corruption and prostitution, and causing
confusion among the masses (Articles 673, 639 and 698). These charges were distributed among Branch
78 and Branch 1084 of the Provincial Criminal court, and Branch 13 of the Islamic Revolutionary Court.

The first charge, apostasy, carries the death penalty under Sharia law, but
there is no crime of apostasy in the Islamic Penal Code. This concerned the
Chief Judge of Branch 78:

The Chief Judge of the branch, who was a learned, humane and
enlightened cleric rejected the case and noted that in the first instance,
there is no crime of apostasy pursuant to [Article 36 of the] Constitution
and the Islamic Penal Code that provides the legal definition for crimes
and punishment. He then indicated that if [the Prosecutor’s Office] wishes
to investigate the matter, they must issue a charge sheet and transfer the
case to a competent court. (Judge Mogaddas and his crew didn’t know this
basic fact—a fact that even a first year law student should know. Or
perhaps they did know and didn’t care to uphold it, which is even
worse) 2"

Kianoosh Sanjari was an
activist in lran from an

early age. He began
blogging and publishing
online in order to bring
attention to political
prisoners in Iran. He was
arrested numerous times
because of his partici-
pation in demonstrations
and his presence during
protests.  His  blogging

The indictment was amended, and Saminejad was charged under Article
513 for insulting the Prophet, a crime that carries the death penalty. His
initial trial date was set for June 21, 2005, and over the course of several
other sessions, the prosecution was asked to both explain the charge and
provide evidence of the crime. ** It responded by misquoting Saminejad’s
blog and accusing him of denying the existence of the 12" Imam. Saifzadeh
recounts the court’s response:

The Chief Judge turned to the Prosecutor’s representative and said, “Sir, so
what you are saying is that he insulted the Twelfth Imam and denied his
existence despite the fact that millions of Sunni Muslims don’t believe in
the Twelfth Imam? Are these [Muslims] apostates? Have they insulted the
Prophet? Should they be executed?” He then pointed out that the
indictment only mentioned the charge of “insulting the prophet,” and that
the charge of apostasy had already been rejected.®®

activities, however, led to
an arrest at his home
involving numerous law
enforcement officers who
ransacked his apartment.
After his latest arrest, he
left Iran and currently
resides in Washington D.C.

Saminejad was acquitted of insulting the Prophet, and on July 3, 2005, Branch 78 ordered his release.
Though the Islamic Revolutionary Court acquitted him of actions against national security, it found him
guilty of insulting the founder of the Islamic Republic and sentenced him to two years’ imprisonment. In
addition, Branch 1084 sentenced him to ten months for causing confusion among the masses. After 18
months” imprisonment, Saminejad was granted home leave in June 2006. He was formally released on
September 12, 2006.

%0 \While detained, Saminejad's blog address was transferred to the blog of a group of hackers linked to the Iranian radical
Islamist movement Hezbollah (http://irongroup.blogspot.com). After his release, he relaunched his blog using a new address
(http://8mdr8.blogspot.com), which may have been the reason for his re-arrest. Press Release, Reporters Without Borders,
Blogger Mojtaba Saminejad gets early release after nearly 18 months in prison, (Sept. 19, 2006), available at
http://www.rsf.org/print.php3?id_article=18910 (last visited Apr. 26, 2009).

%01 seifzadeh post, supra note 299.
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303 Id
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Another student activist who was a member of the Iranian Political Prisoners Association (IPPA),
Kianoosh Sanjari, was arrested on June 23, 2005. Sanjari had been arrested and detained numerous times
because of his constant presence at demonstrations and protests.®** His first arrest was in July 2000 at the
age of seventeen for participating in protests that commemorated the Tehran University dormitory
demonstrations of the year before.*® He served nearly three months in prison. By the summer of 2005,
Sanjari was an avid blogger who posted articles online about the condition of political prisoners. Only
after he began this activity did he receive calls at his home in Tehran demanding that he turn himself in to
the authorities. He refused to go.

On June 23, 2005, Sanjari was arrested at his home. He answered the door and immediately realized that
the postman asking him for his identification was not a postman: “His face was vaguely familiar, like the
faces | had seen [policing] demonstrations and during my time in prison.” Sanjari refused to let the man
enter. Instead, he disposed of his hard drive and called a friend so she could listen in and witness the
arrest. After failing to gain entry by pretending to be a postman, the authorities stormed the house:

Seven or eight of them ... broke the door with a kick and came inside the house ... The postman
who was the leader of the team grabbed me by the collar and raised his fist to hit me. I told him
that if he touched me | would say so in court and that they had just passed a law and that they had
no right [to hit me]. [So instead] they threw my stuff around. My whole life, my cupboards, books,
handwritten notes, CDs, computer, everything in all the nooks and crannies ... was strewn on the
floor and searched. [When] my mother arrived and saw the door was broken, she fainted and fell
on the floor [as well]. *®

Sanjari was arrested based on a charge of threatening national security, but was later told during his
interrogation that he was also arrested for the contents of his blog.**” On October 11, he posted 1 billion
rials (US$112,000) in bail and was released.**® He now resides in the Washington, D.C. area.

4.2.  Arrests Outside Tehran During the Reformist Era

The capital was not the only place where bloggers and cyber-journalists were arrested and harassed. In
Qom, the largest center for Shi’a scholarship in the world, Mojtaba Lotfi, a journalist who had worked for
the pro-reform newspaper Khordad before it was closed in 2000, posted an article entitled “Respect for
Human Rights in Cases Involving the Clergy.”* As a result, he was arrested in May 2004 and put on trial
for spreading lies.*® Lotfi was a theology student and a veteran of the Iran-lraq war who still suffered
from the effects of the chemical attacks he had endured during the war.** Nonetheless, he was sentenced
to three years and ten months” imprisonment on August 14, 2004. He was released while his appeal was

3% |nterview with Kianoosh Sanjari (Oct. 23-24, 2008).
%95 The student protests of July 1999 were the most extensive, widespread and violent public protests in Iran since the early days
of the Iranian Revolution.
zgj Interview with Kianoosh Sanjari, supra note 304.

Id.
308Sanjari was again arrested and detained on October 8, 2006 due to his coverage of the arrest of a prominent dissident cleric
Ayatollah Boroujerdi. Followers of the Ayatollah resisted the authorities during his arrest. The regime responded by sending in a
massive force, surrounding the neighborhood and arresting a large number of people. Sanjari was one of those arrested. Interview
with Kianoosh Sanjari, supra note 304.
%9 otfi published his post on Nagshineh, an electronic news site for Qom. FALSE FREEDOM, supra note 182, at 54.
310 press Release, Reporters Without Borders, Appeal court confirms prison for cyber-dissident while blogger is reimprisoned
(Feb. 2, 2005), available at http://www.rsf.org/article.php3?id_article=12564 (last visited Apr. 26, 2009) [hereinafter Blogger is
Reimprisoned].
81 Imprisonment and Banishment for Mojtaba Lotfi, RoozONLINE, December 3, 2008, available at
http://www.roozonline.com/english/archives/2008/12/imprisonment_and_banishment_fo.html (last visited Apr. 26, 2009).
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pending and after posting 650 million rials (US$75,000) in bail. However, his conviction was upheld and

he was again imprisoned on February 5, 200

Mojtaba Lotfi

Mojtaba Lotfi, a journalist
and theology student, was

12
53

Two weeks after Lotfi’s initial sentencing, on August 28, 2004, Arash
Sigarchi, a journalist and editor-in-chief of Gilan-i Emrooz, was
summoned, detained and beaten by intelligence agents in the northern
province of Gilan.**® Sigarchi had begun blogging in March 2002 and
quickly began using the new medium as a platform for dissemination of
more sensitive news stories. The night before his arrest, Sigarchi had
published an article on his blog discussing the 1988 prison massacre, a
controversial and sensitive topic to the regime. The same night, using a
pseudonym, he gave an interview to Radio Farda on demonstrations by
laborers. Unbeknownst to him, due to a mistake at Radio Farda, his
pseudonym was dropped during the rebroadcasting a few hours later.3"
The following day, he was summoned to the provincial intelligence office
in Gilan, and after several hours of waiting in the August heat, he was
blindfolded and taken to the basement:

first arrested in early May
of 2004, for posting a
human rights-related arti-
cle on a news site. He was
released from custody two
and a half months later. In
August, Lotfi was convicted
by the Special Court for the
Clergy in Qom and senten-
ced to a prison term of 46
months. He was released on
August 28, 2005, following
a brief furlough for a
religious celebration, but
was re-arrested in October
2008.Currently he is serving
a four-year sentence he
received in December 2008.

They slapped me around for about two hours and broke my glasses and
watch. They splashed me with water and hit me some more—enough to
make me cry. The beatings weren’t anything like what | had heard about
before. They went on for three to four hours. | think it was around 10:00
or 11:00 p.m. when a few people arrived, but | wasn’t able to see them.
One of them said, “Is this him? He will be dealt with! We’ll make him
talk; he has to say what the hell he’s been up to.”**

Sigarchi was released the next evening, following more interrogation.®'®
Still, his short experience left him cowed, and he began carefully vetting
his own writing.*"’ He was apprehensive about further arrests, and in
particular, he feared that his newspaper would be shut down. He therefore
limited his subject matter and reduced the number of articles he wrote.**®

However, as the Presidential Commission was investigating abuses in
Tehran, on January 7, 2005, Arash Sigarchi was once again summoned to
appear by the judicial authorities in Gilan. His colleagues, family and friends had urged him to flee Iran,
but he insisted that he had done nothing wrong and refused.® At the judicial complex in Gilan, he was
informed that his case had been assigned to Judge Eskandari who was the head of a branch of the Islamic
Revolutionary Court in Gilan.*®

%12 Blogger is Reimprisoned, supra note 310. Lotfi was released again in August 2005, due to medical issues stemming from his
exposure to chemical weapons. FALSE FREEDOM, supra note 182, at 54. Lotfi remained active after his release. In October 2008,
he was once again detained by security forces and held at a detention center run by the Ministry of Intelligence in the city of Qom
for fifty days. This arrest came in response to his Internet activities in support of Ayatollah Montezari. On December 10, 2008,
Qom’s special court for the clergy sentenced Lotfi to four years’ imprisonment and five years’ banishment from expressive
activity. He is currently serving this sentence. Imprisonment and Banishment for Mojtaba Lotfi, supra note 311.
313 \Witness Statement of Sigarchi, supra note 59, {{ 13-17.
194, 19 11-13.
$151d. 1 18.
%18 |d. 1 21-22. On the second day, he was no longer beaten and instead placed in a cell with air conditioning and served a meal
of rice and kabob.
171d. 1 24.
ziz Id. 11 24-25 (“Whereas before | would write ten pieces a month, | only wrote five during the next three months.”)

Id. 1 32.
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Sigarchi immediately suspected that he was in serious trouble. Revolutionary courts are often much
stricter and handle only those cases the regime considers the most serious. Also, he knew that Judge
Eskandari was close to the intelligence community. After a short interrogation during which Eskandari
tried to converse in French and English in an effort to establish that Sigarchi was a spy, Sigarchi asked to
be tried in a press court and in front of a jury. His request was harshly refused and he was told to leave but
to return the next day.*** The next morning he returned:

In the morning | went back to the court groomed and well-dressed. The court proceedings began.
My charges were read one by one. | can’t remember what they all were because they never gave
them to me in writing. | was charged with fourteen different crimes but ultimately was convicted
of four. | remember that one was that | had insulted the Leader (Rahbar). They said that | had
written in my blog that “Mr. Khamenei is going to drink the cup of poison just like Imam
Khomeini drank the cup of poison. And just like Imam Khomeini died a year after that, Khamenei
will also die a year later.” | corrected them and said, “I wrote in my blog and recommended to Mr.
Khamenei that since the world has threatened Iran regarding Iran’s nuclear activities and war is
looming, it is best to drink the cup of poison before it is too late.” But | never wrote “Just like
Khomeini died a year after that, Khamenei will also die a year later.” He insisted that | had written
what he said. | responded that if they had the documents to prove their position, | would willingly
go to prison. He replied that they also had “other” charges against me.**

Sigarchi demanded to be represented by a lawyer. His request was refused and bail was set at two billion
rials (US$225,000), a staggering amount. Judge Eskandari commented that if Sigarchi managed to pay it,
that would be evidence of the involvement of a foreign government and grounds for detaining him.***

Unable to make bail, Sigarchi was imprisoned for two months. For the first two days, he was beaten
without being asked a single question. His interrogation began on the third day.*** His treatment grew
worse over the course of the next two weeks:

On the fifth day, they hung me from a fan. There was a pole attached to an engine on the ceiling
that would propel me around the room. My arms were attached to another pole, as if | was on a
cross. The two poles were connected. When the engine was turned on | literally became a human
fan. On the sixth day, in the middle of the torture session, they told me that my mother was
coming to visit. She came but it was a very short visit and | wasn’t allowed to talk. They
threatened to torture me if 1 did. On the seventh day, they made me stand outside in the bitter cold
for three hours. On the eighth day, they gave me a photocopy of Kayhan newspaper which read:
“Arash S, who was collaborating with the CIA in the north of the country, is sentenced to [be]
execut[ed].”

On the ninth day, | was taken to a room where the floor was covered with feces. Around 3:00 or
4:00 a.m., they took me out to bathe and sent me back to my cell. | was there for 2-3 hours when
they came in and bastinadoed the soles of my feet. On the tenth day, they took me to a room where
there was a noose and a video camera. They told me that they would either execute me or film my
confession. On the twelfth day, they pulled both of my big toe nails out. That same day, they
imposed a form of torture that was literally called Jujih Kabab, or grilled chicken. They tied my
wrist between my ankles and put a rod through it. Then they fastened my arms and legs to the rod
and suspended me upside down.*?

On February 7, 2005, Sigarchi was tried without the assistance of a lawyer before Judge Eskandari. He
was sentenced to fourteen years imprisonment,*?® though he was not informed of this sentence until four

32119, 99 30-31.

322 4. 9 33.
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326 sjgarchi was convicted under articles 508, 514, 500, 512, and 610. Id. { 50.
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days later when his mother visited him in prison. He was released in late March while his appeal was
pending. On appeal, his sentence was reduced to three years, which he began serving in January 2006.
Nine months later, he was diagnosed with cancer and released on medical leave. He left Iran on January
10, 2008 to seek treatment in the United States, where he still resides.

4.3. Arrests Post-Reform Era

Following the election of President Ahmadinejad in the summer of 2005,
the arrests of cyber-journalists and bloggers continued. Unlike the 2004
arrests, which the government labeled as Internet-related,?*’ many of the
later arrests were more difficult to categorize, as they were of reformists and
activists who kept blogs but also engaged in other forms of dissent.

One example is Yaghoub Mehrnahad, a civil society and human rights
activist, who was arrested in May 2007 in Baluchestan. Following a closed
trial he was sentenced to death and executed on August 4, 2008. The 28-
year-old father of three had kept a blog. Although he vigorously denounced
the use of violence in his writings and on his blog, he was charged with [|_Yaghoub Mehrnahad
being a member of Jundollah, a Sunni Muslim insurgency organization ¥ yaghoub Mehrnahad, a
based in Baluchestan.*® Mehrnahad was the president of the Youth Voice [ human rights and civil

of Justice Association, an organization working toward accountability and [ society activist and

. Y blogger, was arrested in
civil responsibility. Mag/gzow. St e e

. by a closed court in
Other examples were more straightforward. In September 2008, four [ Zahedan on December

women’s rights advocates®* who had contributed to the online newspapers | 25, 2007, without the
Zanestan and Tagir Baraye Barabari (Change for Equality) were sentenced [ Presence of a lawyer
to six months’ imprisonment for subversive activities and anti-government j”gog’éewted on August
propaganda.®® On appeal, their lawyer, Masomeh Sotoudeh, argued that i

their convictions should be reversed on the grounds that posting articles defending women’s rights should
not constitute a crime.®* In January 2009, their convictions were still on appeal.

Similarly, Omidreza Mirsayafi was arrested for his blog, Rooznegar, a cultural and artistic blog that
sometimes delved into satirical or critical commentary on current events. On April 22, 2008, Mirsayafi
was arrested and taken to Evin prison. Forty-one days later he was released after posting bail in the
amount of 1 billion rials (US$100,000).%* On November 2, 2008, he was convicted pursuant to articles
500 and 514 of the Islamic Penal Code for insulting the founder of the Islamic Republic [Ayatollah

%27 |_etter from Dr. Hossein Mehrpour to Mohammad Khatami, President of the Islamic Republic of Iran, (Jan. 4, 2005) (on file
with the IHRDC).

38 One  Person’s  Story:  Mr.  Ya'qub  Mehrnahad,  Bourumand  Foundation,  available  at
http://www.iranrights.org/english/memorial-case-40798.php (last visited Apr. 26, 2009).
329 One Person’s Story: Mr. Ya’'qub Mehrnahad, Bourumand Foundation, available at

http://www.iranrights.org/english/memorial-case-40798.php (last visited Apr. 26, 2009).
¥0 The women were Parvin Ardalan, Jelveh Javaheri, Maryam Hosseinkhah and Nahid Keshavarz. Hosseinkhah had been
arrested earlier in the year for attending a gathering to protest the arrest and intimidation of women’s rights activists. See One
Million Signature Campaign Timeline, Human Rights First, available at http://www.humanrightsfirst.org/defenders/hrd

iran/hrd_iran_page.aspx?item=57&c=i6 (last visited Apr. 26, 2009).
31 One Million Signature Campaign Timeline, Human Rights First, available at http://www.humanrightsfirst.org/defenders/hrd
33'i2ran/hrd_iran_page.aspx?item:57&c:i6 (last visited Apr. 26, 2009).; see also More websites blocked, supra note 194.
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333 press Release, Reporters Without Borders, Shock at death of blogger in Tehran prison (Mar. 18, 2009), available at
http://www.rsf.org/article.php3?id_article=30622 (last visited Apr. 26, 2009) [hereinafter Shock at death of blogger].
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Khomeini] and the Supreme Leader [Ayatollah Khamenei], and for propaganda against the regime.*** At
a hearing on December 15, he was sentenced to two and a half years of imprisonment.

Mirsayafi remained puzzled about the specifics of his crime and the evidence
against him:

[T]he judgment makes no mention of any specific articles [that were
problematic] in my weblog. In reality, there is no explanation regarding how |
insulted [the Supreme Leaders and prophets], or why my actions were deemed
illegal. Of course, it should also be mentioned that the court relied on
confessions that were secured under psychological pressure during my
interrogation sessions. Neither | nor my lawyer accepts the [validity of these]
confessions. Unfortunately, the judgment relied on these confessions.>®

Omidreza Miféayafi

On March 18, 2009, Omidreza Mirsayafi died in Evin prison due to lack of

medical attention.>* Omidreza ~ Mirsayafi
was arrested on April

. . . . 22, 2008 and tried on
Two weeks before Mirsayafi’s conviction, Hossein Derakhshan, perhaps the [ November 2, 2008, for

most prominent Iranian blogger, returned to Tehran after spending years in | insulting the country’s
Canada and England.®**” In 2007, after pointing out that Arash Sigarchi’s final | leaders and spreading

. ; : ; : propaganda against the
sentence was based on his interview with Radio Farda, Derakshan had claimed S LTS o

that Iran did not have a blogger-specific arrest policy: found guilty and

sentenced to two and a

. Lo . half years’ imprison-
I myself have experienced [this] intolerant government—all websites | run, ment, but died on

including my blogs, are filtered and I was also detained and forced to sign an [ march 18, 2009, due to
apology over my blog posts before | was allowed to leave Iran in June 2005. no longer being able to
... Yes, the government has indeed filtered a lot of political websites, but so | cope with the treatment
has UAE, Saudi Arabia, Turkey, Pakistan, Egypt and many other US allies. fand  conditions in
But Iran doesn't have a policy of imprisoning young men and women for a few | Prison ~and lack of
words in their small blogs.>*® e ST,

On his blog, Derakhshan pronounced that he was enjoying his stay in Iran immensely. However, on
November 1, 2008, he was arrested and taken to an undisclosed location.** News of his arrest was slow
to leak because his family and friends did not wish to complicate Derakhshan’s situation.**® Even after his
family confirmed his arrest, for two months the Judiciary denied having custody of him. However, Jahan
News, a conservative website close to Tehran’s intelligence community, not only reported on his arrest
but also claimed that Derakhshan had already confessed to spying for Israel.**!

334 Id

3% Guftugu ba Omidreza Mirsayafi; Hukm-i Zindan bih Ijrayih Ahkam Irsal Shudih Ast [Interview with Omidreza Mirsayafi; The
Prison Sentence Has Been Sent to the Judgment Office, HUMAN RIGHTS ACTIVISTS IN IRAN, 16/11/1387 [Feb. 4, 2009], available
at http://www.hra-iran.org/index.php?option=com_content&view=article&id=444:845&catid=156:47&Itemid=343 (last visited
Agr. 26, 2009).
3% Shock at death of blogger, supra note 333.
%7 gee generally, Hosseign Derakhshan blog, www.Hoder.com.

Hossein Derakhshan, Cut the Bias, THE GUARDIAN, May 7, 2007, available at
http://www.guardian.co.uk/commentisfree/2007/may/07/cutthebias (last visited Apr. 26, 2009).
39 Ppress Release, Incommunicado detention/fear of torture or other ill-treatment/possible prisoner of conscience, Amnesty
International (Dec. 15, 2008), available at http://www.amnesty.org/en/library/asset/MDE13/178/2008/en/cfe30c0e-cace-11dd-
a6a3-63b538f8816c/mde131782008en.html (last visited Apr. 26, 2009).
39 posting of Cyrus Farivar to Cyrusfarivar.com, available at http://cyrusfarivar.com/blog/?p=1841 (Dec. 9, 2008) (last visited
APr. 26, 2009) (relaying information provided by a friend of the Derakhshan family).
*1 Michael Theodoulou, Iranian ‘Blogfather’ Hossein Derakhshan is Arrested on Charge of Spying for Israel, TIMES ONLINE,
Nov. 20, 2008, available at http://www.timesonline.co.uk/tol/news/world/middle_east/article5190462.ece (last visited Apr. 26,
2009).
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Derakhshan’s arrest may have been triggered by his visit to Israel on his way to Iran—an action he had
recognized was considered illegal by the Islamic Republic. It should be noted, however, that when
announcing his arrest on December 30, the Judiciary spokesperson, Dr. Alireza Jamshidi, explained that
Derakhshan was not being charged with crimes related to espionage or travel violations. Rather, he would
be charged with offenses related to his sacrilegious comments regarding the Holy Imams.*** Though he
has been allowed to contact his family on several occasions, Derakhshan remains in custody.

4.4. Legal Analysis of Arrests, Detention and Torture of Internet Users

The Islamic Republic’s arrest, detention and torture of cyber-journalists and bloggers violates Iran’s
obligations under the Iranian Constitution and international law. As described above and in the IHRDC’s
report Covert Terror: Iran’s Parallel Intelligence Apparatus, the Islamic Republic not only beats and
flogs detainees but employs sophisticated methods of torture and intimidation. These methods include
sleep deprivation, mock executions, foot lashings, and solitary confinement in very tiny cells.?*

Torture is clearly forbidden under international and Iranian law. Article 7 of the ICCPR, ratified by Iran,
provides that: “No one shall be subjected to torture or to cruel, inhuman or degrading treatment or
punishment ...” The lranian Constitution requires law enforcement authorities to protect citizens’
freedom from torture and cruel and inhuman treatment.>**

Furthermore, the arbitrary arrests and detention deny bloggers the due process rights that are guaranteed
by Iranian and international law. Article 9 of the ICCPR outlines Iran’s duty to provide due process
before it limits, interferes with, or otherwise extinguishes an individual’s right to liberty. Article 9(2)
requires government agents to promptly inform the accused of the reasons for his arrest at the time of
arrest,®** and Article 9(3) obligates the state to promptly bring the accused before a judge so that he shall
be subject to trial within “a reasonable time.” Article 9(3) also provides that “it shall not be the general
rule that persons awaiting trial shall be detained in custody.”**

Article 9(4) provides that anyone detained “shall be entitled to take proceedings before a court” in order
to decide the “lawfulness of his detention and order his release if the detention is not lawful.”**" Article
14(b) mandates that states provide “adequate time and facilities for the preparation of ... defen[s]e and to
communicate with counsel of [one’s] own choosing.”** In addition to these rights, the ICCPR guarantees
the right to counsel (both at trial and at stages prior to trial) and doctor,**® the right to humane
treatment,®® and the right to be presumed innocent.®*

32 Quwvihyyih Qaza’i Bazdasht-i Hossein Derakhshan ra Ta’id Kard [The Judiciary Confirms Hossein Derakhshan’s Arrest],

BBC PersiAN, 10/9/1387 [Dec. 30, 2008], available at http://www.bbc.co.uk/persian/iran/2008/12/081230_ag_jb_
derakhshan.shtml (last visited Apr. 26, 2009).

%3 See EBADI, supra note 56, at 134; see generally IRAN HUMAN RIGHTS DOCUMENTATION CENTER, COVERT TERROR: IRAN’S
PARALLEL INTELLIGENCE APPARATUS (2009).

34 |RANIAN CONST., supra note 48, art. 38.

35 |CCPR, supra note 24, art. 9(2). Article 9(2) provides that “[a]nyone who is arrested shall be informed, at the time of arrest, of
the reasons for his arrest and shall be promptly informed of any charges against him.” The requirement to state the nature and
cause of the allegation goes beyond mere statement of the charge; instead, it requires that the prosecutor provide not only the
exact legal description of the offense but also the facts which gave rise to the charge.

38 1d. art. 9(3). Article 9(3) provides that “anyone arrested or detained on a criminal charge shall be brought promptly before a
judge or other officer authorized by law to exercise judicial power and shall be entitled to trial within a reasonable time or to
release.”

347 |d. art. 9(4). Victims of unlawful arrests are entitled to compensation. See id. art. 9(5).

8 1d. art. 14(b).

39 |n addition to the right to counsel at trial, there is a right to counsel in the stages prior to trial, stemming from Article 14(3)(b).
The HRC has stated unequivocally that “all persons who are arrested must immediately have access to counsel, be examined by a
doctor without delay and be able to submit promptly an application to a judge to rule on the legality of the detention.”
Concluding Observations on Georgia, U.N. Doc. A/52/40 { 254 (1997). Presence of counsel is required to ensure that rights of
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Iran’s Constitution and laws provide a narrower but still significant range of due process protections
relevant to arrest and detention, including:
e Prohibition against arbitrary arrests;*?
o Requirement that charges be promptly explained to the accused and provision for judicial
oversight;**
o Punishments stipulated for judicial officers and other agents of government who illegally take

people into custody or initiate criminal prosecutions;***

e Presumption of innocence;*** and

e Prohibition on torture for the purpose of extracting confessions or information.**®

In addition, Iran’s Criminal Code of Procedure (CCP), lays out strict guidelines, which trial judges and
law enforcement agencies must follow when conducting criminal investigations. For example, all
preliminary investigations leading to temporary arrests and detentions of individuals suspected of
committing national security crimes must be conducted pursuant to orders issued by trial judges and
overseen by the Judiciary.*®’ Such orders must conform to due process standards.**® Pretrial arrest
warrants are appealable and are only valid for a month unless extended by the issuing judge.®® If the
judge fails to extend a warrant, the suspect must be allowed to post bail.**°

In almost every instance documented by IHRDC, individuals were subjected to arbitrary arrests in
contravention of Article 9 of the ICCPR and Article 32 of the Iranian Constitution, both of which require
law enforcement officers to inform the accused of the reason for the arrest and any charges against him or

accused persons are protected, that detainees are not ill-treated and that any confession obtained using impermissible methods is
excluded.

%0 Article 10(1) of the ICCPR demands that states treat detainees “with humanity and with respect for the inherent dignity of the
human person.” The accordance of such respect has various components, likely including the prohibition on torture and ill-
treatment, as well as adequate due process.

%! Two other requirements safeguard the right to treatment with humanity: the right to be presumed innocent (required by Article
14(2); ICCPR General Comment 13 sets the standard of proof at “guilty beyond a reasonable doubt”), and the interconnected
right of accused persons to be kept separated from those convicted (Article 10(2)(a)).

%2 Article 32 of the Constitution emphasizes that “[n]o one may be arrested except by the order and in accordance with the
Erocedure laid down by law.”

58 Article 32 of the Constitution provides that “[i]n case of arrest, charges with the reasons for accusation must, without delay, be
communicated and explained to the accused in writing, and a provisional dossier must be forwarded to the competent judicial
authorities within a maximum of twenty-four hours so that the preliminaries to the trial can be completed as swiftly as possible.”
The article also specifies that violators of the above provisions are “liable to punishment in accordance with the law.” In addition,
Articles 24, 129, and 192 of Iran’s Criminal Code of Procedure oblige the authorities to inform the accused of the charges and the
reasons for such charges. Qanun-i Ay’in-i Dadrisiyih Dadgahhayih Umumi va Ingilab dar Umur-i Kayfari [Criminal Procedure
Code for Public and Revolutionary Courts] (1379) [2001], arts. 24, 129, 192 (lran), available (in Persian) at
http://hoghoogh.online.fr/article.php3?id_article=67 (last visited Feb. 23, 2009) [hereinafter Criminal Code of Procedure].

%% 1n addition, Article 575 of the Iran Penal Code provides that “judicial officials or other officers who, contrary to the law, take
a person into custody, initiate criminal prosecutions or convict and sentence a person, are liable to a punishment of permanent
dismissal from their judicial post and five years ban of serving in governmental positions.”

%5 Article 37 of the Constitution provides that defendants must be presumed innocent until their guilt has been established by a
competent court.

%6 Article 38 of the Constitution provides that “[a]ll forms of torture for the purpose of extracting confession[s] or acquiring
information” are prohibited, as is “compulsion of individuals to testify, confess, or take an oath.” It also states that “any
testimony, confession, or oath obtained under duress is devoid of value and credence.” In addition, Article 129 of the Criminal
Code of Procedure provides that an investigating judge shall not resort to compulsion and duress when interrogating a defendant.
%7 Criminal Code of Procedure, supra note 353, arts. 38, 42.

%8 The requirement to state the nature and cause of the allegation goes beyond mere statement of the charge. See id. arts. 37-39
(requiring the Judiciary to act based on evidence, conform to the rule of law, and be impartial during the investigation phase); see
also id. art. 32 (allowing temporary arrests and detentions of suspects only when circumstantial evidence indicates that a crime
has been committed and certain conditions are satisfied).

%9 Criminal Code of Procedure, supra note 353, art. 33.

%0 d, art. 37.
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her.®®! Fereshteh Ghazi and Hanif Mazrui were summoned to a prosecutor’s office under the pretext of
being asked some questions and then held for several weeks.**? Shahram Rafizadeh and Omid Memarian
were arrested at their work places without warrants or even explanations. Rafizadeh was coaxed out for
what was to be a short meeting and then forced into a car.*** When a co-worker tried to write down the
license plate number of the car, an officer confiscated his pad and told him that this was a legal arrest.
Mojtgga Saminejad was held for 88 days, released and charged only after his second arrest a few days
later.

When law enforcement agents produced arrest warrants, they did so in a substantively and/or procedurally
defective manner. For example, Roozbeh Mirebrahimi was presented with a folded piece of scrap paper
with illegible print.**® Kianoosh Sanjari was presented with a warrant accusing him of threatening
national security and signed by Prosecutor Mortazavi, but he was never given a copy and was only
allowed to see and read it once.*®®

Moreover, cyber-journalists and bloggers who were arrested were not afforded the presumption of
innocence required by Article 37 of the Constitution of Iran and Article 14(2) of the ICCPR. The accused
has the right to be presumed innocent until the evidence proves the charges beyond a reasonable doubt.**’
Yet, witness interviews conducted by IHRDC, news reports and accounts by the bloggers and journalists
testifying in front of the Presidential Commission indicate that interrogators presumed detainees were
guilty of charges and only sought to force confessions.*®

The bloggers and journalists were not provided with prompt access to legal assistance of their own
choosing as required under Article 14(3) of the ICCPR. At times, this was done by holding suspects
without charge and claiming that until they were officially charged, they did not have rights to counsel.
For example, six weeks after Sina Motalebi’s arrest, his attorney, Shirzad Haydari Shahbaz, presented
Judge Zafarghandi a signed representation form. The Judge rejected it on the grounds that because
Motalebi’s case was still in the preliminary stages of investigation, no attorney could take his case.**
Fereshat7%h Ghazi’s first opportunity to hire a lawyer was after she posted bail—forty days after her
arrest.

In violation of international law, Article 32 of the Iran Constitution and Article 24 and 129 of the CCP,
many of the journalists and bloggers were not told why they were arrested.*”* None were informed at the
time of arrest, and many were held for days, sometimes weeks, without learning of the charges against
them. The interrogators demanded confessions to a list of crimes; however, these demands were not
formalﬂgharges, and the detainees were left with little understanding of the official accusations they
faced.

%1 |CCPR, supra note 24, art. 9(2); IRANIAN CONST., supra note 48, art. 32.

%2 Mazrui letter, supra note 252.

%3 Witness Statement of Rafizadeh, supra note 240, {{ 24-27.

34 gee Price Paid for Blogging, supra note 90. Seifzadeh posting, supra note 299.

%5 nterview with Roozbeh Mirebrahimi, supra note 75.

%8 |nterview with Kianoosh Sanjari, supra note 304.

%7 General Comment No. 13: Equality before the courts and the right to a fair and public hearing by an independent court
established by law (Art. 14) 1 7 (1984).

%8 |nterview with Roozbeh Mirebrahimi, supra note 75.

%9 | Do Not Wish to Speak, supra note 236.

370 ghort Legal News: Seifzadeh Has Accepted to Represent Fereshteh Ghazi, supra note 279.

371 See generally Witness Statement of Sigarchi, supra note 59; Interview with Kianoosh Sanjari, supra note 304; Interview with

Roozbeh Mirebrahimi, supra note 75.
372 |d
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5. Conclusion

Despite the Islamic Republic’s continual efforts to increase the costs, Iranians have enthusiastically
adopted the Internet. They continue to navigate through the maze of laws restricting expression. They find
ways around the regime’s efforts to alter and control the Web through the use of proxy servers to gain
access to blocked sites and anonymizer proxy tools to avoid being traced online. They even sit in prison
and undergo interrogations. Many have paid the heavy price of leaving their homeland in order to express
themselves freely. Some have paid with their lives.

However, the regime’s severe restrictions on expression impoverish public dialogue and rob lIranian
society of the capacity to develop legitimate public opinion. In its very first session in 1946, the UN
General Assembly identified freedom of expression as “the touchstone of all the freedoms to which the
United Nations is consecrated,” because “understanding and cooperation among nations are impossible
without an alert and sound world opinion which, in turn, is wholly dependant on freedom of
information.”¥"

The Majlis should repeal the most repressive articles of the Press Law and the Islamic Penal Code
including Article 609, which makes it a crime to insult almost any government employee, and amend
other articles and laws to make them less vague and less susceptible to abusive interpretation. The
ministries in charge of restricting access to the Internet through filtration or blocking should clearly define
what triggers censorship, and only engage in filtration or blocking of websites and blogs when it is
necessary under Article 19, paragraph 3 of the ICCPR. The Judiciary should refrain from expansively
interpreting laws limiting freedom of expression. Finally, it should prosecute public officials under
Article 570 of the Penal Code for abusing the rights of the people guaranteed under Iran’s Constitution,
includir317g4 the right to see a warrant when arrested, the right to counsel, and the right to be free from
torture.

33 G A. Res. 59(1), (Dec. 19, 1946).

374 Article 578 of the Islamic Penal Code of 1996 provides that “if any of the juridical or non-juridical authorities or employees
inflicts corporal harm and torment upon an accused in forcing him to confess,” he shall, in addition to being subject to gisas
(retribution) or payment of blood money, be sentenced to a term of six months to three years in prison. In addition, superiors who
order such acts are clearly liable:*“When the accused dies as a result of corporal harm and torment, the perpetrator shall be subject
to the penalty for homicide; the person ordering the corporal harm and torment shall be punished for ordering an act of homicide”
and “[i]f somebody orders in this respect, only the person who has issued the order shall be subject to the said imprisonment.”
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Methodology

The IHRDC gathered information for this report from the following sources:

e Testimony of victims and witnesses. These include witness statements taken by IHRDC
attorneys from former cyber-journalist and bloggers.

e Government documents. These include recorded public statements by state officials,
statements released by Iranian government agencies, and published legal instruments.

o Documents issued by non-governmental organizations. These include interviews, reports and
press releases written by organizations such as Amnesty International and Reporters Without
Borders.

e Academic articles. These include the works of historians and political scientists who have
written on Iran.

e Media reporting. These include articles and reports by Iranian and other mass media outlets,
as well as blog entries by Iranian bloggers.

Where the report cites or relies on information provided by government actors or other involved parties, it
specifies the source of such information and evaluates the information in light of the relative reliability of
each source. The IHRDC has meticulously cross-checked all the sources of information used to compile
this report to ensure their credibility and accuracy.

All names of places, people, organizations, etc. originally written in Farsi have been transliterated using
the system of the International Journal of Middle Eastern Studies (IJMES), available at
http://assets.cambridge.org/MES/mes_ifc.pdf. Under the IIMES system, names of places with an accepted
English spelling and names of prominent cultural or political figures may be spelled according to the
English norm.
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Abbreviations

A S P e e Access Service Providers
O Convention against Torture
CCDUS. ... e Committee in Charge of Determining Unauthorized Sites
GO e e . CTIMINAL Code of Procedure
D i Data Communication Company of Iran
HR C e e e e ———————— Human Rights Committee
ICCPR ... International Covenant on Civil and Political Rights
T Islamic Revolutionary Guard Corps
IR A e e e Islamic Republic News Agency
PP Internet Service Provider
IO A e, Iranian Student News Agency
ITN A Information Technology News Agency
MCIG. .o e Ministry of Culture and Islamic Guidance
ON L e e e e OpenNet Initiative
o Parallel Intelligence Apparatus
P B e e ——————————— Press Supervisory Board
e Radio France International
RV B e e Reporters Without Borders
S R . e e Supreme Council of Cultural Revolution
SN S . Supreme National Security Council
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Letter from Rajab Ali Mazrui, Head of the Journalist
Union of Iran, to Mohammad Khatami, President of
the Islamic Republic of Iran (DECEMBER 12, 2004)

(Followed by Translation)
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I would not have the will or determination to openly publish this letter if the Judiciary’s propaganda arm
had not published letters allegedly written by imprisoned journalists in connection with the project to
crack down on Internet sites. But the confusion caused by those who had a hand in this project and
attempted to cover up their illegal, immoral and oppressive activities via the publishing of these
confession letters left me no choice but to publish this letter. | hope that the Public Prosecutor’s Office of
Tehran, which forced several newspapers to publish these confession letters, will also allow the
publication of my letter without subjecting it to censorship. So that those who “seek truth and love
justice” are exposed to an accurate portrayal of what happened to those who were detained in connection
with the Internet sites project (despite all the smoke and mirrors). And so that if one day a system of
justice is established in Iran, it can investigate what | am reporting and execute justice accordingly.
Despite the fact that the sayings and writings of the aforementioned detainees who have been released on
bail and are awaiting trial and sentencing by the courts must be analyzed and interpreted accordingly, we
must not forget that there will be a tomorrow and the truth shall be revealed. I just cannot understand how
those who continually speak of justice have simply stood by and witnessed the gross miscarriage of
justice that has taken place in connection with these vulnerable citizens! May peace be upon you...

Rajabali Mazru’i, 12/11/04

Dear Hojjatolislam-val-muslimin Khatami, Respected President of the Islamic Republic of Iran

Greetings

Pursuant to my letters dated 9/4/04 and 10/26/04, once again | am inconveniencing you to provide you
with information on the release of Hanif and the others who were arrested in connection with the Internet
sites [case] so that you are informed on what happened to them. What were the authorities after? What did
they gain?

Around 6:30 in the afternoon on Tuesday, October 26, 2004, someone from the prosecutor’s office called
us at home and announced that at 9 a.m. tomorrow morning we should go to of the Prosecutor’s Office
(District 9 — Airport) in order to post bail for Hanif’s release. At 9 a.m. on Wednesday, October 27, 2004,
I went to the aforementioned prosecutor’s office. At first the prosecutorial authorities said that they did
not know anything about the matter but invite me and Qurayshi’s family to wait. Finally, after an hour
and a half of waiting, they announced that we could request to post bail. At this time Mr. Derayati also
joined us. Each one of us wrote a separate request for posting bail and the commanding officer accepted
our requests. The administrative paperwork for posting bail took until noon the next day, at which point
we were informed that Hanif Mazrui, Mehdi Derayati and Massoud Qurayshi would be released on that
day. In response to my question regarding where we should go to receive them, we were informed that
there was no need for us to go anywhere; they would join us on their own.

It is interesting to note that during the time it took us to post bail, it became apparent that none of the
offices in the District 9 of the Prosecutor’s Office had registered the names of these individuals as either
arrestees or detainees. No case files existed for any of them; action was taken only in response to our
individual requests and the commanding officer’s cooperation.

Around 8 p.m., after having endured several long hours of waiting (and after the family had essentially
lost hope that Hanif would be released), Hanif called us and informed us of his release. He told us that he
was calling from the police station in Maydan-i Nilufar (the same place where he was arrested) and that
he would take a taxi to join us. After he arrived, he told us that they had also lost hope regarding their
release, but that around 7 p.m. [the authorities] had told [them] to gather their belongings so they could be
released. He said they blindfolded the three of them, placed them in a [minivan] and drove them around
the streets of Tehran for about an hour.

It was around 8 p.m. when the car finally stopped in front of Maydan-i Nilufar and they ordered [him] to
take off his blindfold and get out. [He] knew that Derayati and Qurayshi had no money with them, so as
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[he] was leaving [he] handed each of them 5,000 toman so they could pay for taxis. Then [he]
immediately called [us] and drove over with the taxi. Later [he] realized that they had used the same
methods with the other two. They were dropped off in front of the Amaken office on Motahari Street and
taken home by Qurayshi’s family (who had been anxiously anticipating and waiting for the release of
their son). Unfortunately, this was the way they were treated by the authorities — even during their
release!

Below is a description provided by Hanif regarding the interrogations and conditions of imprisonment:

The interrogations began as soon as he entered the prison. He was blindfolded and forced to face the wall.
During the first question, he was asked to provide a list of his immoral acts. In response, Hanif requested
information regarding his charge. The interrogator abruptly ordered him to answer the question before
[there was any discussion regarding the charges]. Hanif answered that he had not engaged in any immoral
acts, at which point the interrogator beat him and repeated the same question. Once he realized that he
wasn’t getting anywhere, the interrogator indicated that according to Derayati’s confessions [Hanif] was
responsible for administering the Rooydad site and that [he] should defend his actions. [Hanif] denied this
and indicated that he actually worked for Yas-i No newspaper and was responsible for running its website.
He also mentioned that from time to time the Rooydad site experienced [technical] problems and they
would contact him by telephone, at which point he would contact Mr. Derayati and they would work to
solve the problem. The interrogation lasted three hours. But half an hour later the interrogation continues
and again focuses on Derayati’s links to Hanif. This lasts another half an hour. After the interrogation
they take Hanif to his cell. In the evening Mr. Mehdipour, the successor to the District 9 (Airport)
Prosecutor’s Office, summons [Hanif] and charges him with “attempts against the national security via
the Rooydad site.” This charge was based on the confessions of Mr. Derayati. Hanif was presented with a
temporary detention order, which he signed without objection. During the next five days he was
repeatedly interrogated regarding immoral acts, illicit relations, etc., and was asked guestions delving into
the most private details of his family life. After that he was no longer blindfolded and forced to face the
wall. He was directly confronted with his interrogator and the questions mainly focused on political issues
(i.e., politicians, newspapers, the Islamic Iran Participation Front, the Islamic Republic Mujahedin
Organization, etc.). They wanted Hanif to write down information regarding certain individuals. They
also asked him to write down whatever he knew about me.

[They asked Hanif to provide all sorts of information] ranging from what I do at home, what I say, what |
read and whom | meet — to [describing] my activities outside the home with the Journalists Union,
newspapers, and the Islamic Participation Front. [They also asked about] my relations with Mr. Khatami,
Musavi-Khu’iniha, etc. Because they were unable to find anything noteworthy, they returned to
[questioning regarding] Hanif’s activities and writings for newspapers. Ultimately, one of his writings for
Yas-i No became the basis of his charges. After 47 days, Mr. Mehdipour charged Hanif (along with eight
others who had been taken to the prosecutor’s office) with attempts against the national security of the
Islamic Republic via the administration and management of the unlawful Rooydad website,” and “the
publication of lies in order to disturb the public mind in connection with the printing of articles in
newspapers.” Hanif was instructed to prepare his defense and explain his actions in court within one
week. After the indictment the eight detainees were boarded onto a [minibus], blindfolded and returned to
prison. [But right before heading out] someone sprayed the car with tear gas and closed the door. [Hanif
and the others] began to cough and make noise [inside the car]. After a while the door was opened and
they [were allowed to escape]. The incident was witnessed by several individuals who issued complaints.

The [detainees] were essentially left alone in their cells after being ordered to prepare themselves for trial.
Hanif presented his defense, which was rejected by the interrogator (who told him to eliminate certain
things and elaborate on others). Finally the situation came to an end with his release pursuant to our
posting bail.
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Hanif spent 59 of his 66 days of detention in a solitary cell which measured 2 by 1.5 meters. Aside from
his interrogation sessions, he was only allowed to exit his cell on three occasions (and for merely 3
minutes) in order to go to the bathroom. During interrogations he was repeatedly subject to beatings and
[psychological] pressure. From what [we] could gather, the interrogator was named “Keshavarz.” He was
short, about 50 to 60 years old, had a brown-colored beard and was relatively large. Food and sanitary
conditions inside the prison were average. There were others detained there (besides those arrested in
connection with the Internet sites). The prison was administered by the Law Enforcement Forces.

Of course as | mentioned in my previous letter, Judiciary officials failed to reveal the location of this
detention facility. In light of the observance and evidence, this facility operated outside the jurisdiction of
the State Prisons Organization and was illegal. Hanif was able to come up with the exact location of the
facility pursuant to the information he gathered [while in detention].

Many of the individuals who were arrested in connection with this issue endured the same consequences
as those suffered by Hanif. The 13 individuals who have so far been released on bail didn’t have a serious
issue to be taken to court over, but it appears that they are preparing moral charges for the remaining 8 so
they can put an end to this case! God save these individuals. These illegal and oppressive actions are
nothing more than the “politics of terror” and harassment. How will these individuals, who constantly
speak of justice and profess their piety ad nauseum, answer for their cruel and inhumane actions on
Judgment Day? It is clear that at this point, they do not feel as though they have to answer to anyone or
anything. | intend to draft a letter to the Supreme Leader shortly, in which | shall detail the reality that
exists under his rule.

I have also enclosed a copy of a handwritten note which they wanted Hanif to read during a televised
interview before his release. He resisted, and they forgot to retrieve the [confession letter] from him!

May God end all our affairs in a blessed manner ...
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Appendix 2

Yaddasht-1 Ruz: Khanihyyih Ankabut [Daily Note:
The Spider House], KAYHAN, 8/7/1383 [Sept. 29,
2004]

(Followed by Translation)
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Kayhan Newspaper
September 29, 2004
Daily Note: The Spider House

In journalism, it is customary that the daily note or the editorial attempt to analyze and interpret one of the
main issues of the day with reference to one or several news stories. Today’s note, however, is a
collection of a few news stories that is not accompanied by any interpretation or analysis. This note lists
the documented specifications and characteristics of an active political, cultural and social network. Even
though this list is long and the following note includes but a few examples, its brevity is sufficiently
telling ... if only one person is in the house, one word is enough.

1 - This network has an American identity and an Iranian 1D card. Its main center of command and
control is in the United States. A few centers are located in Europe and act as middlemen. They are
responsible for establishing contacts between the main center and members of the network inside Iran.
These middlemen are located in cities such as London, Berlin, the Hague, Brussels and Prague. The
coordination of activities between the European centers and the main center takes place via the Radio
Farda building located in Prague. It must be noted that Radio Farda not only fails to deny its connection
to the CIA, but in fact stresses its relationship in order to gain assurances from those who have been
invited to collaborate [with the network].

2 - Most of the harmful activities of this network are carried out by Internet sites, reformist newspapers,
gatherings by two allegedly “reformist” extremist groups and their agents in government. Emrooz (which
is supposedly based inside Iran) and Gooya News (which was initially registered in the information bank
of the NIKE institute in the United States and was moved to Brussels after the events of September 11)
are the two main sites linked to this network. In addition to the aforementioned sites, several other
Internet sites are also active participants in this network. As of a year ago, the BBC Persian site has taken
over this network and placed it under its protection and advertising wings.

3 - The following are the names of some of the collaborators of this network who are currently living
outside of Iran: Dariush Sajjadi (US), Abbas Ahmadi (US), Farshad Bayan (Brussels), Jamshid Asadi
(Paris), Ahmad Salamatiyan (Paris), Nima Rashedan (Sweden), Hossein Derakhshan (Toronto), Alireza
Nourizadeh (London), Majid Mohammadi (New York), Sina Motallebi (Hague; Brussels), Jamshid
Barzegar (London), Ebrahim Nabavi (Paris; London; ...), Masoud Behnoud (London), and ...

In the past, some of the aforementioned individuals collaborated closely and continuously with reformist
newspapers inside Iran, and a number of them wrote articles for these newspapers while residing abroad.
These articles were published either under their own names or pseudonyms.

4 - The abbreviated names of some of these members who are active with both the reformist newspapers
and websites affiliated with this spider-like network are as follows: Babak Q., Farhad R., Nima R.,
Bahman A., Zhila B., Shadi S., Omid M., Shahram R., Ja’far G., Roozbeh M., Jalal Kh., Hanif M., Mahdi
D., and ... Most of these individuals were (or are) youngsters in search of fame who were first drawn to
work as journalists for these reformist newspapers by the agents of this network — particularly agents of
this network who belonged to the two extremists groups which allege to be “reformists.” They were then
forced to collaborate with this network through deceitful acts such as moral corruption, and preparing
video of these acts, the guarantee of rising to high-ranking posts after the impending overthrow of the
regime or the promise of a free education in Europe or America.

5 - A few of the more infamous members of this network who held or continue to hold posts in this
regime include “Mohammad Ali A., Isa S., Mostafa T., Behzad N., Mohsen M., Mostafa D., Massoud, H.,
and ...

! persian proverb

66



After attracting new members (which mainly occurred via the reformist newspapers), these individuals
conduct informational sessions designed to bring new members into the network.

6 - After a period of activity with the reformist newspapers, the newly absorbed members receive awards
from media and cultural festivals with the assistance of the network’s agents in the Ministry of Culture
and Islamic Guidance, Journalists Union, Writers Union and [other] influential members in the
government. Or they receive accolade and praise as influential journalists! And then with the help of the
previously identified agents they are sent abroad, where they engage in digging up dirt against the regime,
high-ranking officials, and [this regime’s] sacred and revolutionary values in the most abhorrent fashion.
The following are examples of such people: Ali Bastani, Jamshid Barzegar, Camilia Entekhabifar, Sa’id
Razavi Fagih, Nushabeh Amiri, Mehdi Khalaji, Nima Tamadon, Kayvan Hosseini, Farin Asemi, Majid
Mohammadi, and ...

7 - Individuals from this network who have infiltrated positions of authority within the regime or have (or
had) responsibilities such as representative of the Majlis, vice minister, and ... send these new members
of the network abroad as part of official delegations. Dispatching [these members] serves two objectives:
the attractions of the trips abroad are used to encourage and persuade the recruited members, and [the trip]
paves the way for their future presence and influence as reporters and journalists inside important power
centers within the regime ...

8 - Even though the companies who offer services to these websites and blogs and provide them with
necessary servers are Iranian and have been officially registered in Iran, the sites and blogs of this spider-
like network cannot be filtered or blocked. Why? Because their service is provided outside of the
country’s official authority (the Telecommunications Company of Iran), and these companies have illegal
and secret contact with some satellite offices in Europe and abroad (and use these offices and their
services). Therefore, the communication lines of the websites and blogs belonging to this network do not
pass the country’s official data points and cannot, therefore, be controlled or filtered. In other words, this
network has its own special and distinct telecommunications circuit, which is accessed via
telecommunications and satellite networks in the United States and Europe, and operates in violation of
this nation’s current laws.

The abbreviated names of some of the companies that have illegally and secretly received services from
foreign providers in order to administer the sites of this spider-like network are as follows: Company N,
Company B, Company A, Company P, and ... Mr. Mostafa D. (a member of the Informatic Council and a
government member of the Islamic Iran Participation Front, who founded one of the aforementioned
companies and provided the sites and blogs of this network with their communication needs), H. N. (the
child of one of the members of the Journalists Union), and Reza V (a contact of one of the extremist
“reformist” front groups) are some of the more active members of these companies.

9 - After receiving news from members of this network inside Iran, the command and control center of
the network in the United States transfers its propaganda in the form of news, reports, analysis and
articles to European centers, and from there sends it to main network contacts inside Iran. This
propaganda — usually an article or a report — then appears with the signature of a low-level member of the
network on sites such as Emrooz, Gooya News, PeykNet and ... or is published in one of the reformist
newspapers. And after that, foreign news agencies and American, European and Israeli officials rely on
these news reports (which are fabricated and disseminated by them) in order to launch widespread
propaganda campaigns against the regime, Islam and high-ranking Iranian officials.

10 - The aforementioned network uses blogs and Internet chat [rooms] to stimulate the sexual desires of
the youth. Then certain domestic members of the network contact those who are more likely to be
recruited in this way and introduce them to houses of corruption, prostitution ...

11 - A few years ago Mr. Younesi, the honorable Minister of Intelligence, announced that his ministry
had identified influential members of some of these media outlets. If these allegations are true — and how
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can they not be — it is not clear why nothing was done to combat these networks. How can [the
responsible authorities] explain releasing our innocent youth into the clutches of these wild wolves?!

12 - There are many more things to say about this network, its objectives and the nature of its activities.
We will address these issues in further detail in the near future.

13 - The name “Spider House” was selected for this network in light of verse 41 of the Surah Ankabut,
which reads: “The tale of those who shunned God and took other than him as friends is similar to the
house that the spider builds and this is while the frailest of houses is that which the spider builds.”

14 - And finally ... these days coincide with the impending anniversary of the birth of our absent desired
[leader] — may our spirits be sacrificed to the ground he walks on. Perhaps it would have been more
appropriate to write today’s note in his holy honor, but to the extent that battling what he won't approve of
is a sign of waiting, we hope that he doesn’t fault us and accepts our excuse since we put pen to paper in
hopes of his approval.

Hossein Shariatmadari
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Appendix 3

Itiraf-1 Yiki az Muttahaman-i Saythayih Interneti bih
Jasusi barayih Biganigan [One of the Accused in the
Internet Sites Case Confesses to Spying for Foreign
Powers], JOMHOURI ESLAMI, 15/9/1383 [DECEMBER
5, 2004]

(Followed by Translation)
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Rajabali Mazrui Mentioned in a Complaint Letter by One of the Accused in the “Internet
Case”

One of the Accused in the Internet Sites Case Confesses to Spying for Foreign
Powers

In a letter addressed to Rajabali Mazrui (the head of the Journalists Union),
Javad Gholam Tamimi, one of the accused who is being detained in the case
of the “internet sites,” confessed to spying for foreign powers and requested
that Mazrui cease any and all action in his defense.

A copy of this five-page letter was sent to the Islamic Republic News Agency
by the head of Evin Prison, and parts of the letter have been printed by
various news outlets. Gholam Tamimi, who is also a member of the
Journalists Union, referred to the announcement of the aforementioned union
in calling for a gathering and demonstration in support of the detainees of the
“Internet sites” case and said, “In order to correct the misunderstanding of
some colleagues, | declare that a gathering in support of me is nothing more

than a deceitful attempt.” Javad Gholam Tamimi,
Editor-in-Chief of Mardum
In his letter, Tamimi identified his charges as spying and treachery and said: Salari newspaper and a

member of Journalists Union

“The mistakes | made during the past several years as a result of being misled
by certain individuals have ultimately led me to commit crimes against the
security of the nation. These crimes included dealing with, receiving money from and collaborating with
the military attaché of a foreign embassy. In the course of forging these unlawful and illegitimate ties, |
handed over documents and evidence which were requested by the military attaché.”

In his letter, Tamimi has apologized to the Iranian nation for his actions. In addressing Mazrui and the
Journalists Union, Tamimi wrote: “l express my disgust at you and your union for attempting to take
advantage of my name, and call for the prosecution of those individuals who seek to disrupt society in the
name of protecting a criminal.”

In his letter, the detained journalist added: “If I had committed these crimes in any other nation, | would
have been sentenced to death or life imprisonment. Yet instead of punishing me, the [benevolent] actions
of the Islamic Republic, those in charge of my case, and prison officials have made me ashamed of [what
I have done].

Tamimi wrote that he had never spent any time in solitary confinement and considered such reports to be
mere speculation.

In his letter to Rajabali Mazrui, the detainee reminded Mazrui that “we have, on numerous occasions,
recited the rejuvenating Kumayl prayer while in prison — your son (Hanif Mazrui) was one of those
reciting this prayer.”

In another part of his letter, Tamimi indicated: “A while ago, a reporter from one of the news outlets who
carried a message from you (Mazrui) and one of your colleagues urged me to say that | had spent time in
solitary confinement and suffered psychological torture. But | refused because | could not disregard the
most humanitarian and moral values, and shun the truth in an effort to damage the institutions of the
Islamic regime.”

Gholam Tamimi also noted that prison officials treated him with kindness and worked with him so that he
could rehabilitate himself.
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Tamimi also wrote, “I don’t know what to do in response to all this kindness bestowed upon me by
regime officials.” At the end of his letter he addressed the Iranian nation and insisted: “The honorable
nation of Iran must know that | have no affiliation with these wayward unions (Journalists Union) and do
not need the support of anyone but Almighty God and regime officials. | only request that each of them
forgive me for my transgressions.”

Fifteen of the Accused in the Internet Sites Case Released on Bail

The supervisor of the Special Prosecutor of District 9 (Airport) announced that 15 of those accused in
connection with the Internet websites case have been temporarily released on bail. In an interview with
the Central News Unit, Saberi Zafargandi said that about two months ago, complaints were filed by a
private complainant and the Ministry of Communication Innovation and Technology. A case file was
established and indictments were issued for about 17 of the accused in the Airport prosecutor’s office.

He explained: “After discovering certain shortcomings in the case file, and the type of crimes listed in the
indictment, it was determined that these matters should be returned to the relevant branch and
accompanied with documentation and evidence.”

He added: “Seventeen people were charged in relation to the Internet sites case file, and that two
additional suspects were being held in temporary detention — Mr. Javad Gholam Tamimi because there
was a need to conduct more investigation, and Ms. Fatimah Ghazi because she has not yet posted bail.”

It should be noted that prior to their arrests these individuals acknowledged, in interviews conducted with
the media, that they had engaged in political and propaganda activities for several years, [and that these
actions were] aimed at tainting the regime’s image, instigating public dissatisfaction and creating
confusion amongst the masses through articles and reports published on personal blogs and sites such as
“Gooya,” “Iran Emrooz” and “Rooydad Emrooz.”

These sites were connected to the Islamic Iran Participation Front.
Interview with One of the Accused

During his transfer from Special Prosecutor of District 9 (Airport) to Evin Prison, Javad Gholam Tamimi,
one of the accused in the Internet sites case said: “I wanted to join the radical reformers and play the role
of the opposition.”

In an interview with the Central News Unit, he said, “In 2000, along with Mr. Sazegara, Mr. Sa’id Haqqi,
and Mr. Sholeh Sa’di, we formed the [United] Republican Party so that we could take a share of the
government’s power. From this point onward, my press and political activities became intertwined.”

He considered the case of the accused to have two distinct faces; one involved the secular and republican
forces, and the other, the radical reformists, both of whom had engaged in a media war against the regime.

Tamimi said, “When Mohsen Sazegara introduced me to Sa’id Haqqgi at Mellat (newspaper), we
collaborated with each other at this newspaper (and later at Mardom Salari) in an effort to taint and
destroy the regime’s image.”

With regard to his other covert activities, Tamimi referred to manipulation of the media during Sazegara’s
imprisonment through the [United] Republican Party and the newspaper Mardom Salari, [both of which]
suggested that there was an absence of freedom in the country.

Tamimi said, “When the representatives of the Sixth Majlis protested, | spoke to Setareh Derakhshan of
Voice of America and said that the actions of the reformists were not enough. When Zahra Kazemi passed
away and events unfolded in the universities, | meticulously and artfully wrote many reports in order to
put more pressure on the regime.”
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This accused added, “Sa’id Haqqi, Sazegara and Sholeh Sa’di played an active role in creating a media
war regarding the aforementioned issues, and | was their pawn in the war they waged against the regime
of the Islamic Republic.”

In response to the question of whether such acts were premeditated, Tamimi acknowledged, “In the
incident of Zahra Kazemi’s death, a meeting was formed along with members of the [United] Republicans
Party in which Sa’id Haqgi decided to write an article titled Mourning for Estefan (Zahra Kazemi’s son),
in which he aggressively accused the Judiciary.”

He said, “Under the supervision of progressive folks such as Tajzadeh and Behzad Nabavi, we attempted
to publish articles condemning the regime on Internet websites because it was less likely that the
newspapers, which were more cautious, would publish them.”
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Appendix 4

Bazkhaniyih Parvandihyih Mojtaba Saminejad
Tavasut-1 Vakil-i U, Mohammad Seifzadeh [A
Review of Mojtaba Saminejad’s Case by his
Attorney, Mohammad Seifzadeh] (Source:
ROOZONLINE), [SEPTEMBER 22, 2005]

(Followed by Translation)
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Thursday, September 22, 2005

A Review of Mojtaba Saminejad’s Case by his Attorney, Mohammad Seifzadeh (Source:
Roozonline)

Mr. Mojtaba Saminejad, blogger and student, was arrested in his house on October 31, 2004 by four
officers of Tehran’s Public Prosecutor’s Office. His computer case and several of his books and writings
were seized and transferred to prison. He spent 88 days in solitary confinement, during which time he was
also interrogated. According to a statement he provided in the provincial criminal court, he was tortured
and suffered greatly until he was finally released on January 27, 2005 after posting 50 million toman in
bail. He was told that he would again be arrested if visited the homes of Mrs. Ebadi or Seifzadeh!

Despite this, he came to my office immediately after his release (with a letter addressed to the Human
Rights Defenders) and requested that | represent him. He was telephonically summoned on February 1,
2005 and charged with the following:

1- Insulting Imam Khomeini and the Supreme Leader (Article 514);

2- Attempts against national security by way of propaganda against the regime (in the form of
spreading rumors and publishing lies) (Article 500);

3- Insulting the sanctities of Islam and disrespecting the laws of Islam (Article 513);
4- Publishing lies and disturbing the public mind;

5- Engaging in an illicit relationship and promoting prostitution and corruption (none of these
aforementioned charges are related to the legal definitions, especially in light of the fact that the
new charges were communicated three months after the arrest — proof that they were fabricated).
He was kept in detention after his bail was increased to 150 million, and remains there to this day.

After the disgraceful and illegal activities of officials linked to Tehran’s Public Prosecutor’s Office, Mr.
Shahroudi created a three-member committee and seized the case files from the prosecutor’s office. After
this, all the bloggers were released. | took the attorney retainer to the Ershad complex next to the Second
Branch of the Investigator’s Office. He told me to take it to Judge Mogaddas, the person in charge of the
complex. | asked him what this had to do with [Mogaddas], and [reminded him that he was the branch
investigator and could not legally reject the retention letter. He told me not to argue with him and to go
see [Judge Mogaddas]. I didn’t have a choice, so | went to see him. He came out of his office with several
people. [When he saw me] he told me | was under arrest. | said according to what law — if | have
committed a crime, | will review it. | also told him that he apparently doesn’t recognize Articles 36 of the
Constitution and Article 2 of the Islamic Penal Code, which require punishment in accordance with the
law. [He said] you can say [whatever you want]. Then he informed me that | was under arrest, and
ordered one of the officers to arrest me. | was in detention for a while, after which | was released. We
transferred the case file to my colleague, Mr. Fereydoun Shami. The pressure to remove me as the
attorney on the case increased, but Mr. Saminejad resisted. | spoke to his family — they weren’t buckling
under the pressure. Mojtaba would also call me from prison and insist that | continue to represent him.

In an effort to put more pressure and harass my client, they fabricated the following charges:

1- Apostasy: Due to the lack of jurisdiction, the case was sent to Branch 78 of the provincial
criminal court. The Chief Judge of the branch, who was a learned, humane and enlightened cleric
rejected the case and noted that in the first instance, there is no crime of apostasy pursuant to
[Article 36 of the] Constitution and the Islamic Penal Code, which provides the legal definition
for crimes and punishment. He then indicated that if [the Prosecutor’s Office] wishes to
investigate the matter they must issue a charge sheet and transfer the case to a competent court.
(Judge Mogaddas and his crew didn’t know this basic fact — a fact that even a first-year law
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student should know. Or perhaps they did know and didn’t care to uphold it, which is even
worse.) The case was sent back to the Branch 2 Investigations office. Judge Mogaddas went to
work again. Without the presence of the client and his attorneys, he amended the line that
previously included the explanation of the charges and added the charge of “insulting the
prophet” in parentheses. He then prepared a new indictment and requested punishment for my
client in accordance with Article 513 of the Islamic Penal Code. It should be noted that the
punishment for apostasy (pursuant to Shari’a law) and insulting the prophet (according to Islamic
law), if proven, is death. Docket Number 83.6 was prepared in Branch 78 and scheduled to be
heard at 10 a.m. on June 21, 2005. We appeared in court on time, but the proceedings were
delayed because in death penalty cases five judges must be present [before the court convenes].

When we entered the court, we noticed that in addition to the Prosecutor’s representative,
Mogaddas (who was Mortazavi’s deputy) was also present. He was carrying a file, and sat in the
corner. His attendance was illegal in light of the representative’s presence. | objected, but was
overruled. The Prosecutor’s representative defended the indictment. The charge, which carried
the death penalty, was not founded on any acceptable laws or evidence. In addition to this,
Mojtaba was brought in a few minutes before the proceedings began in handcuffs and chains. We
complained. The judge addressed the officer and asked, “What is this about? Unchain him.”
Mogaddas explained that the Law Enforcement Forces [LEF] had failed to listen to them. He said
they had told the LEF that [chaining the defendant] was illegal, but that the LEF had refused to
obey the order. | said, “Woe unto the society in which the police fail to abide by the prosecutor’s
orders.” | was sure he was lying.

In any case, the chains were removed from Mojtaba’s hands and feet, and the trial continued. The
judge addressed the Prosecutor’s representative and said, “You have requested execution for the
accused based on the charge of [insulting the prophet]—can you explain what ‘insulting the
prophet” means? The Prosecutor’s representative and judge Mogaddas were not expecting such a
question. Two advisors came to their rescue and argued that the court does not have the right to
ask such a question from the Prosecutor’s representative. But the Judge was dead set on his
question, so the Prosecutor’s representative put together some unconvincing arguments and
presented them to the court. He said that Article 513 of the Islamic Penal Code was meant to
address insults to the twelfth Imam. A religious and theoretical debate ensued. | requested that the
Judge ask the [Prosecutor’s representative] to provide a list of insulting terms, along with
examples. This really upset and angered judge Mogaddas and the Prosecutor’s representative.
Judge Mogaddas stood up and left the court, slamming the door behind him. After some
discussion, the court adjourned at 4 p.m. and Mojtaba was taken away. The next appointment was
set for Wednesday, August 23, 2005; the date was communicated to all the court officers. On
Wednesday, very little time was set aside for investigation, and a new appointment was set for
Thursday August 24, 2005. The court officers contacted the prison and told them not to bring
Saminejad to court on Thursday, so a new time was set for Saturday, August 26, 2005.

It was time for the defense team [to present]. | got up and gave the court a detailed description of
the illegal and un-Islamic activities of the Prosecutor’s Office, while referring to relevant articles
in the Constitution, Code of Criminal Procedure, and the Citizen Rights Law. During my
discussion regarding the Constitution and the Universal Declaration of Human Rights, | was
repeatedly interrupted by the objections of the advisors. The judge dismissed them. Finally three
of the advisors objected [again] to my defense, at which point | forcefully reminded [the court]
that the state is requesting that a man be put to death, and I can’t even defend him freely and
effectively!

The judge showed concern and asked, “Mr. Seifzadeh — why are you upset?!” | responded: “Sir,
this court is considering the life or death of an individual. How can we witness so much cruelty
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and oppression and remain silent?” The Prosecutor’s representative [interrupted and] said that |
was giving a political sermon. | responded by saying that it was unfortunate that in his opinion
my reliance on the Constitution, the Code of Criminal Procedure, and the Universal Declaration
of Human Rights amounted to a political sermon. The Prosecutor’s representative then said that
my client not only insulted the twelfth Imam, but also denied his existence. | asked him to
provide us with an example, and instead he came up with a poem. Then he presented to the court
a passage from my client’s weblog, which included a quote from an article entitled Twelfth Imam,
What do you Want to Do Upon Your Return? [The article had been] written by another writer and
was critiqued by my client. The judge turned to the Prosecutor’s representative and said, “Sir, so
what you are saying is that he insulted the Twelfth Imam and denied his existence despite the fact
that millions of Sunni Muslims don’t believe in the Twelfth Imam? Are these [Muslims]
apostates? Have they insulted the Prophet? Should they be executed?” He then pointed out that
the indictment only mentioned the charge of “insulting the prophet,” and that the charge of
apostasy had already been rejected.

[In response], the Prosecutor’s representative started making strange contradictory statements. |
finished my defense. Mr. Shami, my respectful colleague, satisfactorily explained the Shari’a
bases for “insulting the prophet” and apostasy and the defense rested its case. The Prosecutor’s
representative asked for extra time and delivered a fervent speech attacking me. | asked for
permission to respond. The Judge was in agreement, but the advisors objected. | said: “Judge!
The Prosecutor’s representative has made false and inaccurate statements to this court. | must
respond to these allegations in the name of Justice and the Rule of Law.” | also reminded him that
the Prosecutor’s representative should not have been allowed to speak after the defense rested its
case. And that in light of the fact that such permission had been granted, and in the interest of
fairness and impartiality, | should be allowed to respond. My request was denied. The court
prepared to hear closing arguments. | prepared for my closing statement and positioned myself
behind the table. The advisors objected [again]!

The Judge agreed. Based on the consensus reached among the advisors, they allowed only one of
the attorneys or the client to speak. They left us no choice, so we thought it best if Mojtaba
addressed the court. Mojtaba provided a detailed account to the court involving his receiving an
important award for successful understanding and analysis of the Nahj’ul balaghih. He then
revealed the unlawful and illegitimate actions of the investigator, judge Mogaddas and the
interrogators. The court took notice. A motion was quickly drafted, the statements of the
Prosecutor’s representative were addressed, and we requested our client’s acquittal in accordance
with to the [rule of] law. The court adjourned, and after a few days issued its judgment acquitting
our client of the charge of “insulting the prophet.” After the proceedings ended and before the
judgment was issued, one of the court advisors summoned me. He said | was one of the learned
judges and notable lawyers in this country — how could I allow such things to be discussed in
court? He said | could have simply brought my client to court, asked him to repent and the whole
thing would have been resolved. [I responded] that my responsibility is the defense of my client’s
rights, and that |1 would not cooperate with law-breaking officers and judges. He said things
would have been simpler for us [had we chosen a different path]. | told him to put his conscience
on trial, and judge based on God, the rule of law and justice. Then I left the court. According to
Judgment No. 9, dated July 3, 2005, in case file 83.6, the judgment acquitting the defendant was
issued based on the defense provided by his lawyers, Mojtaba Saminejad [’s own testimony] and
the rule of law. The court was of the opinion that Mojtaba Saminejad must be released because he
was acquitted of the charge of “insulting the prophet,” the apostasy charge was dismissed, and he
was acquitted of the charge of attempts against the national security. In order to release him
immediately, his acquittal order was sent to the Ershad Prosecution Office. This angered the
investigator and judge Mogaddas, partly because Saminejad had spoken of his torture while in
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court. [They decided that] he had to be punished further, so he was not actually released. To this
day our efforts [to secure his freedom] have been unsuccessful.

Insulting the Supreme Leader and attempts against the national security: The second case file that
was fabricated for Saminejad and sent to Branch 13 of the Islamic Revolutionary Court was the
one involving insulting the Supreme Leader and actions against the national security. An
indictment to this effect was issued against Mojtaba Saminejad by judge Mogaddas and sent to
the aforementioned office. It was registered in that branch under Docket No. d/ta/83/7515. The
proceedings were scheduled for 9 a.m. on April 22, 2005. Because of my belief that, pursuant to
articles 159 and 172, the Revolutionary Courts were illegal from the time of the Constitution’s
ratification in 1979, my respectable colleague Mr. Shami took on the responsibility of defending
the client in the aforementioned branch. As before, they brought the client in with handcuffs and
chains. A few of his interrogators were also present in court (so as to prevent a legitimate defense
by the attorney and client). My respectable colleague objected, but his concerns were not
addressed.

Finally, according to judgment No. 70, dated May 22, 2005, the client was sentenced to the
maximum penalty of two years’ imprisonment for the charge of insulting the founder of the
Islamic Republic of Iran. This was done without the slightest reliance on legitimate evidence, and
pursuant to Article 514 of the Islamic Penal Code. He was acquitted of the charge of attempting
to disrupt the national security. Following an appeal of the issued judgment, the case was tried in
Branch 36 of the Appeals Court of Tehran Province (which is located in the Revolutionary Court
building). The Docket No. was 84.418. In accordance with judgment no. 573, the verdict of
Branch 13 of the Public Court of Tehran was affirmed without any reference to the [alleged]
insulting words [used by my client]. This was done in contravention of the law of inquiry
regarding insulting words or defamation. (According to criminal law, insulting and offensive
words are defined in reference to terminology that is clear or apparent, or the commission of acts
which, in light of social customs and time, place and personal restrictions, lead to the silencing or
defaming of others. If such words do not exist, there can be no [charge] of insult.) As a result, the
[lower court’s] ruling was affirmed and the client was sentenced to two years’ definite term. It is
believed that the court affirmed the maximum allowable term of imprisonment in part because
one of the officials from the Prosecutor’s Office referred to the interviews | had conducted in
connection to Saminejad’s [case], and requested that my client be dealt with severely.

The charges related to engaging in an illicit affair, promoting corruption and prostitution, and
causing confusion amongst the masses were related to articles 673, 639 and 698 of the Islamic
Penal Code. The indictment against my client was prepared by judge Mogaddas and sent for
processing to Branch 1084 of the Public Criminal Court of Tehran, located in the Ershad
Complex (where judge Mogaddas is stationed). The first and second charges were based on
family photos taken from the defendant’s house. The female members of the client’s family were
summoned to court in an attempt to extract forced confessions from them against Mojtaba. The
actions of judge Mogaddas and Branch 2 of Investigations violated Shari’a law and morality, and
clearly breached articles 1, 3, 4, 6, 8, and 11 of the Citizen Rights Law. It is noteworthy that the
court refused to pay any attention to the illegal activities of the Prosecutor’s Office, and in a
speedy trial (which at first it intended to convene without the presence of the client) Saminejad
was fined for the first crime, acquitted of the second crime and sentenced to 10 months
imprisonment for the third. Notwithstanding his acquittal on the charges of apostasy, insulting the
prophet, attempts against the national security and promoting prostitution, and despite the rule of
law, this court was unwilling to reduce the amount of bail and order the release of my client.
Instead, [it opted to] continue applying pressure on him.
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A few interesting points:

1-

Mojtaba Saminejad’s charges were based on [the content] on his weblog. The blog’s password
was taken from him by force after he was arrested and the content was manipulated in order to
fabricate charges against him. In all three courts, the technical aspect of the situation was
analyzed and it was established that a blog is a person’s private journal, and with a password the
content of the blog may be accessed and observed. Without the password, it would have been
impossible to access those articles. Therefore, since all the aforementioned “crimes” occurred
inside the blog, the actual crime — which is publishing and disseminating — never took place and
the accused should not have been prosecuted. This matter was not paid any attention to in
Branches 13 and 1084 of the lower courts and Branches 1084 and 36 of the appeals court. But
Branch 78 accepted this defense — that it was only after the Prosecutor’s Office gained access to
the articles’ password that Mojtaba Saminejad’s blog came under review, and was altered and
tampered with.

In all the trials, judge Mogaddas would present an interrogator in court, claiming that he was an
expert. In addition to acting as the Prosecutor’s representative, this person also testified against
the accused. This matter was objected by the [defense] attorneys because it upset the balance and
impartiality of the trial in favor of the Prosecutor’s Office, but the courts rejected this argument.
However, due to the [attorneys’] objections, Branch 78 of the Provincial Criminal Court did not
allow [the interrogator] to speak, although he was allowed to be present in court.

Despite the fact that it has been years since 1’ve expected the Judiciary to administer justice and
follow the rule of law, | will appeal the two convictions of my client to the Discernment
Committee and the Appeal Court of Tehran Province in accordance with my client’s wishes and
rights.

For a while now [we have had to deal with] the terrible reality of [attempted] assassinations of
judges in this society. This matter has caused people great worry. While | am writing these lines,
there was an unsuccessful attempt on the life of the Chief Judge of the Malarad Court. We hope
that the Judiciary acts effectively, and without creating havoc clarifies the motivations behind
these assassinations and reports [its findings] to the nation. And that those responsible for such
revolting acts are revealed to the people without the involvement of political dishonesty.

As someone who has served in prosecution and investigative posts for many years and has
investigated and unlocked the secrets of thousands of criminal cases, | believe that these
assassinations are not linked to a particular political agenda, but are based on personal vendettas.
In this regard, it is perhaps useful to pay adequate attention to the defense of Mojtaba in light of
his honest and decent past. Judge Mogaddas has exhibited a very harsh and tough attitude toward
those who enter his office, and has refused to pay any attention to fundamental rights according to
the rule of law and Shari’a law. His life has now been cut short, and he must answer for his
actions in the presence of God, as He has said:

“On the day, we will seal their mouths and their hands will talk and their feet would bear witness
to what they have done.” [Surah Yasin, Ayih 65]

When he looked closer, he saw his own feather on it
He said, of whom shall | complain, as what is done unto us comes from us.

Today, the Judiciary’s decision to arm the prosecutors will not only irreparably damage the grace
and authority of the Judiciary, but will take the Judiciary to the point of no return. Judges are
simply not informed regarding the proper use of arms pursuant to the relevant procedural code
and will likely shoot as soon as they detect the slightest evidence of foul play. If, God forbid, this
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leads to even a nosebleed, the Judiciary will face widespread condemnation. The only solution to
this is the complete protection of the judges by the LEF. And these judges must have respect for
the law, the moral code and the principles of justice. They must employ the everlasting weapons
of forbearance, knowledge and law instead of relying on the ineffective weapons of anger [and
revenge].
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Look for the following forthcoming IHRDC Reports:

» The Islamic Republic’s systematic cleansing of its prisons during the 1988 prison
massacres, which resulted in the summary execution of thousands of the regime’s political
prisoners.
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Omidreza Mirsayafi, a cultural blogger who occa-
sionally delved into satire, was arrested on April 22,
2008 and tried on November 2, 2008. He was con-
victed of insulting the country’s leaders and spread-
ing propaganda against the state, and sentenced to
two and a half years’ imprisonment. He died in Evin
Prison on March 18, 2009, because he was no
longer able to cope with conditions in prison and
due to lack of medical attention.

90



	Binder1.pdf
	cover sheet
	Ctrl+Alt+Delete -- for printing.pdf
	Appendices
	1. CAD - Appendices Cover Sheet.pdf
	2. CAD - Appendices Table of Contents
	3- CAD - Cover For Appendix 1 - Mazrui
	4- Letter of RA Mazroui to Khatami - dated 11-24-2004
	5- Mazrui Letter to Khatami - Translation
	6- CAD - Cover For Appendix 2 - Spider House
	7- Spiderhouse article by Kayhan - 9-29-2004
	8- Kayhan_Newspaper - Spider_House - Translation
	9- CAD - Cover For Appendix 3 - Tamimi
	10- Confessions of someone accused in relation to the internet sites - 3-28-2005
	11- Confessions of someone accused in relation to the internet sites - 3-28-2005 - Translation
	12- CAD - Cover For Appendix 4 - Seifzadeh
	13- saifzadeh
	14- Saifzadeh's rereading of casefile - Translation


	Doc10
	Doc10



