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ABSTRACT ARTICLE HISTORY

The term compliance essentially refers to ensuring that business Received 18 March 2020
processes, operations and practices conform to an agreed set of ~ Accepted 1 December 2020
rules. Such rules can influence both business processes and com- KEYWORDS

ponents of an information technology (IT) architecture, resulting in Business process;
relationships between (1) compliance requirements, (2) process compliance; change;
elements and (3) IT components. Whenever one element of these decision support system;
three classes is changed, e.g. when outsourcing decisions are made, decision support approach;
a relationship analysis becomes necessary in order to identify IT architecture
demanding and violated compliance requirements. Since a manual

relationship analysis is a complicated and elaborate task, the paper

at hand presents methods to 1) automatically identify potential

compliance violations in the context of changes and 2) automati-

cally propose process adaptions for maintaining or re-establishing

compliance. The methods are implemented as a software artefact,

evaluated as useful in the context of an expert survey and contri-

bute to the support of process adaptation decisions for maintaining

compliance following changes.

1. Introduction

Business process compliance refers to the modelling and execution of business processes
in accordance with regulatory requirements (Governatori & Sadiq, 2009). In an age of
increasingly digitised business activities or even completely digital business processes,
a great number of companies are confronted with increasing compliance requirements
originating from the IT environment, and these regulations are both laborious and costly
(Becker et al., 2016; Sackmann et al., 2018). To keep the effect of compliance on business
activities minimal and to avoid a negative impact on profitability, compliance violations
have to be prevented, especially in digital business fields that are characterised by
frequent changes (Sackmann et al., 2018). However, the prevention of such violations is
only possible if the dependencies between compliance requirements, business processes
and IT components are known and can be continuously analysed.

A compliance requirement is a constraint or assertion that prescribes a desired result or
purpose to be achieved by incorporating actions or control procedures in processes
(Turetken et al., 2011). Compliance requirements not only place demands on business
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processes, but also on components of information technology (IT) architecture, such as
data protection and information security laws addressing the operation of software and/
or hardware (Committee of Sponsoring Organizations of the Treadway Commission, 2012;
Knackstedt et al., 2013; Sadiq et al., 2007; The Institut der Wirtschaftsprifer in Deutschland
e.V. [Institute of Public Auditors in Germany, Incorporated Association], 2002b).

Compliance requirements imposed on an IT infrastructure have at the least an
indirect influence on business processes if an IT component is a prerequisite for process
execution, as is the case with non-manual process activities. Consequently, there are
direct and indirect dependencies between compliance requirements, IT components
and process activities. Each of them require consideration as part of a comprehensive
management of business process compliance. Outsourcing decisions, business process
re-engineering, new technologies and many other factors can lead to changing com-
pliance requirements, business activities, or IT components (Fdhila et al., 2015; Rudzajs &
Buksa, 2011).

In dynamic markets, the rapid adaption of business activities and processes to such
changes is seen as a competitive advantage (Rinderle et al., 2004). Thus, the fast detection
of demanding compliance requirements (prior to a compliance breach) and violated
compliance requirements (subsequent to a compliance breach) as well as the related
adaption of business processes for maintaining compliance are important tasks
(Sackmann & Kittel, 2015). However, due to the steadily rising level of regulation and
increasingly complex business process models and IT architectures, this is becoming
a challenging and time-consuming manual task (Elgammal et al., 2010; Ghanavati et al.,
2009). In this context, IT support and automation open up the potential for time and cost
savings.

There is already a body of literature, which provides a range of approaches that allow
for querying the relationships between compliance requirements and business processes,
compliance requirements and IT components as well as interrelated requirements (e.g.
(Fdhila et al., 2012; Rudzajs & Buksa, 2011)). However, an analysis of these relationships is
a prerequisite for the identification of demanding and violated compliance requirements.
It is also necessary for process adaptations in order to maintain or re-establish business
process compliance. To the best of our knowledge, so far there is no approach that allows
for a comprehensive and automatic analysis of all direct and transitive relationships as
well as subsequent process adaptation proposals.

Consequently, the goal of this research is a decision support approach that allows for
identifying demanding and violated compliance requirements by means of design-time
information, and for maintaining compliance despite changes in process activities, IT
components, or regulations. In this study, we focus on the compliance change patterns
‘replace’ and ‘delete’, as their impact on compliance can be determined based on
information from the underlying design-time models, i.e. previously modelled dependen-
cies between compliance requirements, business processes, and IT components. In order
to reach that goal, we raise the following research questions (RQ):

¢ RQ1: How to automatically determine compliance requirements and compliance
violations by replacing or deleting business activities, IT components, or regulations?

e RQ2: How to automatically generate proposals for compliant business process
models at design time?
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To investigate the research questions, we apply the well-known design science
research methodology proposed by (Peffers et al., 2006). In this study, we bring together
models and methods to recommend compliant business processes based on integrating
previously modelled alternative compliance processes of organisations. In addition, we
demonstrate our artefacts in a proof-of-concept implementation called BCIT, which helps
to eliminate potential naming ambiguities when integrating compliance processes into
business processes. Finally, we evaluate our artefacts using a case study.

The paper is structured as follows: In Section 2, we introduce required preliminaries and
present a motivating example. In Section 3, we present the related work and briefly describe
the extent to which the related work is able to implement the motivation example. Section 4
addressed our applied research method, and Section 5, introduces a method that allows an
automatic identification of demanding and violated compliance requirements triggered by
changes. In Section 6, we introduce a method that allows for the automatic suggestion of
business process adaptations to maintain or re-establish compliance subsequent to
a compliance violation. Section 7 provides evaluation episodes of this research project
and presents a case study based on which domain experts evaluated the perceived useful-
ness of our approaches. After discussing the implications of this contribution for research
and practice in Section 8, we conclude the paper in Section 9.

2. Theoretical background
2.1. Theories

From a broader perspective, compliance is about unambiguously ensuring conformance
to a set of prescribed and/or agreed upon requirements (Turetken et al., 2011). In this
context, a compliance requirement is a constraint or assertion that prescribes a desired
result or purpose that derives from a compliance source, such as a regulation, legislation
or law (Turetken et al., 2011). As previously stated out, compliance requirements may
place demands on business processes and/or information technology (IT).

The execution of business processes in adherence to applicable compliance require-
ments is called business process compliance (BPC) (Governatori & Sadig, 2009). The
operation of IT in adherence to applicable compliance requirements such as COSO
(Committee of Sponsoring Organizations of the Treadway Commission, 2012) and
COBIT (ISACA, 2013) is called IT compliance. From a business process management
perspective, business process cannot be viewed separately from IT (Weske, 2019).
Therefore, compliance requirements for IT must also considered. In this context, this
includes BPC and IT compliance. In the following, we will only use the terms ‘compliance’
and ‘compliance requirement’ regardless of whether the core concept is BPC or IT
compliance.

2.2. Interrelations between compliance, business processes and IT Components

Figure 1 shows our compliance meta-model which illustrates the relations between
business activities, IT components, compliance requirements and other elements to
which we refer throughout the paper.
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Figure 1. Compliance meta-model (based on (Seyffarth et al., 2016; 2017a)).

For reasons of simplicity, we refer to a single element within an IT architecture as an IT
component and we do not distinguish between different types of IT components, which
can be e.g. application services, application components or network devices such as
special types of hardware (Winter & Fischer, 2006).

Various approaches check or ensure BPC. As an example, BPC can be checked after
process execution by analysing log files (e.g. (El Kharbili et al., 2008)) or ensured at the
design time of business processes, e.g. during modelling. A possible solution to ensure
BPC at the design time of the business processes is the separate modelling of so-called
compliance processes and its integration into business process models. In this context,
a compliance process is defined as an independent process (part) consisting of at least
one compliance-related activity that satisfies a compliance requirement (Seyffarth et al.,
2017a). Whenever a business process activity is affected by a compliance requirement,
a corresponding compliance process can be integrated in the business process
(Sackmann & Kittel, 2015; Schumm et al., 2010a). Further, a compliance requirement can
be satisfied by numerous alternative compliance processes. These can differ in a number
of properties such as the kind of conditions to be verified, further necessary requirements
for execution, and the type of execution (Seyffarth et al., 2017a).

The idea of separating compliance and business processes corresponds to a special
kind of process modularisation which has the potential for reusing compliance processes
or compliant process fragments to meet compliance requirements in various business
processes (Schumm et al., 2010a). It is based on the assumption that the amount of
business and compliance activities are disjointed, i.e. that an activity meets either
a business or a compliance objective. If the pursuit of a compliance goal serves only
value generation, it becomes difficult to distinguish between compliance and business
activities. This might be the case when complying with requirements constitutes the
unique selling proposition of a product or service. However, our approach focuses on
cases where modularisation is possible.

2.3. Example model

Figure 2 shows a simplified purchase to pay process, which is modelled as a Business
Process Model and Notation (BPMN) model, including perspectives on compliance
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Figure 2. Simplified purchase to pay process (based on (Frank et al., 2009; Namiri & Stojanovic, 2007;
Seyffarth et al., 2018; 2019)).

requirements, a business process, a compliance process, and IT components. We are
aware that the process might be overly simplified for any real scenario; however, the
goal of the example model is to explain our methods that also works for more realistic and
complex processes. Further explanations are based on this example.

In the example, some activities are supported by IT components that are modelled
as triangles. On the one hand, we assume that the material management module of
an enterprise resource planning system (ERP MM) is a prerequisite for the compliance
process ‘check invoice’. On the other hand, a financial module of an ERP system (ERP
Fl) is a prerequisite for the activities ‘create payment order’ and ‘execute payment'.

In addition, some business activities and IT components are affected by compliance
requirements. In the example, the requirement ‘legal obligation to keep records’ obliges
German merchants to do accounting. According to IDW RS FAIT 1, this requirement is also
related to the proper operation of IT that supports accounting activities (The Institut der
Wirtschaftsprifer in Deutschland e.V. [Institute of Public Auditors in Germany,
Incorporated Association], 2002a). In this particular case, the compliance requirements
‘physical access’ and ‘logical access’ are prerequisites of ‘legal obligation to keep records'.
The compliance requirement ‘physical access’ requires a regulated access to physical IT
components while ‘logical access’ requires the identification and authentication of the
users of an application (The Institut der Wirtschaftsprifer in Deutschland e.V. [Institute of
Public Auditors in Germany, Incorporated Association], 2002a). For simplification pur-
poses, the compliance requirement ‘logical access’ only places demands to the IT com-
ponent ‘ERP MM'. Furthermore, the compliance process ‘check invoice’ satisfies the
requirement ‘internal payments policy’, which specifies additional requirements that are
necessary for the payment of invoices.
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2.4. Formal definitions

Formal graph theory is widely used to model interrelations between elements (Heckel &
Taentzer, 2020). This is also applied to business process models (Weske, 2019), IT archi-
tecture models (Dreyfus & lyer, 2006), and compliance requirements (Sillaber & Breu,
2012). Following the compliance meta-model presented in Section 2.2 and (Seyffarth
et al,, 2018), we introduce several definitions to formally define relationships between
compliance requirements, business processes, compliance processes and IT components.

Definition 1 (Compliance Requirement Graph). A compliance requirement graph is
a directed graph CRG = (NC ECRG) " where: NF¢ is a nonempty finite set of nodes
representing compliance requirements and ER¢ C NRGxNCRC is a set of directed edges
between nodes. An edge e[ is considered to be directed from nf*° to nc.

Definition 2 (Business Process Graph). A business process graph PG is a 3-tupel
PG = (NP°,EP®, c_type), where: N°°=BAUCAUC is a set of nodes in PG that follow
common execution semantics. BA is a set of business activities and CA is a set of compliance
activities, where: BA N CA =(). C is a set of coordinating nodes and E°° C NP°xNC is a set of
directed edges between nodes representing a control flow such that (N°CEPC) is
a connected process graph. An edge e/} is considered to be directed from nf® to n/. The
function c_type : C — {start, end, intermediate, split, synchronize, choice, merge} assigns
a coordinator type to each coordinating node of PG.

Definition 3 (Compliance Process Graph). A compliance process graph is a subgraph of
PG and a 3-tupel CP= (NP E c_type) if N C CAUCand E® C Ef°.

Definition 4 (IT Architecture Graph). We define an IT architecture as a directed graph
ITG = (N6 E'T%) where N''® is a nonempty finite set of nodes representing IT components
and £ C N°xN'is a set of directed edges between nodes. An edge €]’° is considered to
be directed from n’® to nj’°.

Definition 5 (Integrated Compliance Graph). In order to integrate the elements of the
aforementioned models into one model, we define an integrated graph, which includes
compliance requirements, a business process with integrated compliance processes and
IT components (Seyffarth et al., 2018). The connection of elements of the different graph
types is based on the set of directed edges £°". An edge e{?" is considered to be directed
from nf° to n/(TG, nf® to njCRG, ni’® to nfG, neké to anG, or nf¢ to nj’.TG. In consequence,
a directed integrated compliance graph G is a 4-tupel G = (N, EC, n_identify, n_type),
where: N¢ = NRG UV N is a nonempty finite set of nodes, E¢ = ERG U UE™ LUE™ s
a set of directed edges between nodes with E¢ C N°xN°. The function n_identify(n?)

assigns an unique identificator (id) to each node nf. The node type of n¢ is specified by
the function

BusinessActivity : n® € BA
ComplianceActivity : nf € CA
n_type(nf) = CoordinatingNode : n® € C
ITComponent : n® € ITG
ComplianceRequirement : n? € CRG
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For a practical implementation of the generation of the integrated compliance graph
G, the process model, the IT architecture model and the compliance model must be
available in machine-readable form (Seyffarth et al., 2018; Seyffarth & Raschke, 2018).
Given that processes are available, e.g. in BPMN 2.0, IT architectures, e.g. in TOGAF Open
Exchange, and compliance requirements, e.g. XML-based legal texts, the models are
automatically parsed and converted into corresponding nodes and edges in a first step.
To realise an instance of the integrated graph G, connections between the different model
types are defined manually in a second step.

3. Related work
3.1. Method

We conducted two structured literature reviews (Sackmann et al., 2018; Seyffarth et al.,
2017b) in order to analyse related work. We followed the method proposed by (Vom
Brocke et al., 2009). Our first review focused on a broad search for approaches from the
field of business process management dealing with compliance in order to get an overall
impression of the research field. Our second review focused on an in-depth search for
approaches from the field of business process compliance dealing with changes in
processes, compliance requirements and IT components. In the following, we highlight
the main ideas of relevant related approaches, which we categorised according to our
research questions.

3.2. Analysing the interactions

There are approaches that queries the relations between compliance requirements and
business processes, compliance requirements and IT components and interrelated
requirements. We also consider query languages against the process, as they can, for
example, also consider documents in the process model. However, none of these distin-
guishes different change patterns.

Many approaches query the relations within business process models based on pattern
matching. (Awad, 2007) presents an approach for querying specific patterns on process
graphs that are modelled using BPMN. Both (Delfmann et al., 2015) and (Gacitua-Decar &
Pahl, 2009) use graph searching techniques to realise pattern matching in in business
process models. In addition, the approach of (Delfmann et al., 2015) is a multi-model
approach, which is able to consider different model types, such as documents, organisa-
tional units, or IT components. (Gacitua-Decar & Pahl, 2009) also consider semantical
aspects. (Fellmann et al., 2011) transform business process models into ontologies and
enrich them with structural and domain representation information. However,
approaches that are based on pattern matching always require an apriori known pattern
query (Delfmann et al., 2015). Although these approaches are in principle applicable in the
given application context, they are limited to a specific set of known patterns. However,
the practice is characterised by new and constantly changing compliance requirements.
Therefore, it is of particular importance that approaches to ensure compliance in business
processes are not exclusively limited to known patterns.
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Several authors, such as (Ghanavati et al., 2009) and (Corea & Delfmann, 2017), propose
approaches for linking business processes and compliance requirements in formal mod-
els. Beyond that, (Rudzajs & Buksa, 2011) developed an approach that identifies business
activities which are affected by changes in compliance requirements. This approach is
based on a version control system for the compliance requirements. Both (Knuplesch
et al., 2015) and (Fdhila et al., 2015) discuss the impacts of changed compliance require-
ments on business processes in a cross-organisational context.

Moreover, a few authors discuss the interrelations between compliance requirements
and IT components on a conceptual level (Becker et al., 2011; Knackstedt et al., 2013).
(Becker et al., 2014) present an approach for formally modelling and querying interrela-
tions between IT components and single compliance requirements.

Only a few authors address the link between different compliance requirements.
Independently of each other, both (Elgammal et al., 2010) and (Halle, 2011) present
approaches for detecting root cause violations in rules that are formalised in linear
temporal logic.

(Koetter et al., 2014) propose a so called ‘compliance descriptor’ to model interrelations
between compliance requirements, business processes and IT components; however,
their approach cannot link compliance requirements. This work is extended in (Koetter
et al, 2016) with a graphical modelling notation for the compliance descriptor. The
approach of Koetter et al. shows a conceptual relationship to our work. However, due
to the inability to map connections between interdependent requirements and the focus
of modelling dependencies rather than graph search algorithms, we could not use their
approach as a starting point for developing our decision support system for maintaining
compliance despite changes.

3.3. Business process adaption

The literature discusses two different types of approaches for adapting business processes
automatically to ensure compliance in case changes are made to process activities or
process flows.

On the one hand, there are approaches aimed at ensuring compliance within busi-
ness processes by removing or reordering flow elements, such as gateways or activities,
e.g. (Awad et al.,, 2009; Elgammal et al., 2012). On the other hand, there are approaches
aimed at modelling and storing compliant process fragments separately from the
business process model. Each compliant process fragment serves to fulfil
a compliance requirement. The fragments can be integrated into the business process
either at design time or during run time (Sackmann & Kittel, 2015; Schumm et al.,
2010a). The separate modelling and storage of fragments offers the possibility for reuse
in different business process models. However, none of these approaches considers
explicitly the modelling of alternative compliance processes in consideration of IT
components.

3.4. Research gap

As depicted in Table 1, we summarised the related work in an author centric concept in
accordance with (Webster & Watson, 2002). On the one hand, there is a lack of a method
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Table 1. Author centric concept matrix.

Determine compliance requirements and compliance Generate compliant business
violations processes

BP BP-CR CR-IT CR-CR BP-IT-CR Reorder Separate

(Awad, 2007) X

(Gacitua-Decar & Pahl, X (X)
2009)

(Delfmann et al.,, 2015) X

(Fellmann et al., 2011) X

(Ghanavati et al., 2009) X

(Corea & Delfmann, X
2017)

(Rudzajs & Buksa, 2011) X

(Fdhila et al.,, 2015) X

(Knuplesch et al., 2015) X

(Becker et al., 2011)

(Becker et al., 2014)

(Knackstedt et al., 2013)

(Elgammal et al., 2010) X

(Halle, 2011) X

(

(

(

(

(

(

> X X<

Koetter et al., 2014) X

Koetter et al., 2016) X

Awad et al., 2009) X

Elgammal et al., 2012) X

Schumm et al., 2010a) X

Sackmann & Kittel, X
2015)

Our proposed method X X X X X (X) X

Legend ® BP: Query within Business Process

BP-CR: Query relations between Business Process and Compliance Requirement

CR-IT: Query relations between compliance requirement and IT component

CR-CR: Query relations between different compliance requirements

BP-IT-CR: Business Process, Compliance Requirement and IT component

Reorder: reorder process elements to ensure compliance

Separate: separate modelling and storing of business processes and compliant business fragments

(X): Can be done implicitly

that allows for automatically determining compliance requirements and compliance
violations when considering the change patterns of delete and replace. This is particularly
true if the underlying model includes business processes, IT components, and compliance
requirements, which in turn can be connected to each other. On the other hand, existing
methods for a business process adaption do not make a process adjustment based on the
previous analysis, and they do not consider prerequisite IT components to execute
compliant process fragments.

4. Research method

We applied a design science research approach inspired by the method described in
(Peffers et al., 2006) to structure our procedure and ensure scientific rigour. Accordingly,
we conducted six process steps to implement our research project (Peffers et al., 2006) as
shown in Figure 3: (1) identify problem and motivate; (2) define objectives of a solution;
(3) design and development; (4) demonstration; (5) evaluation; and (6) communication.
We previously addressed the problem of identification and motivation (step 1) in the
introduction (c.f. Section 1) and explained it using an illustrative example (cf. Section 2.3).
To the best of our knowledge, there are currently no solutions available both for the
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Figure 3. Our design science research approach based on (Peffers et al., 2006).

automatic identification of compliance requirements and compliance violations after the
replacement or deletion of business activities, IT components, and/or compliance require-
ments, and for the automatic generation of proposals of compliant business processes for
curing compliance violations. Therefore, as already outlined in the introduction (cf.
Section 1), our research objective (step 2) is a decision-support approach to recommend
compliant business processes. Consequently, we developed two artefacts for problem
solving (step 3). First, we developed a method to analyse the impact of both replacements
and deletions of model elements on compliance (cf. Section 5). Second, we developed
a method to recommend compliant business processes in response to compliance viola-
tions resulting from replacements or deletions of model elements (cf. Section 6).

To verify the feasibility of our artefacts, we demonstrated them with the software
prototype called ‘BCIT' (step 4; c.f. Section 7). The demonstration of artefacts by means
of a prototype is already considered as an evaluation in DSR (Hevner et al., 2004).
However, an essential objective of evaluating design studies is to investigate the
usability of artefacts (Hevner et al., 2004). Accordingly, we evaluated the perceived
usefulness of our solution artefacts in Section 7 by means of an expert survey (step 5).
Finally, the communication of our completed research project (step 6) occurs in this
research paper.

5. Analyse the interactions between compliance and change

In this section, we address RQ1 by presenting a method to identify compliance require-
ments when replacing an element as well as compliance violations when removing an
element (Seyffarth et al., 2018). In the following, any arbitrary nodes of the integrated
compliance graph will be referred to as ‘elements’.

5.1. Business process change patterns

Various business process change patterns have been discussed in the literature. For
example, (Weber et al., 2008) distinguished 18 change patterns and split them into
‘adaption patterns’ and ‘patterns of change in predefined regions of business processes’.
Further authors have combined the patterns into four change patterns: ‘insert element’,
‘delete element’, ‘replace element’, and ‘update element’ (Fdhila et al., 2012; Rinderle-Ma
et al., 2008). The ‘insert pattern’ inserts a new element into a business process at a defined
place. The ‘delete pattern’ removes an existing element. The ‘replace pattern’ replaces an
existing element with a new one. The ‘update pattern’ modifies an attribute of an existing
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element (Fdhila et al., 2012). These change patterns can be applied to all kinds of elements
in the integrated compliance graph.

As outlined in the introduction section, we focus this study on the impact of the
change patterns ‘replace element’ and ‘delete element’, since their resulting influences
on compliance can be derived directly from information of the integrated compliance
graph G. Of course, the mentioned change patterns can also have an impact on business
activities and/or IT components. However, we do not take these into account, as they are
not part of a focused compliance investigation, but rather of a business impact analysis
e.g. (Radeschiitz et al., 2015).

The analyses differ depending on the change pattern applied. In the case of
a replacement, existing compliance requirements have an effect on the changed element.
In the case of a deletion, the change to process-/IT-elements has an effect on the
relevance of existing compliance requirements. Consequently, the change patterns
‘replace’ and ‘delete’ lead to different cause and effect relationships. Figure 4 refers to

Replace ERP MM Delete ERP MM
A A L
Logical Access (CR) §§ Check Invoice (CP)
Legal Obligation to Keep g} Internal Payments
Records (CR) Policy (CR)
Hardware (IT) ?} Legal&@g?’gc’(g}% Keep
Physical Access (CR) Logical Access (CR)

Legal Obligation to Keep
Records (CR)

Check invoice (CP)

A
Internal Payments Policy (CR)

Legal Obligation to Keep
Records (CR)

direct violated compliance
changed element llr?p impact element iﬁ process / compliance
relation requirement
transitive ;
changed element relation impact element obsolete element

CR: Compliance Requirement | CP: Compliance Process
IT: IT Component

Figure 4. Compliance requirements when replacing andcompliance violations when deleting ‘ERP
MM’
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our example model and shows the compliance demands when replacing the IT compo-
nent ‘ERP MM'. Further, it shows compliance violations and obsolete compliance require-
ments when removing ‘ERP MM'.

5.2. Replacing an element

In order to satisfy related compliance requirements, the replaced element must fulfil the
related compliance requirements and if necessary be able to execute a related compli-
ance process. In this case, compliance requirements as well as compliance processes may
place conditions on elements, which in turn must be taken into consideration by the
element replacing the old one. There are direct and transitive relations between
a compliance requirement and the replaced element.

A direct relation between compliance requirements and replaced IT components
occurs in two different ways. First, it is necessary to consider any compliance requirement
that is directly related to the replaced element. Within our example, model the compli-
ance requirement ‘logical access’ is directly related to the replaced IT component ‘ERP
MM'. Consequently, the compliance requirement ‘legal obligation to keep records’ is also
directly related, since it is a prerequisite of ‘logical access’. Second, all compliance
requirements of the replaced element prerequisites must also be taken into considera-
tion. Within the motivation scenario, the compliance requirement ‘physical access’ is
directly related to the replaced element ‘ERP MM’ because it is a prerequisite for the IT
component ‘hardware’, which is, in turn a prerequisite for ‘ERP MM'.

A transitive relation between an updated IT component and a compliance requirement
(or respectively a compliance process) also occurs in two different ways. First, the changed
IT component can be a prerequisite of a business activity that is affected by at least one
compliance requirement. Within the example model, this is the case at the compliance
process ‘check invoice’” whose prerequisites are the compliance requirements ‘internal
payments policy’ and ‘legal obligation to keep records’. Second, the replaced IT compo-
nent is a prerequisite of a compliance process that satisfies at least one compliance
requirement.

Basically, the result when replacing an IT component (as shown in Figure 4) is auto-
matically generated by a forward and backward search. The search is performed on the
integrated compliance graph G and takes the different node types into account. Since we
defined all possible interrelations between the different node types, the identification of
demanding compliance requirements is based on fixed search strategies, which depend
on the type of changed node. Figure 5 shows the corresponding algorithm to determine
compliance requirements when replacing an IT component.

The algorithm in Figure 5 can be described as follows. First, all compliance require-
ments directly related to the replacement of an IT component are identified and all
previous IT components are determined. Second, all compliance requirements that are
directly related to the previous IT components are identified as well. Third, to identify all
transitively related compliance requirements, we define all business activities and com-
pliance processes supported by the replaced IT component. This also includes IT compo-
nents that are a prerequisite for IT components that in turn directly support business
activities and compliance processes.
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Input: Graph g, element that shall be replaced {n € g | n_type(n) = IT component}

1

2 preds n = get_all predecessor(n, type(pred n)=compliance requirement OR compliance process)

3 Foreach i in (preds n) do

4 L mark i as direct AND add i including all vertices between i und n to result

5

6 Foreach it in (get_all leafs(n, type(leaf n)=it component)) do

7 Foreach activity in (get_all direct_successor(it, type(suc_it)= business process)do

8 Foreach cr in (get_all direct predecessor (activity, type(pred activity)=compliance requirement) do

‘ i = get_all_predecessor (cr)
mark it, activity, cr and i as transitiv AND add to result
11 Foreach complianceprocess in (get_all direct successor (it, type(dir suc)=compliance process) do
12 Foreach cr in (get_all direct_ successor (complianceprocess, type(cp)=compliance requirement) do
L i = get_all predecessor (cr)
mark it, complianceprocess, cr and 1 as transitiv AND add to result

generate result graph based on g and result

Output: Graph result graph

Figure 5. Algorithm to automatically determine compliance requirements when replacing an IT
component.

5.3. Deleting an element

The removal of an element can affect compliance in two different ways. On the one hand,
any deletion can impact compliance requirements and/or compliance processes that are
related to the deleted element. On the other hand, the deletion of an element can result
in an affected compliance requirement becoming obsolete.

In our motivating example, the removal of the IT component ‘ERP MM’ leads to the
non-executability of the compliance process ‘check invoice’. Consequently, the compli-
ance requirements ‘internal payments policy’ and ‘legal obligation to keep records’ are
violated. In addition, the removal makes the compliance requirement ‘logical access’
obsolete because it only affects the d IT component ‘ERP MM'. However, the superior
compliance requirement ‘legal obligation to keep records’ does not become obsolete, as
it is still the prerequisite of the compliance requirements ‘physical access’ and ‘internal
policy’.

As with the replacement method, the method for automatically identifying the effects
of the element deletion on compliance is based on a backward and forward search in
graph G. The search strategy depends on the deleted element type. Figure 6 shows the
corresponding algorithm.

The algorithm in Figure 6 can be described as follows: First, to determine compliance
violations when removing an IT component, we identify all compliance processes sup-
ported by the component. This includes both an implicit and explicit support. Second, we
determine all compliance requirements that are satisfied by the supported compliance
process. Third, to obtain all obsolete compliance requirements when an IT component is
deleted, three major steps are done.

In step 1, we determine all succeeding IT components of the deleted IT component. In
step 2, we determine all previous IT components of the deleted IT component until none
of these predecessors support a component that is not an implicit predecessor of the
deleted one. In step 3, for each IT component identified and the deleted IT component,
we determine all related compliance requirements including all of their associated child
elements. We check systematically whether each of the identified compliance require-
ments also affect an element other than the deleted IT component and the IT components
identified in steps 1 and 2. If this is not the case, we mark them as obsolete.
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Input: Graph g, element that shall be removed {n € g | n_type(n) = IT component}

1

2 Foreach it in (get_all leafs(n, type(leaf(n))=it component) do

3 Foreach cp in (get_all direct_successor(it, type(suc(it))=compliance process) do
4 Foreach cr in (get_all direct_successor(cp, type(suc (cp))=compliance requirement) do
5 L i = get_all predecessor(cr)

6 Lmark cr and 1 as violated AND add to result

7

8 add n to list it

9 Foreach it in (get_all_successor (n, type(suc(n))=it component) do

10 If (it only requires n)

11 L L add it to list it

12 Foreach it in (get_all_predecessor(n, type(pred(n))=it component) do
13 If (it only supports n)

14 L | add it to list it

15 Foreach it in (list it) do

16 Foreach cr in (get_all direct predecessor(it, type(pred(it))=compliance requirement) do

17 If (get_all direct_successor(cr)==it)

18 mark cr as obsolte AND add to result

19 Foreach cr2 in (get _all predecessor(cr), type(pred(cr))=compliance requirement) do

20 L If (cr2 hasn’t other direct successor than get_all predecessor(cr, type (cr)=comp.req.)
21 | mark cr2 as obsolte AND add to result

22 generate result graph based on g and result

Output: Graph result graph

Figure 6. Algorithm to automatically determine compliance violations and obsolete compliance
requirements when deleting an IT component.

6. Propose compliant business process models

In this section, we present a method that recommends compliant business process
models at design time in response to compliance violations (Seyffarth et al., 2019). The
compliance violations are caused by replacement or deletion at design time. The
method automatically generates adaptation proposals for non-compliant business
processes and thus addresses RQ2. First, we present a running scenario. Second, we
present a method to recommend compliant business processes and thus operationa-
lise the running scenario.

6.1. Running scenario

As a continuation of our example model, Figure 7 shows different variants of a purchase to
pay process that complies with the requirement ‘internal payments policy’. The compli-
ance processes shown in Figure 7 are, of course, not complete, but can easily be extended
if new ideas or opportunities arise. The alternative compliance processes shown on the
left side lead to different compliant business processes on the right side. The compliance
processes included in the purchase to pay processes differ according to their triggers and
execution requirements.

6.2. Modelling alternative compliance processes

In general, the modelling of alternative compliance processes during design time of the
business process model (e.g. (Kittel et al., 2013; Sackmann & Kittel, 2015; Schumm et al.,
2010b)) is based on two ideas:

¢ The differentiation of alternative compliance processes based on their properties,
and
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‘ Internal Payments Policy ‘ Delivery

has arrived
XOR Send Check Create Execute
purchase Inv0|ce payment ayment
requisition order pay
N- Way -Match
Trigger_: Delivery RP M £RP FI
Check Inv0|ce has arrived
Further Requirement]
ERP MM Delivery

has arrived
Send Manually Create
Trigger: Delivery Q{ purchase Check Invm% payment E;ﬁf\iﬁ m
Manually has arrived requisition order
Check Invorce Further Requirement
none .ﬁ

Trigger: Create Delivery

Q
Payn?gr?tc grder Ea?’/tr;len;orde_r t Send has arived Create Check Execute
urther Requiremen purchase payment Payment Order avment
ERP FI requisition order pay
?
Each of the related

C nce Generalization / Specialization Properties of the Compliance
compliance process SS C?,"‘ s"sce relation between Compliance Process (refer to the A
patterns or compliance n < Process Patterns and Compliance Compliance Process TG t
processes can statisfy the Processes Taxonomy) omponen

compliance requirement

Figure 7. Alternative compliance processes and proposed compliantpurchase to pay processes (based
on (Seyffarth et al., 2019)).

¢ The generalisation of alternative compliance processes in one so-called compliance
process pattern.

6.2.1. Properties of a compliance process

Each compliance process may have different properties, such as different triggers, execu-
tion requirements or execution types. In (Seyffarth et al, 2017a) we proposed
a compliance process taxonomy that enables the categorisation of compliance processes
based on their characteristics. Thus, it is possible to differentiate (alternative) compliance
processes by means of 3 meta-characteristics and 37 sub-characteristics in 9 dimensions.
Even though the taxonomy allows for a theoretical differentiation of compliance pro-
cesses, their specific modelling and instantiation always depend on the conditions of the
respective company. For example, the content and number of compliance requirements,
or the degree of automation determine the type and number of available alternative
compliance processes.

In the following, we present several characteristics and dimensions whose understanding
is necessary for the further course of argumentation. A complete discussion of all character-
istics and dimensions can be found in (Seyffarth et al, 2017a). The meta-characteristic
‘integration constraint’ specifies requirements for the integration of a compliance process
into a business process. One dimension within these meta-characteristic is the dimension
‘trigger’. A trigger initiates the integration of a compliance process into a business process to
meet a compliance requirement.

Another dimension of ‘integration constraint’ is ‘further requirements for execution’,
which specifies the dependency of process execution on various characteristics, such as
the existence of an IT component. Besides other features, the meta-characteristic
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‘modelling’ includes patterns for modelling compliance processes. The meta-
characteristic ‘property’ allows for differentiation compliance processes based on their
timing, degree of automation or process type. These properties may depend on other
dimensions and characteristics of the compliance process taxonomy, such as the type of
execution, which can be either fully automated, fully manual or manual, but IT dependent.

6.2.2. Compliance process patterns as a generalisation of compliance processes

As a basis for modelling alternative compliance processes we use the compliance process
patterns proposed in (Namiri & Stojanovic, 2007; Schultz, 2013). In general, patterns are
high-level domain-specific templates used to represent desired properties and constraints
(Turetken et al,, 2011). Consequently, we define a compliance process pattern as a process
template that contains process elements (e.g. activities, gateways and connectors) that
are necessary to satisfy at least one compliance requirement. Examples of such compli-
ance process patterns includes the ‘second set of eyes’ pattern, the ‘separation of duties’
pattern or document patterns such as an ‘N-way-match’ that compares different text
values.

On a general level, the compliance requirement ‘internal payments policy’ from
Figure 7 can be satisfied by a compliance process pattern of type ‘N-way-match’. In our
example, the level of detail of this pattern is increased by specifying three correspond-
ing compliance processes, which differ in their characteristics. Consequently, the three
alternative compliance processes ‘check invoice’, ‘manually check invoice’ and ‘check
payment order’ in Figure 7 can each be used to ensure the requirement ‘internal
payments policy’ and represent specialisations of the compliance process pattern
‘N-way-match’.

6.3. Query compliance processes and integrate them into the business process
model

For further explanations, we first define a data structure that contains compliance require-
ments, compliance process patterns and associated compliance processes. The data
structure can be used to represent the alternative compliance processes shown in
Figure 7. Second, we describe a method that (1) queries suitable compliance processes
from these data structures and (2) integrates them into the business process model.
Definition 6 (Alternative Compliance Process Graph). We define a directed graph

AG = (NAG,EAG,nf(‘ng,nfyf)e,nfu‘}e,>. In addition, NA¢ is a nonempty finite set of nodes

and an edge ¢/ is considered to be directed from n/'® to nf°.
The node type of n/'® is specified by the function ny?, (nf¢) and represents the node
types that can occur in the alternative compliance process graph.

Compliancerequirement(CR)
nhe.(nf®) = § Complainceprocesspattern(CPP)
Complianceprocess(CP)

In accordance with Definitions 1-5, the nodes of AG can be of the type of compliance
requirement (CR), compliance process pattern (CPP), or compliance process (CP). To
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ensure adherence to the data structure of the AG (as shown in Figure 7), we restrict the
allowed edges between the defined node types as follows

FAG _ {(( AGlntype( ©) = Cpp) ( AG|ntype(n;46) _ CR));
((iinie o) = cp). (nieIne ) = cr) )
((  1Mype (') = CPP) ( ACInge (i) = CPP)

(oo ) = €P). (i () = PP)) }

Accordingly, only edges between CR and CPP, CR and CP, CP and CPP, as well as CPP
and CPP are allowed.

The function nldem,fy( 76) assigns a unique identification (ID) to each node n?°, the
function n%, () assigns a rule to each node n®. Each rule includes a trigger, a business
activity prior to which the compliance process was executed and required IT components.
Each element of the rule must be named after the name of the corresponding business
activities and IT components. We are aware that this can lead to naming ambiguities. In
the literature there are already approaches to tackle this challenge in business processes
(e.g. (Klinkmiller & Weber, 2017; Leopold et al., 2015)). However, a first simple solution to
this challenge is a tool support, which specifies the appropriate elements based on
existing process models and IT architecture models.

As Figure 8 shows, the query of alternative compliance processes starts at n\, which
represents the compliance process that is no longer executable. Within AG, we first search
for alternative compliance processes. These compliance processes are modelled as sibling

nodes of n® where nS_ = CP. Next, the rule or integration constraints of each sibling

ryp
node must be checked against the business process to investigate if the sibling nodes

found can be integrated into the business process PG. In our case, the integration
constraints include the presence or absence of both business activities and IT compo-
nents. Hence, we consider the control flow and resource perspective of a process.

The method for querying alternative compliance processes is based on three steps. In
order to check the executability of each alternative compliance processes n/'® in AG, we

Input: alternative graph ag, result graph rg, process graph pg

1

2 Foreach cp in (get all violated compliance processes in rg) do

3

4 Foreach sibling cp in (get sibling compliance processes of cp) do

5

6 req_it = silbing cp.getRequiredIT

7 trigger = silbing cp.getTrigger

8 If (req_it OR req it.predecessor not in rg) AND (trigger not in rg)
9 ‘ add sibling cp to alternatives

10

11 If (alternatives is empty)

12 ‘ add get_all succesor(cp, type(suc_cp)=compliance process pattern) to alternatives

14 Foreach element in alternatives do
15 | bp = pg

16 removeViolatedComplianceProcess from bp
17 integrate element in bp
18 | add bp to compliantBusinessProcesses

Output: list process_graph compliantBusinessProcesses

Figure 8. Algorithm to propose compliant business process models.
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first check their integration constraints against the result graph. As discussed in Section
5.3 the result graph, is calculated when an element is deleted. It contains the deleted
element, the violated compliance requirements or compliance processes and obsolete
compliance requirements. In the second step, a compliance process is classified as
executable if the triggering business activity is not deleted. It is further executable if the
required IT component is not deleted or if the required IT component is not a predecessor
of the deleted IT component. To check these conditions, in the third step we look at
whether the trigger or the required IT component are part of the result graph. If this is the
case for at least one of the conditions, the compliance process cannot be integrated into
the business process.

If there is no appropriate compliance process, we perform a second search, one for
appropriate compliance process patterns. Accordingly, we search for successors of n®
that are of the type ‘compliance process pattern’. Finally, each query can lead to three
possible results: one alternative compliance process, more than one alternative compli-
ance process or no alternative compliance process.

We propose a solution for each case. In the case of one alternative compliance process,
exactly one adapted business process is proposed. If there are numerous alternative
compliance processes, our method queries all alternative compliance processes and
thus proposes more than one adapted business process, as is the case in our example.
Subsequently, the user decides which process adaption should be made. If no suitable
compliance process is available, our method proposes a generic compliance process
pattern. In this case, the compliance pattern is integrated in place of the former com-
pliance process. Subsequently, the compliance process pattern must be specified syntac-
tically and semantically for practical use.

7. Evaluation

The goal of DSR is to solve identified organisational problems. Since the evaluation of
design-oriented studies serves to assess the usefulness of solution artefacts (March &
Smith, 1995), it is essential to evaluate the usefulness of our solutions (Hevner et al., 2004).
Consequently, we evaluated the perceived usefulness of our decision support approach
with domain experts. For such an expert evaluation, knowledge of the requirements that
are placed on a method to assess the perceived usefulness is very important. We
demonstrated the application of our solution artefacts with a software prototype. In
addition to our algorithms introduced in Section 6, the demonstration also takes into
account the necessary requirements, such as the modelling of alternative compliance
processes.

Section 7 is divided into two logical parts. First, we apply the Framework for Evaluation
in Design Science Research (FEDS) (Venable et al., 2016) to specify appropriate evaluation
episodes of our DSR project. Second, we present a case study based on which domain
experts evaluate the perceived usefulness of our approaches.

7.1. Evaluation strategy based on FEDS

Basically, FEDS (Venable et al., 2016) consists of three dimensions: (1) functional purpose
of evaluation, (2) paradigm of the evaluation study and (3) evaluation strategies. (Venable
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et al,, 2016) recommend the evaluation strategy ‘technical risk and efficacy’, if an evalua-
tion with real users and real systems in a real setting is only possible with tremendous
effort. Based on this strategy, we conducted four evaluation episodes in line with our
research project, with the first three episodes being artificially formative. They are also
preparative for the final evaluation in episode 4, which is naturalistically summative (see
Table 2). Within the artificial evaluation paradigm, we applied the evaluations methods
‘literature review’ and ‘prototyping’. Within the naturalistic evaluation we performed
a case study based on a proof-of-concept implementation called ‘BCIT".

In evaluation episode 1 we derived both the elements of the compliance meta-model
and the dimensions and characteristics of the compliance process taxonomy from the
literature. Thus, both artefacts were artificially evaluated ex ante (Sonnenberg & Vom
Brocke, 2012) and meet the ending conditions according to (Nickerson et al., 2013).

In evaluation episode 2, we demonstrated the feasibility of an integrated graph Gwhich
includes compliance requirements, business activities, compliance activities and IT com-
ponents. Further, we demonstrated the identification of compliance demands and viola-
tions through a prototypical implementation of the corresponding algorithms. (March &
Storey, 2008) referred to this as prototyping suitable evaluation methods for demonstrat-
ing the feasibility of artefacts. The result of this evaluation episode is the tentative proof-of
-concept implementation ‘BCIT’ (Seyffarth & Raschke, 2018), which we presented at an
international conference and discussed with peers of the BPM community.

In evaluation episode 3, we extended the tentative proof-of-concept of the previous
evaluation episode. We added the functionality to provide adaption proposals for busi-
ness processes following the identification of compliance violations (Seyffarth & Raschke,
2020). The prototype uses the adapted graph search algorithms introduced in Section 6.
In general, graph search techniques are well known in computer science and their
operation is widely proven (Aleliunas et al, 1979; Rosenkrantz et al., 1977). Thus, the
aim is not to evaluate the formal correctness of the established graph search methods we
use, but rather their usefulness for identifying compliance violations and alternative
compliance processes in the context of the given problem.

Figure 9 shows the identified compliance violations when removing an IT component
from the advanced prototype ‘BCIT. A proposed compliant business process by ‘BCIT' is
shown in Figure 10. A tutorial document, a screencast and two demo projects for ‘BCIT" are
available on the following GitHub repository: https://github.com/tobiasseyffarth/bcit/.

In evaluation episode 4, we performed a naturalistic summative evaluation. We used
the goal question metric approach (Basili, 1992) for formulating the evaluation goal: The
aim of the evaluation is to determine the perceived usefulness and relevance (purpose) of
our solution artefacts by means of the advanced proof-of-concept implementation BCIT
from the perspective of domain experts. In order to reach this goal, we followed the
recommendations of (Hevner et al., 2004; Sonnenberg & Vom Brocke, 2012) and con-
ducted a case study with a subsequent expert survey.

7.2. Case study design and results

In this section, we briefly present the case study structure, the test design, our
questionnaire and our sample. In order to document the data collection and the
analysis in a comprehensible way (Foster & Deardorff, 2017), the questionnaire and
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o

Figure 9. Violated compliance requirement when removing an IT component.

Figure 10. Compliant business process including thealternative compliance process ‘manually check
invoice’.

all answers are also available on our GitHub project page: https://github.com/tobias
seyffarth/bcit/tree/master/resources/3-evaluation. Subsequently, we discuss the eva-
luation results and threats to validity. Inspired by (Runeson & Host, 2009), we
structured the case study in four parts:

(1) Objective of the case study. As previously stated, the goal of our case study is to
evaluate the perceived usefulness and relevance of our proof-of-concept imple-
mentation of ‘BCIT".

(2) Frame the knowledge and present the cases. Based on a case study, we explained the
(research) problem to the test persons and presented our basic ideas for its
solution.

(3) Demonstration of BCIT. We exemplarily demonstrated BCIT's graph search algo-
rithms and process adaptation procedures for solving the problem presented in the
case study.

(4) Collect data. Following (Kriglstein et al., 2016; Runeson & Host, 2009), we used
questionnaires to obtain expert estimations of the perceived usefulness of BCIT.

7.2.1. Questionnaire and respondents

The construct of perceived usefulness is widely used for evaluating software artefacts and
is part of various models, such as the Technology Acceptance Model (TAM), integrated
models of TAM and the Theory of Planned Behaviour (TPB), and numerous extensions of
these model types (Cheng, 2019; Hess et al.,, 2014). Science has already expressed strong
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criticism of TAM. In the literature, e.g. the lack of contextual factors and external predictors
is complained about (Maranguni¢ & Grani¢, 2015), the importance of the construct Ease of
Use is questioned (Yousafzai et al., 2007), and the general conception of the model is
scrutinised (Cheng, 2019; Yousafzai et al.,, 2007). However, to the best of our knowledge
and belief, the construct of perceived usefulness itself is not subject to criticism and is still
frequently used for evaluating design-oriented research in general (see, e.g. (Sturm &
Sunyaev, 2019), (Coenen et al., 2018; Santos & Alves, 2017)) and for decision support
systems in particular (see, e.g. (Buchert et al., 2019; Kramer et al., 2017; Mican et al., 2020)).
With regard to the objective of our case study, external predictors, contextual factors, and
the construct Ease of Use are not relevant to our evaluation. Therefore, in accordance with
our evaluation strategy according to (Venable et al., 2016) and their requirements for
summative evaluations, we do not focus on TAM, TPB, or their extensions in our summa-
tive evaluation, but rather on specifically measuring the perceived usefulness of BCIT. The
standard questionnaire for evaluating the perceived usefulness consists of ten statements
(Davis, 1985). These statements are assigned to specific clusters which are related to the
following usefulness aspects (Seeliger et al., 2019): (A) job effectiveness, (B) productivity
and time savings, (C) importance of the system to the users’ job, (D) control over the job
and (E) overall assessment.

The statements were evaluated by experts on a Likert scale ranging from ‘strongly
disagree’ (—3) to ‘strongly agree’ (3). It was also possible to comment on each statement or
to reply with ‘not specified’ (abstention). In addition, the participants had the opportunity
to make final comments on the questionnaire, the case study or BCIT in a blank comment
field.

Before the actual case study took place, we pre-tested the questionnaire with four
people having profound knowledge of research methods and the research field (three
PhD students and one postdoctoral researcher). The pre-test gave an indication about the
required time frame for the case study and the time to complete the questionnaire.
Moreover, we corrected several ambiguities and minor mistakes in the questionnaire
and created its final version.

We performed the case study 8 times with a total of 41 participants. The completion of
the questionnaire was voluntary which led to 24 completed questionnaires (response
rate: 58%). Table 3 contains the statements and the aggregated results including the
arithmetic mean, standard deviation, median and the number of responses.

Additionally, we collected socio-demographic data on a voluntary basis, such as the job
role or work experience. The majority of the participants worked in large companies and
mainly in the financial and IT service sectors. A few worked in a large German research
organisation or in small consulting companies. The participants worked in the field either
of compliance (e.g. head of internal audit, chief compliance officer, IT risk manager and
auditor), business process management (e.g. head of process management, process
manager) or IT architecture management (e.g. IT architect, IT project manager). The
working experience ranged from 4 to 32 years.

7.2.2. Discussion of the evaluation results

Figure 11 illustrates the distribution of the experts’ voting results for the statements
S1 to S10 using box plots. In addition, the box plots were categorised into the
clusters A to E. We interpreted S10 and S6; all other box plots shown in Figure 11 are
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Table 3. Statements and aggregated results of the perceived usefulness evaluation.

Standard Number of
Statement (S) Cluster Mean  Deviation  Median responses
S1: Using BCIT improves the quality of the work | do. A 1.043 1574 2 23
S6: Using BCIT improves my job performance. A 0.455 1.437 1 22
S$8: Using BCIT enhances my effectiveness on the job. A 0.409 1.586 1 22
S3. BCIT enables me to accomplish tasks more quickly. B 0.727 1.420 1 22
S5. Using BCIT increases my productivity. B 0.429 1.466 0 21
S7. Using BCIT allows me to accomplish more work than B 0.609 1.635 1 23
would otherwise be possible.
S4. BCIT supports critical aspects of my job. C 1318 1394 2 22
S9. Using BCIT makes it easier to do my job. C 0.522 1.559 1 23
S2. Using BCIT gives me greater control over my work. D 1.000 1.826 2 24
$10. Overall, | find BCIT useful in my job. E 1.083 1.441 1.5 24

A: job effectiveness | B: productivity and time savings | C: Importance of the system to the users’ job | D: control over
the job | E: overall assessment

to be interpreted analogously. A look at the box plot of S10 (overall usefulness)
shows that BCIT was generally evaluated positively. Even though the assessment of
S10 covers the entire spectrum of possible answers, the interquartile range is still in
the positive area of the Likert scale. Further, 75% of the participants agreed with
statement S10. Looking at the results of S6 (job performance), outliers appear at both
ends of the scale.

The majority of the participants liked the idea of modelling the relations between
compliance requirements, business processes and IT components, because it provides the
basis for an integrated model. They stated that the integrated model increases the
transparency of their workflow as well as the associated technical and legal dependencies.
This opens up new potentials for detailed root cause analyses, which can result in
a competitive advantage. These comments also correspond to the results for S4 (support
of critical aspects) and S2 (control over the job).

However, some participants pointed out that the effort for both modelling the busi-
ness/compliance processes and the IT architecture was too high in comparison to the
expected benefit. This is also a possible explanation for the poorer ratings on productivity
(S5), performance (S6), and effectiveness (S8) compared to increasing quality (S1) and
greater control (S2).

7.2.3. Threads to validity

Following (Runeson & Host, 2009; Wohlin et al., 2012), we discuss several aspects of
validity to acknowledge the limitations of our study. Construct validity denotes that the
variables of interest are measured correctly. The construct we were interested in was the
perceived usefulness. Since this construct has been used for several decades and has
proven its worth in numerous studies, construct validity can be taken for granted.

The internal validity is of concern when causal relations are examined. Since we did not
examine any causal relationships in our evaluation, the internal validity is of rather minor
importance. Nevertheless, there is a risk that the variable being investigated may be
affected by other neglected factors. To address this problem, we explained the case study
in detail to all participants and made sure that there was a consistent knowledge base.
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Figure 11. Overview of the perceived usefulness assessment of BCIT.

Furthermore, the skills of the participants involved in the experiments can be assumed to
be appropriate due to their professional roles.

The external validity concerns the generalisability of our evaluation results. We inter-
viewed participants with different positions and experiences from different companies
and industries to address generalisability. Of course, the generalisability of the results
could have been further improved by choosing a larger sample with additional partici-
pants from other companies and industries.

The conclusion validity is concerned with the relationship between the treatment
and the outcome. We used the well-known questionnaire of (Davis, 1985) to measure
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perceived usefulness with Likert scales in our evaluation for ensuring this
relationship.

8. Implication for research and practice

In this paper, we presented methods for the identification of compliance requirements
and compliance violations in case of replacing or removing an element. Further, we
presented a method that recommends adaptions of business process models following
compliance violations. We demonstrated the feasibility of our methods in the proof-of-
concept implementation called BCIT. From these contributions, implications for research
and practice can be derived.

For research, there are implications to the descriptive and prescriptive knowledge base
(Gregor & Hevner, 2013). Contributions to the descriptive knowledge base are the
identified research gap, and the compliance meta-model in order to conceptualise our
domain. The contribution to the prescriptive knowledge base includes the methods to
identify compliance violations and propose compliant business process models.

Despite the fact that compliance processes have to be modelled and instantiated
individually in each organisation due to specific conditions, our solution artefacts have
a general impact on practice. First, the explicit modelling of compliance requirements,
business processes and IT components in an integrated model enhances the transparency
of an enterprise architecture. The identified effects on compliance when changing busi-
ness processes and IT components are therefore supported by factual evidence and can
be used to support decisions. This support can also be further improved by allowing
different scenarios to be tested quickly and cost-effectively. Second, a separate compli-
ance view, which includes compliance processes, allows for thinking in alternatives. Just
as business processes can be stored in a repository, alternative compliance processes can
also be stored centrally and connected to their respective compliance requirements.
Consequently, the repository can be used to identify a kind of best-practice compliance
processes.

9. Conclusion

Compliance requirements can place demands on both business activities and IT compo-
nents. In case of replacing and removing one of these elements, the demanding and
violated compliance requirements have to be identified. If a business process violates
a compliance requirement, an adaption needs to be initiated to re-establish compliance
conformity. In order to solve this challenge, we presented three contributions. First, we
presented methods for determining the interactions between requirements and the
consequences on compliance when replacing or removing a business activity, an IT
component or another compliance requirement. Second, we developed the proof-of-
concept BCIT, which shows the feasibility of our methods. Third, we presented the results
of a case study followed by an expert survey that confirmed the perceived usefulness of
our methods and BCIT.

A prerequisite for the applicability of our method is the availability of corresponding
information from existing design-time models, whose level of detail is company-specific.
The availability of models, their levels of detail and the amount of information influences
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how many solutions for compliance violations can be offered by our algorithm. The
amount of information and, thus, the amount of available alternative compliance pro-
cesses naturally increases over time. It is foreseeable that additional information will be
gained through a long-term use of our approach/tool, thus extending its applicability.
A central compliance process repository, similar to existing process fragment repositories,
e.g. (Schumm et al., 2011), is a promising approach for the further development and joint
use of compliance processes.

Further, naming ambiguities between the business process and the rule of the com-
pliance process is currently an open topic. Currently, we bypass this challenge with the
tool-support of BCIT.

We focused on the compliance change patterns ‘replace’ and ‘delete’, as their impact
on compliance can be determined based on previously modelled dependencies between
compliance requirements, business processes and IT components. An extension of the
presented approach for further patterns is a research desideratum, as the impact of
patterns such as ‘insert a (possibly prohibited) new element’ or ‘update attributes of an
element’ on compliance cannot be derived exclusively by means of information from the
underlying design-time models. Accordingly, further sources of information would have
to be consulted to broaden our approach.

Besides considering further views on business processes, such as a data and
organisational views, it is also possible to take into account additional parameters,
such as effectiveness and costs, as a starting point for further research. Additional
parameters allow for, e.g. the choice of alternative compliance processes regarding
economic principles. This also enables making economic decisions on the migration to
alternative compliant business process models. Beyond that, the idea of modelling
alternative compliance processes can also be adopted to a modelling of alternative IT
components, which may expand to a part of an alternative IT architecture. An alter-
native IT architecture can be used to react quickly to changes in the existing IT
architecture.
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