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The special issue of the Proceedings of the International Conference on Applied 

Innovations in IT (ICAIIT 2025), volume 13, issue 2, featured selected papers from 
the 2nd International Conference for Pure and Applied Science (ICPAS 2025), which took place 

on April 15, 2025, in Diyala Governorate, Iraq. This collaboration aimed to highlight cutting-edge 
research and developments across various scientific disciplines, fostering interdisciplinary 

dialogue and innovation. 

About ICPAS 2025

The International Conference for Pure and Applied Science 

(https://icpas.uodiyala.edu.iq/) was a premier gathering of scientists, researchers, and 

professionals dedicated to advancing the frontiers of scientific knowledge. The conference served 

as a platform for global networking, knowledge exchange, and collaboration across diverse 

fields in pure and applied sciences. With a focus on innovation and sustainable solutions, 

ICPAS brought together leading experts to share insights, explore emerging trends, and drive 

impactful research that shapes the future of science and technology. 

This special issue encompassed a broad range of topics, including but not limited to: 

1) Applied Innovations in Computer Science.
2) Applied Mathematical Sciences and Computational Methods.
3) Applied Physics in Engineering and Technology.
4) Innovations in Applied Chemistry and Materials Science.
5) Applied Biology and Biotechnology Innovations.

By integrating these diverse fields, the special issue sought to bridge disciplinary gaps, 

encouraging partnerships that drive innovative solutions to complex global challenges. This 

initiative underscored the role of science and technology in achieving sustainable development, 

promoting research that addresses pressing issues such as climate change, resource conservation, 

and health improvement. 
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Abstract: Wireless Sensor Networks (WSNs) are becoming essential for many applications, ranging from smart cities 
to environmental monitoring. WSNs comprises a collection of deployed sensor nodes to execute specified 
objectives in a certain area. Since batteries can only hold so much energy, one of the most crucial topics of 
research is how to use energy efficiently in order to extend the lifespan of sensors. One of the most popular 
methods for lowering energy consumption is clustering, and clustering routing protocols are methods for 
preserving energy to increase the lifetime of a wireless sensor network. The K-Means algorithm is one of the 
clustering techniques that requires prior knowledge of the clusters. This study proposes a mathematical model 
to determine the optimal number of clusters in WSNs, reducing energy consumption by up to 97%. Choosing 
the number of clusters at random could use more energy and reduce the network lifetime. This paper seeks to 
present a new approach for determining out the optimal number of clusters in a WSN. The proposed model 
tests the WSN performance by using a mathematical model and implementing it as a simulation technique in 
MATLAB. It considers the key WSN characteristics, including the deployed area size (100 × 100), the number 
of rounds (100, 200, 300, 400, and 500), and the number of sensor nodes (500). This study demonstrated that 
our revised approach to selecting the number of sensor network clusters reduced overall energy consumption 
by 97% when compared to the conventional model, hence increasing the networks' overall lifespan.

1 INTRODUCTION 

Wireless Sensor Networks (WSNs) are made up of 
many small sensors, electrical and actuator devices, 
and activation nodes. These sensing electronic 
devices can detect and gather data on phenomena 
such as the speed of the wind, pressure, temperature, 
and other similar features in a particular sensing field 
[1]. The processed information is subsequently 
delivered to the Base Station (BS). WSN sensors are 
small and have a low production cost. As a result, 
WSNs have a wide range of efficient and sometimes 
sensitive uses, particularly in the armed forces, 
healthcare, and environmental fields. WSNs have 
limited resource systems which need good 

management and efficient utilization of all of their 
resources [2]. WSNs face two key extensive 
constraints: the first one is the low energy resources 
of the sensors, which are not rechargeable, and an 
exceedingly limited battery. The second constraint is 
susceptibility to failure. However, the data 
transmission process consumes the most energy [3, 
4]. One possible method for reducing 
communications and hence reducing energy 
consumption is to arrange the network in clusters [5]. 
Hence, clustering is a common technique that is used 
to obtain efficient resource allocation and good 
scalability in WSNs. The major problem in networks 
that are based on the clustering technique is how to 
decide what is the best number of clusters with the 
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In the final stage, a blockchain layer was created 

using Hyperledger Fabric, a permissioned blockchain 

framework for private network applications. Smart 

contracts developed in Solidity were utilized to 

automate the core processes such as grade 

submissions, certification issuance, and fee payment 

management. Following this, such smart contracts 

were deployed in the blockchain network to affix 

harshly maintained and immutable academic 

transactions, as indicated in reference [18]. In 

addition, cryptographic hashing algorithms were 

integrated to mitigate unauthorized alteration 

because academic records were subject to change to 

destroy integrity, as illustrated in Figure 5 

5 CONCLUSIONS 

Many challenges, especially in Iraq, can be tackled 

by the novel application of cloud computing to 

e-learning systems. This project explored the use of

cloud technology combined with some elements of

blockchain in the cultural environment of the

University of Diyala, aiming to solve the problems

of inadequate infrastructure, electricity instability,

poor technical knowledge, and data security. The

proposed framework will implement different cloud

computing models such as IaaS, PaaS, and SaaS,

giving the university several advantages, including

scalability, cost-effectiveness, and better

accessibility of its e- learning platform. Cloud

storage facilitates central and enhanced access to the

learning material from all sources to make it

available for users.

Besides, this technology supports real-time

interaction in virtual classroom settings, making the

features of Learning Management Systems (LMS) to

manage courses and monitor the performance of

students even more efficient. These features are

shielded by a highly strong security mechanism with

encryption and multi-factor authentication principles,

which are being pioneered to establish a secure and

reliable framework for e-learning implementation.

Integrating a mathematical model for resource

allocation, maintaining a dynamic resource scaling

algorithm, accomplishes the combined objective of

optimum performance with adaptability to changing

system demands. Future work may incorporate the

latest technologies, such as blockchain, for

unswerving academic record management, and

lightweight encryption paths to augment security in

a resource-constrained situation. AI also has a

complementary role in squeezing more optimization

from the system performance. Moving to cloud

e-learning, therefore, gives the University of Diyala a

loophole through which it can get out of stagnation

and offer quality education.

Overall, this contemporary framework increases 

collaboration among stakeholders, thus giving birth 

to an inclusive and a scalable ecosystem of education. 
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Abstract: Railway freight transportation is a crucial component of global logistics, requiring efficient and secure 

document workflow management. Traditional document processing methods are often time-consuming, 

error-prone, and inefficient. The rapid advancement of machine learning (ML) provides new opportunities 

to optimize document handling in railway freight systems. This study explores the application of ML 

algorithms, including classification, clustering, and natural language processing (NLP), to automate 

document workflow and improve operational efficiency. This study provides an example of embedding ML 

models in current railway freight management systems as one of the suggested system architectures. These 

experimental findings demonstrate incredibly high improvement rates in terms of efficiency, accuracy, 

speed, and error reduction from document processing. This implies that the efficiency gains of document 

handling procedures mechanized through the application of intelligent machines will positively affect the 

decision-making role, decrease labor intensity for operations personnel, and increase the overall 

effectiveness of the freight operation. Reinforcement learning and hybrid AI approaches may be potential 

areas of study in the future to enhance the system. 

1 INTRODUCTION 

Rail freight is perhaps the most important aspect of 

international logistics and global supply chain 

management. Since there is a relentless need for 

cheap and efficient freight transport, document 

processing is one of the most visible sectors that 

needs to be improved. Freight transport involves a 

lot of documentation in the form of waybills, bills 

of lading, cargo documents and customs clearance 

documents that need to be handled skillfully and 

controlled, otherwise the wheels of the operation 

will be broken. 

These documents are processed manually, which 

is a labor-intensive, inefficient and error-prone 

process. Manual document checking, information 

entry and approval procedures are prone to cause 

delays, misunderstandings and even economic 

losses due to human errors. Standardization of 

documents by rail operators, international freight 

standards and real-time information exchange 

requirements are also a challenge. 

As there have been advancements in information 

technology, machine learning (ML) is being used as 

a tool to optimize business processes and the same 

applies to document management. Machine 

translation algorithms have the potential to 

automate data extraction from documents, 

document classification, anomaly detection, and 

improve decision making in freight transportation. 

Machine translation document management can 

speed up processes, limit errors, and enable 

predictive analytics to be implemented in freight 

operations to maximize value. 

Despite the digitalization of railways, document 

processing is one of the bottlenecks in freight 

transportation. Here are some of the challenges we 

face today: 

1) Labor-intensive and manual processes: Freight

documentation involves many checks,
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confirmations, and approvals, so it takes a long 

time to process. 

2) Higher likelihood of human errors: Manual

data entry and document processing increases

the likelihood of errors, miscommunications,

lost documents, and non-compliance.

3) Inability to process documents in real time:

Traditional document management is unable to

process and track documents in real time,

leading to delays in shipments.

4) Inability to handle large volumes of data:

Railways with thousands of shipments per day

cannot handle and process large volumes of

documents.

5) Regulatory and compliance issues: Shipping

documents must comply with national and

international regulations and require robust

verification and audit processes.

All of the above issues necessitate an intelligent 

document management system based on machine 

learning to improve processes, increase accuracy 

and achieve efficiency. 

The study aims to use machine learning 

algorithms to improve document management for 

rail freight transportation. The main objectives are: 

▪ Develop a ML-based document classification

system to automatically categorize various

cargo documents.

▪ Implement anomaly detection algorithms that

identify inconsistencies, missing information

or errors in documents.

▪ Develop a predictive model to automate

document verification and approval

processes.

▪ Assess the impact of ML-based document

management on processing time, accuracy

and overall process efficiency.

With these objectives in mind, the study aims to 

demonstrate how machine learning can transform 

traditional document management and drive 

digitalization in rail freight. 

The findings of this study have implications for 

freight forwarders, rail operators, and logistics 

managers. By leveraging machine learning-based 

automation, rail freight companies can: 

▪ Reduce operational costs by minimizing

manual labor and document processing time.

▪ Improve accuracy and compliance by

automating verification and reducing

documentation errors.

▪ Make more informed decisions by enabling

real-time document processing and predictive

analytics.

▪ Improve freight efficiency by streamlining

document workflows and reducing

administrative bottlenecks.

In addition, this study contributes to the overall 

field of AI-based automation in transportation by 

providing insights into how new technologies can 

revolutionize traditional logistics management. 

2 MATERIALS AND 

METHODOLOGY 

This subsection discusses the data sources, machine 

learning algorithms, implementation framework, 

and evaluation methods used to improve the rail 

freight document management. The study adopts a 

systematic process, such as data collection, pre-

processing, model selection, system 

implementation, and performance evaluation. 

These documents are railway freight documents 

such as waybills, invoices, cargo manifests, and 

customs declarations of the railway company, 

customs authority, and logistics service provider. 

The documents are in pre-processed structured 

digital form and scanned unstructured documents 

that need to be pre-processed to obtain and structure 

useful information. 

The preprocessing phase begins with optical 

character recognition (OCR) using Tesseract OCR 

and OpenCV to recognize scanned documents as 

machine-readable text. The text is cleaned to 

eliminate unwanted characters, formatting errors, 

and duplicate spaces. To achieve a formatted 

representation of the data, named entity recognition 

(NER) methods are used to obtain key information 

such as information about the consignee and 

shipper, cargo information, shipment date, and price 

information [1]. 

After the organization, the text data is translated 

into a machine-readable format. This is done using 

vectorization algorithms such as Term Frequency-

Inverse Document Frequency (TF-IDF) and 

Word2Vec, which convert text data into meaningful 

numeric formats. These views support cargo 

document classification, clustering, and predictive 

analysis. 

Deep controlled and unsupervised methods are 

used together so that the workflow of cargo 

documents can be automated. Document 

classification is used using controlled methods such 

as decision trees and random forest to provide 

automatic classification of cargo documents. 

Reference vector machines (SVMs) are used to 
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detect missing or incomplete document records to 

detect anomalies in order to prevent errors during 

cargo handling [2]. 

Unsupervised machine learning algorithms such 

as K-means clustering are used to cluster similar 

documents to facilitate the retrieval and tabulation 

of cargo records. Principal component analysis 

(PCA) is also used to achieve data dimensionality 

reduction and increase computational efficiency. 

Deep documents are processed using recurrent 

neural networks (RNNs) and transformer-based 

models such as BERT and T5 to sequentially detect 

dependencies in cargo documents. Such models 

facilitate complex text summarization, intelligent 

recommendations, and document verification by 

machines. 

Machine learning tasks are performed in Python 

using libraries such as TensorFlow, PyTorch, and 

Scikit-learn. Natural language processing is 

performed using NLTK and SpaCy for natural 

language processing operations to enrich text 

analysis in order to efficiently categorize documents 

and outliers. PostgreSQL and Elasticsearch are used 

for data storage and data retrieval to ensure scalable 

and efficient document management [3]. 

The test infrastructure is a high-performance 

computing center with multi-core CPU, GPU 

acceleration, and 32 GB of RAM. More than 

100,000 cargo documents are the dataset used to 

robustly train and test the machine learning models. 

Actual data from logistics business operations was 

used in system testing to verify how well the 

document flow is automated. 

The performance of the proposed system is 

compared considering standard measurement 

metrics. Categorization accuracy, precision, recall, 

and F1-score are used to measure the effectiveness 

of document categorization. Precision-recall curves 

are used to evaluate the performance of anomaly 

detection to compare the accuracy of anomaly 

detection. Silhouette estimation for clustering 

models is approximated to compare the 

performance of document grouping, and error 

prediction is measured as mean absolute error 

(MAE) and root mean square error (RMSE) [4]. 

Using machine learning in document 

management, this research aims to improve the 

accuracy of automatic classification of cargo 

documents so that documents are classified 

correctly and efficiently. The use of machine 

learning models is likely to reduce the processing 

time of human documents by 40-60%, which will 

increase work efficiency and allow employees to 

focus on more complex tasks. In addition, anomaly 

detection functions will be enhanced, which will 

minimize human errors during document processing 

and increase the reliability of data management. 

Machine learning algorithms will facilitate efficient 

search and classification of cargo documents, 

thereby making it easier for employees to find and 

process important documents at a fast pace. 

In addition, the integration of intelligent 

verification methods will enhance compliance with 

regulatory requirements to the extent that cargo 

documents comply with all legal and operational 

conditions. Overall, this approach provides 

confidence that the proposed machine learning 

solution can be easily adapted to railway freight 

operations, resulting in increased efficiency, lower 

costs, process optimization, and increased reliability 

of the document processing system. 

3 RESULTS 

This part shows the result of processing a machine 

learning algorithm to achieve optimal document 

processing in rail freight transportation. The result 

highlights the accuracy of document classification, 

optimal anomaly detection, minimization of 

processing time, and generalization in improving 

system performance. The results are expressed in 

terms of various performance metrics such as 

accuracy, reliability, recall, and computational 

efficiency. In addition, graphical representation 

such as tables and graphs are used to present 

remarkable results [5]. 

Table 1: Document classification accuracy of machine learning models. 

Model Accuracy (%) Precision (%) Recall (%) F1-Score (%) 

Random Forest 94.8 95.1 94.2 94.6 

Decision Tree 89.3 88.9 89.6 89.2 

Support Vector Machine (SVM) 92.5 92.8 92.3 92.5 

K-Nearest Neighbors 85.6 86.1 85.4 85.7 

Deep Learning (BERT) 97.2 97.5 97.1 97.3 
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Among the most important goals of the study 

was the automation of the classification of waybills. 

Several machine learning algorithms were used to 

train the model using a dataset of 1,000 documents, 

in which each document was labeled with shipping 

invoices, invoices, cargo manifests, and customs 

declarations [6]. The output data of several 

classifiers shown in Table 1 is shown below. 

BERT was the most accurate of the algorithms 

with an accuracy of 97.2% and was the best fit for 

document classification. The Random Forest model 

was also highly reliable with an accuracy of 94.8% 

and is a good alternative for less resource-intensive 

applications. 

For a visual representation of the classification 

performance, Figure 1 shows the confusion matrix 

of the BERT model. 

Figure 1: Confusion matrix for BERT-based document 

classification. 

The confusion matrix in Figure 1 shows that the 

BERT model correctly classified most of the 

documents with a very limited number of 

misclassifications. The misclassifications mainly 

occurred between invoices and cargo manifests, 

which have similar structured data. 

Support Vector Machines (SVM) and 

Unsupervised Learning (K-Means) algorithms were 

used to detect document anomalies [7]. The 

anomaly detection performance was calculated by 

comparing precision, recall, and F1-score, as shown 

in Table 2. 

The Isolation Forest model achieved the best 

result with an F1 score of 93.1%, and is therefore 

the most suitable for detecting inconsistencies in 

shipping documents. The SVM model also achieved 

good results, especially in high-dimensional 

datasets. 

Table 2: Anomaly detection performance metrics. 

Model Precision (%) 
Recall 

(%) 

F1-Score 

(%) 

SVM 91.2 90.5 90.8 

K-Means 85.6 87.3 86.4 

Isolation 

Forest 
93.5 92.8 93.1 

To analyze the distribution of anomalies, Figure 

2 shows a plot of normal and abnormal document 

patterns. 

Figure 2: Anomaly detection results visualization. 

Figure 2 illustrates the scatter plot of normal and 

abnormal documents in terms of complexity scores. 

Anomalies are highlighted in the red shaded area, 

and the complexity scores of anomalies are 

generally higher than those of normal documents. 

This indicates that machine learning models have a 

high ability to detect anomalies in cargo documents. 

One of the benefits of implementing machine 

learning for document management is that the 

processing time is significantly reduced [8]. Manual 

document processing was compared with the ML-

based system in the processing case, as shown in 

Table 3. 

Table 3: Comparison of document processing time 

(Seconds per document). 

Document 

type 

Manual 

processing 

time 

ML-based

processing

time 

Improvement 

(%) 

Waybill 45 sec 12 sec 73% 

Invoice 50 sec 15 sec 70% 

Cargo 

manifest 
55 sec 18 sec 67% 

Customs 

declaration 
60 sec 20 sec 67% 
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The MO-based system reduced document 

processing time by 67–73%, allowing for real-time 

processing and minimizing delays in freight 

shipments. 

The overall reduction in processing time for 

different types of documents is shown in Figure 3. 

Figure 3: Processing time comparison. 

Figure 3 shows a comparison of document 

processing times using machine learning and 

humans. The blue bars indicate the huge time 

savings when using machine learning, which 

reflects the effectiveness of automating cargo 

documents. 

The overall performance of the ML-based 

system was evaluated for improvement in three 

aspects: accuracy, efficiency, and automation 

level [9]. The results are presented in Table 4. 

Table 4: Summary of system performance improvements 

Metric 
Traditional 

system 

ML-

based 

system 

Improvement 

(%) 

Document 

classification 

accuracy 

85% 97% +12%

Anomaly 

detection 

accuracy 

78% 93% +15%

Average 

processing 

time 

50 sec 16 sec -68%

Manual 

workload 

reduction 

High Low -70%

The ML-based solution showed a huge boost in 

all performance metrics, reducing human labor by 

70% and improving document classification 

accuracy by 12%. 

The results show that machine learning 

significantly improves the efficiency of document 

workflow in rail freight transportation. By 

automating document categorization, reducing 

processing time, and optimizing anomaly detection 

accuracy, the system minimizes human intervention 

and maximizes overall reliability. 

The BERT-based deep learning method 

achieved the best document classification accuracy, 

while the Isolation Forest method achieved the best 

performance in anomaly detection. Reducing human 

document processing time by about 70% also 

proves the potential of machine learning in logistics 

optimization. 

Further efforts can be combined with the 

introduction of blockchain to ensure document 

security and real-time data processing based on 

peripheral computing to increase efficiency. 

4 DISCUSSION 

The results confirm that the use of machine learning 

(ML) algorithms significantly improves document

management in rail freight transportation. The

chapter discusses in detail the improvements

observed in classification accuracy, outlier

detection, and workflow optimization, summarizes

the challenges, and provides opportunities for future

research [10].

Automation of document classification was one 

of the key objectives of this study. The results show 

that the BERT-based deep learning model 

outperformed traditional methods with 97.2% 

accuracy compared to 85% using traditional manual 

classification. 

To quantify classification performance, the F1 

score is critical as it attempts to balance precision 

and recall to ensure the correctness and 

completeness of the classification: 

. (1) 

where: 

▪ Precision is the proportion of correctly

classified documents out of all classified

documents.

▪ Recall quantifies the number of correct actual

documents recognized by the model.

BERT’s excellent F1 score of 97.3% ensures 

that machine learning is indeed reducing 

classification errors in documents, thereby making 

the workflow more efficient. 
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One of the biggest benefits of automation using 

ML is that it significantly reduces processing time. 

Data is manually entered, verified, and authorized in 

a traditional workflow, which is time-consuming. 

An ML-based system does all this automatically, 

reducing manual work by up to 70%. 

The rate of improvement in processing time can 

be calculated as follows: 

. 

where: 

▪ 𝑇manual is the time required for manual

document processing.

▪ 𝑇ML is the time required using the machine

learning-based system.

Experimental results showed a 67-73% 

improvement in processing speed, making real-time 

freight document handling more feasible. 

Anomaly detection in freight documentation is 

crucial to prevent errors and fraud. The study 

utilized Isolation Forest and Support Vector 

Machines (SVM) to detect inconsistencies in freight 

records. These models achieved over 93% precision 

in identifying anomalies, significantly improving 

accuracy compared to manual verification. 

By automatically detecting missing information, 

duplicate entries, and incorrect values, the system 

enhances compliance with regulatory standards and 

prevents financial losses. 

While the ML-based system offers significant 

improvements, its implementation faces several 

challenges: 

▪ Data Quality Issues. The effectiveness of ML

models depends on the quality of training

data. Incomplete or incorrect data can reduce

model performance.

▪ Computational Cost. Deep learning models

like BERT require significant computing

power, which may limit adoption by smaller

railway operators.

▪ Integration with Legacy Systems. Many

railway companies use outdated document

management systems that may not be easily

compatible with AI-driven automation.

▪ Security Concerns. Automating sensitive

freight documents raises issues of data

security and compliance with privacy

regulations.

Addressing these challenges will require better 

data preprocessing techniques, cloud-based AI 

solutions, and secure document storage mechanisms 

such as blockchain. 

To further enhance the effectiveness of ML-

based document workflow management, future 

research should focus on: 

A) Blockchain Integration for Secure Document

Processing:

1) Ensuring tamper-proof records and 

transparent approval processes.

2) Implementing smart contracts for 

automatic freight document validation.

B) Hybrid AI Models for Higher Accuracy.

Combining rule-based logic with ML

techniques to improve classification and

anomaly detection.

C) Real-Time Processing with Edge AI.

Deploying AI models directly at railway

stations to minimize latency.

D) Multilingual Document Handling. Training

ML models for multi-language freight

documentation to support global railway

networks.

By incorporating these advancements, railway 

freight operators can achieve fully automated, AI-

powered document management, improving 

efficiency, security, and compliance. 

This study demonstrates that machine learning 

significantly optimizes document workflow 

management in railway freight transportation by 

improving classification accuracy, reducing 

processing time, and enhancing anomaly detection. 

The mathematical formulations provided confirm 

that ML models: 

▪ Increased classification accuracy from 85% to

97%.

▪ Reduced document processing time by up to

73%.

▪ Improved anomaly detection precision to

93%.

Despite challenges related to data quality, 

computational costs, and security, future 

enhancements such as blockchain, hybrid AI, and 

real-time processing will further strengthen ML-

based automation. 

The integration of AI-driven document 

workflow solutions will ensure that railway freight 

transportation operates with higher efficiency, lower 

costs, and improved compliance, paving the way for 

next-generation logistics management 

(2)
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5 CONCLUSIONS 

This study shows that machine learning 

significantly improves document processing in rail 

freight by improving classification accuracy, 

reducing processing time, and improving anomaly 

detection. Using deep learning models, particularly 

BERT, achieved 97.2% classification accuracy, 

while anomaly detection approaches such as 

Isolation Forest improved matching accuracy by 

93.1%. Additionally, machine learning-based 

automation saved document processing time by 67–

73%, reducing human workload and streamlining 

freight operations. 

Despite all these breakthroughs, some 

challenges continue to arise, such as data quality 

issues, computational costs, and integration into 

current systems. Overcoming such limitations will 

depend on advanced data pre-processing strategies, 

cost-effective AI models, and secure document 

processing procedures. The integration of cloud-

based AI and blockchain technology can also 

improve document security as well as real-time 

processing. 

Future research should focus on scalable AI 

models, multilingual document processing, and real-

time verification using edge computing. By 

combining these technologies, rail freight 

companies can create a fully automated, AI-

powered document management system that will 

deliver greater efficiency, accuracy, and compliance 

in today’s freight industry. 
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Abstract: This paper introduces a novel steganography method of secure communication to mitigate the perceptual 
degradation associated with the quantization process in JPEG compression, particularly when images are 
recompressed at standard quality levels by potential attackers. Our approach operates within the compressed 
domain, optimizing the selection of cover images based on the presence of high-texture blocks, thereby 
enhancing robustness and capacity while avoiding visual artifacts. This technique ensures a high Peak Signal-
to-Noise Ratio (PSNR) and Structural Similarity Index (SSIM) without the common compromise on visual 
quality. Additionally, our method allows for the retrieval of embedded messages without the need for the 
original image, making it highly applicable to real-time communication scenarios. Through extensive 
experimentation, we demonstrate that cover images containing over 80% textured blocks, with blocks selected 
for embedding having at least two non-zero quantized Discrete Cosine Transform (DCT) coefficients beyond 
the DC component, significantly improve PSNR values over existing methods while maintaining high payload 
capacity. The system exhibits robustness against JPEG recompression across a wide range of quality factors 
(42 to 99) and resilience to various image processing attacks, marking a significant advancement in the field 
of image compression and secure communication. 

1 INTRODUCTION 

The need for private and secure communication has 
become paramount in our ever-digital environment. 
The skill of concealing data inside a digital file is one 
alluring way to accomplish this. This technique, 
known as watermarking or steganography, provides a 
degree of protection and anonymity in the context of 
digital communication by enabling the hidden object 
conveyance of data through seemingly innocuous 
files. Digital steganography is the science, technique, 
or art of hiding digital information in a digital object 
so that no one other than the recipient can feel the 
actual existence of this information in the given 
media. The cover object and data can be in any format 
such as image, audio, video, or text [1]. 
Watermarking is the technology used to protect files 
from tampering and forgery. Copyright and property 
rights require watermarking techniques to indicate 
ownership and copyright of that file. Although the 
similarity between watermarking and steganography 
lies in the concept of hiding something in a digital 

file, for example, in a digital image, there are also 
differences between them. The main differences 
between watermarking and steganography are: 1) the 
amount of data in watermarking is limited, while 
steganography hides more data; 2) the robust 
watermarking technique makes the signature difficult 
to remove, while in robust steganography the secret 
message is difficult to detect; and 3) watermarking 
aims to protect the property, while in steganography 
it is to protect information[2], [3]. 

The usual image steganographic techniques are 
ineffective when used for online services since the 
images are usually heavily compressed using lossy 
compression techniques [4], [5], [6]. 

However, the most robust steganography methods 
need to send the cover image first before sending the 
stego image. But sending the same image multiple 
times gives a chance for the third party to detect the 
method. For that reason, creating robust 
steganography methods that do not need to send the 
cover image in advance is a challenge. In contrast, 
watermarking images are successful in resisting lossy 
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compression and noise to some extent. However, it is 
limited in payload capacity since robustness and 
imperceptibility are the dominant considerations. 
Thus, it is challenging to present a method that 
achieves a trade-off between capacity, robustness, 
and imperceptibility[5], [7]. 

Therefore, in this paper, we propose a method that 
balances robustness capacity and imperceptibility. 

The steganography and watermarking system can 
be applied in two domains: spatial and frequency. In 
both domains the same principle of steganography 
and watermarking is applied; that is to say, the secret 
message is embedded in the cover image. However, 
the way it is embedded is different from domain to 
domain and from one method to another, and the level 
of complexity and time is also different. 

Several image steganography and invisible 
watermarking methods are proposed within the 
frequency domain. This is because the robustness 
factor supported by the frequency domain prompted 
researchers to develop their methods in this field. The 
proposed methods compete with one another in terms 
of robustness against attacks, quality of host image, 
and payload capacity.  The coefficient values in the 
frequency domain then are exploited for embedding 
the secret message while maintaining the image 
quality. Changing the coefficient value of the 
frequency domain leads to a change in the image 
quality in the spatial domain. Some techniques use 
texture regions for the embedding process because 
they are robust against image processing 
manipulation. However, some techniques embed the 
binary bits in the non-textured regions of the image to 
increase the payload capacity. Some techniques use 
either low or high frequency to achieve robustness or 
high payload capacity. The low-frequency 
coefficients are more robust against image processing 
manipulation because they are quantized using low 
quantization factors. However, maintaining the 
perceptuality quality of the image by embedding 
within these coefficients is a challenge. On the other 
hand, embedding within high-frequency coefficients 
maintains the perceptuality of the host image but is 
not robust and may lead to a decreased compression 
ratio. 

2 LITERATURE REVIEW 

Although our research work is concerning 
Steganography, we are in additional researching the 
watermarking techniques as both present similar 
digital signal imbedding concepts. In the evolving 
field of digital watermarking and steganography, 

researchers have continually sought to balance the 
imperceptibility, robustness, and payload capacity of 
their methods. This review synthesizes key 
contributions from the literature spanning over two 
decades, reflecting the progression from simple 
embedding techniques to complex hybrid systems 
that aim to optimize these critical attributes. 

Initially, Lin et al. [8] study enhanced robustness 
and imperceptibility by employing a mathematical 
remainder concept for embedding in the luminance 
component's low-frequency texture blocks. The 
approach represented significant strides in 
watermarking technology but also highlighted the 
ongoing challenge of balancing capacity with image 
integrity. Further advancements were made by [9], 
[10]. Who employed Discrete Wavelet Transform 
(DWT) to improve image quality and robustness. 
Ansari et al. focused on embedding watermark bits by 
modifying the largest singular value within each 
block, a technique complemented by the latter's 
method, which introduced an embedding strength 
parameter and a relationship of DCT coefficients for 
robust watermarking against various attacks, 
including JPEG compression. An enhancement to the 
current steganography in the JPEG-compressed 
domain is proposed In [11]. The embedding process 
led to the maintenance of compression ratio and 
image distortion. They successfully created a stego 
image that closely resembled the original compressed 
image in some respects. However, they did not 
conduct a thorough investigation of its robustness 
against attacks. The quest for imperceptibility 
led [12] and [13] to explore blind and non-blind 
watermarking approaches respectively. DCT 
coefficient blocks for embedding, prioritizing high 
imperceptibility and partial robustness against 
specific attacks utilized by [12], while, the median 
principle for block selection, achieving robustness, 
particularly against JPEG compression was adopted 
by [13] . In a significant leap forward, a hybrid 
watermarking technique combining LSB and DWT 
methods present in [14]. The study aims to strike a 
balance between robustness against compression and 
noise attacks. However, like its predecessors, this 
method faced limitations regarding payload capacity 
and security aspects. Most recently, two studies have 
pushed the boundaries further by incorporating 
advanced DWT decompositions, SVD 
transformations, and novel embedding strategies as 
explained in [15] and [16]. In [15] focused on 
achieving high imperceptibility and robustness 
against a range of attacks through a sophisticated 
DWT and SVD-based nonblind approach, albeit with 
challenges in compression attack resilience for 
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different quality factors and payload capacity. On the 
other hand, a steganography method targeting high 
texture areas in RGB images, leveraging maximum 
energy pixels for high-capacity embedding proposed 
in[16]. This method, while showcasing high-quality 
stego images, acknowledges the need for further 
development in robustness. 

On the other hand. Some methods rely on deep 
learning rather than traditional approaches.  

Hu et al [17]. utilize the noise vector to record the 
secret message and train the model to generate the 
non-modification stego image based on secret 
message information. The model is trained to embed 
and extract the hidden message from the stego image 
based on the noise vector. Most non-modification 
steganography methods show a high potential for 
hiding information. However, most non-modification 
steganography methods have produced a low stego 
image quality in showing which led to the detection 
and insufficient accuracy in extracting the secret 
message as pointed out in  [18]. For that reason, an 
improvement by adding an attention mechanism to 
the GAN model is suggested in [21]. The GAN model 
is improved using enhanced training techniques. 
During the image generation process, the attention 
technique improves the image and removes any 
artifacts that may appear in the image background by 
improving the correlation coefficients between image 
units. The soft margin discriminator improves 
information extraction and addresses errors during 
image generation. However, the results of this study 
indicate progress in information retrieval and stego 
image quality. The payload capacity is constrained. In 
addition, no mention of robustness. 

To achieve high payload capacity, the high 
dimensionality of the latent vector of a flow-based 
generative model is utilized in [19]. The study 
focused on the invertible recording between the latent 
vector and image space of the flow-based generative 
model with the lossless coding to embed and extract 
the secret message precisely. The hidden message 
encodes within a high-dimensional latent vector 
based on a location encoding algorithm to achieve 
high payload capacity. Despite that, the study 
achieves high payload capacity due to the utilization 
of the high dimension of the latent noise vector of the 
flow-based generative model which is larger than the 
GAN model. The secret message is retrieved due to 
the invertible of the flow-based generative. However, 
robustness is constrained, especially for JPEG 
compression. In addition, utilizing the latent vector 
for mapping the secret message without consideration 
of the effect of different elements' latent vectors on 

the image quality is a drawback of this method as 
pointed out by [20]. 

While a watermarking method against rotation 
and JPEG compression attacks is suggested in [21]. 
The method focused on learning the GAN model to 
embed the watermark in the host image and to 
improve the quality of the watermarked image within 
the training stage. The model applied attack 
simulation to make the extractor able to extract the 
watermark from an attacked image. However, the 
model succeeded in learning the watermarked image 
generator, stego image discriminator, and extractor to 
extract the watermark blindly. The study considers 
low embedding capacity, high complexity and not 
well enough robust against JPEG compression. 

Bagheri et al. [22] focus on determining the 
suitable positions for hosting the watermark bits with 
consideration of the strength factor principle. They 
applied the embedding process in the hybrid of DWT 
and DCT domains. The host image is input to the R-
CNN to find the strength factor for generating several 
important classes. The strength factor of each class is 
calculated based on the maximum importance 
coefficient of that class, which is mentioned on the 
predefined constant scale. The model tries to avoid 
embedding in the region which has important objects. 
The blocks which have lower importance are selected 
as candidate blocks for hosting the watermark bits. 
However, the strength factor for each block is 
guaranteed the hosting bit unchanged from attacks by 
increasing the difference between candidate 
coefficients. A voting algorithm applied to the fifteen 
extracted watermark bits increases the chance of 
extracting the right bits. The study is limited in the 
payload capacity. In addition, the study is robust 
against JEG attack for high-quality factors 70,80,90 
as the study refers. 

A model to find the appropriate areas to add the 
watermark in the image to achieve high 
imperceptibility is suggested by [23]. The model is 
trained through an optimization technique to analyze 
the image to obtain features of the regions, and then 
the optimal areas are selected using deep CNN. The 
feature inputs are used to choose the best region for 
hiding the watermark while a fitness function is used 
to address the optimal solution. After identifying the 
areas of interest in the wavelet sub band transform of 
the image, the fitness technique is used to hide the 
watermark in these areas of interest. The study 
demonstrates a high quality of the watermarked 
image compared with other existing studies by high 
PSNR and correlation coefficient. However, the 
cover image and fitness are necessary in the 
extraction process. In addition, the study needs to 
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evaluate the complexity because it uses several 
techniques and mentions the robustness. 

An autoencoder steganography method to hide the 
secret message by taking advantage of the latent 
space in the encoder offered in [24]. The method 
encodes both the message and the cover image by two 
different encoders that produce an equal-sized 
sample, then the cover image encoder decodes the 
two samples to generate the stego image, then the 
noise is added to obtain the required robustness, and 
the message retrieval process is done by the encoder 
message, and the method showed good performance 
in terms of robustness as well as short computational 
cost, while it lacked image quality preservation as is 
the case for the automatically trained encoder, and 
most importantly, it includes limited payload 
capacity, as the researcher indicated that the process 
of increasing the payload capacity leads to a decrease 
in the accuracy of message retrieval and affects the 
image quality as well. 

Recently, Xu et al. [25] try to increase the payload 
capacity to 250 bits. The method is to pre-process the 
watermark and combine it with the reduced cover 
image. The two images are fed into the encoder 
network MUINT to generate a residual image. This 
residual image is then resized and added to the 
original cover image to generate the watermarked 
image. To obtain robustness, the study added noise to 
the watermarked image to simulate the attacks to 
learn the decoder to extract the watermark from the 
noisy watermarked image. However, the method 
considers higher payload capacity than the relevant 
previous studies and achieves robustness. The 
limitation of this study and the other relevant studies 
is to produce non-artifact images as mentioned by 
studies, even though the high quantity results in terms 
of PSNR and SSIM are obtained by most studies. In 
addition, the study has a limited payload capacity of 
only 250 bits. 

This literature review highlights a continuous 
effort in the field to refine and balance the essential 
qualities of digital watermarking and steganography 
methods. Despite the significant progress made, the 
quest for an optimal balance between 
imperceptibility, robustness, and payload capacity 
remains a central challenge, driving ongoing research 
and innovation. Additionally, factors such as sending 
the original image during the extraction process or 
sending the stego or watermarked image as a spatial 
domain image are also considered in research. The 
authors in [7] mentioned that sending the original 
image within the stego or watermarked image is 
highly risky to be detected by an attacker. Also [26] 
emphasized that the time for extracting a message 

within the compressed domain is less because it only 
requires entropy decoding, while the frequency 
domain requires more calculations for the 
transformation process. 

Even though the deep learning methods tried to 
present a new method to achieve robustness they lack 
in capacity or quality, visible artifact. Therefore, we 
propose to find an optimal host image, the best block 
for embedding, and the best coefficients within the 
block, apply an adaptive embedding method, work 
within the compressed domain, avoid sending the 
original image, and scramble the binary image. This 
is to increase payload capacity and achieve 
robustness, and imperceptibility. Additionally, it 
allows for a short time for extraction and ensures 
security when archiving. 

3 IMAGE ANALYSIS AND 

THRESHOLDS 

The analysis materials comprise different 16 colour 
images of 512 512 pixels were collected from the 
CVG–UGR [27] image databases. The result of an 
intensive analysis of the images in terms of 
compression and embedding shows the visual 
artifacts in most images. Following the JPEG 
compression process with a standard quality factor is 
a challenge in terms of the perceptibility of the visual 
artifact. The reason is that the quantization process in 
the smooth area of the image produces a visual 
artifact. In addition, embedding the secret bits in the 
smooth area leads to visual artifacts. The literature 
only mentions the visual artifact caused by the 
embedding process; therefore, researchers try to 
embed in the texture blocks to some extent. However, 
there is no mention of the visual artifact caused by 
compression by applied JPEG standard quality factor 
SQF.  

The result from our experiment shows that the 
smooth area in the carrier image causes visual 
artifacts in terms of compression and embedding. On 
the other hand, rich texture images have high quality 
after the compression and embedding process in 
terms of fewer visual artifacts and less reduction in 
the PSNR value compared to non-rich texture images. 
Studying and warily evaluating the image using the 
quantization procedure, we discovered that the 
quantized macroblock is the only one with a non-zero 
quantized DC value and all other quantized DCT 
coefficients are zeros. This results in the flat 
macroblock following dequantization processes. The 
reason is the error between quantization and 
dequantization. Flat macroblock means all values 
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within the block are equal. However, this block 
before quantization had a low variation over values. 

A rich texture image is an image with a lot of 
details while a non-texture image is when the image 
looks smooth or has smooth parts. For example, 
Lenan’s shoulder in Lena's image is considered a 
smooth part which case visual artifact that is changed 
by the quantization process. 

The experiment is run for several thresholds to 
find the best values for T1 and T2 in terms of quality 
and robustness. T1 is to determine the proportion of 
texture blocks within the image. According to the 
results, an image with more than 80% texture blocks 
is considered as a rich texture image when the 
threshold T2 value is 2. The outcome indicates that, 
at least in part, there is no correlation between 
robustness or quantity measurements (PSNR and 
SSIM) and a higher threshold. As a result, there is no 
justification for selecting a higher threshold because 
the payload capacity will be constrained below it. 
Threshold T2 value (2) can balance the factors like 
robustness, payload capacity and visual artifact. The 
experiment extends to select the best candidate 
quantized DCT within texture blocks in terms of 
robustness and quality. 

4 THE PROPOSED SYSTEM 

The proposed system is to select an optimal cover 
image content with a high texture block that follows 
the standard JPEG process. And to embed the 
message bits in the texture block within the selected 
image. As shown in Figure 1, steps 5 to 9 within the 
box are the proposed system for embedding while the 
rest outside the box is related to the JPEG process. To 
ensure security, the embedded watermark or binary 
text image is scrambled using the Arnold 
transformation. That is mean without precise info 
about the scrambling procedure the scrambling binary 
text image cannot be mended. 

4.1 Embedding Algorithm Steps 

The embedding procedure is conducted in the 
following sequence of steps: 

Step  1. Select the image from the data set. 

Step 2. Convert the carrier RGB image into 
YCbCr colour space and divide each component of 
YCbCr (luminance and two chrominances) into non-
overlapping blocks with a size of 8by8 blocks called 
macroblocks. 

Step 3. Apply the DCT transform to each 
macroblock to get the DCT macroblock coefficients. 
(in row way). 

Step   4. Apply the quantized operation to the DCT 
macroblock coefficients (with SQF). The output is 
called quantized DCT macroblock coefficients. 

Step 5. Select the quantized DCT macroblock 
from the three components. (Luminance and two 
chrominances). 

Step 6. If the number of non-zero quantized DCT 
coefficients in the block is lower than two discard this 
macroblock, go to Step 5, otherwise address the block 
as texture block and go to Step 7. 

Step 7. If the number of texture blocks is equal to 
or greater than 80% out of the total blocks in the 
image, address the image as a rich texture image, 
and go to Step 8 otherwise discard this image and go 
to Step 1. 

Step 8. Select the texture block that contains at 
least two non-zero quantized DCT coefficients apart 
from the DC coefficient, two of them are the 
candidate coefficients for embedding.  

Step 9. Perform embedding operations in the 
block as follows: 

𝑁𝐷𝐶𝑇 = {

𝑂𝐷𝐶𝑇,   𝑊𝑖 = 1 𝑎𝑛𝑑 𝑂𝐷𝐶𝑇 𝑖𝑠 𝑜𝑑𝑑
𝑂𝐷𝐶𝑇 + 1, 𝑊𝑖 = 1 𝑎𝑛𝑑 𝑂𝐷𝐶𝑇 𝑖𝑠 𝑒𝑣𝑒𝑛
𝑂𝐷𝐶𝑇 + 1, 𝑊𝑖 = 0 𝑎𝑛𝑑 𝑂𝐷𝐶𝑇 𝑖𝑠 𝑒𝑣𝑒𝑛

𝑂𝐷𝐶𝑇,   𝑊𝑖 = 0 𝑎𝑛𝑑 𝑂𝐷𝐶𝑇 𝑖𝑠 𝑜𝑑𝑑

, 

where old quantized DCT is the selected quantized 
DCT before embedding,  NDCT is the quantized DCT 
after embedding and Wi is the corresponding 
watermarking bit. Each time two watermarking bits 
Wi and Wi+1 are embedded in two quantized DCT 
(2,1) and DCT (2,2) respectively. (The two quantized 
DCT (2,1) and DCT (2,2) should be non-zero before 
and after embedding as well as the sign of the 
coefficient is maintained   (  

Step 10. Repeat Steps 8 to 9 to embed all 
watermark bits. 

Step 11. Finally, the entropy encoding stage is 
applied to encode the quantized macroblocks DCT 
coefficients into bitstreams. Image JPEG file format.  
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Figure 1: The proposed system of selecting rich texture images and embedding process. 

4.2 Retrieved Algorithm Steps 

The retrieving part of the proposed system is very 
simple, and it does not need any other information 
from the original host image. The watermarking bits 
are retrieved from the compressed image JPEG file 
format (bitstream) by using the following steps: 

Step 1. Decode the stream of bits (compressed 
image JPEG file format) into de-quantized DCT 
macroblock coefficients.  

Step 2. Select the de-quantized DCT macroblock. 
Step 3. If the block is the texture block which 

contains at least three non-zero quantized DCT 
coefficients, two of which are the candidate 
coefficients for extracting, go to Step 4 otherwise 
discard the macroblock and repeat Step 2. 

Step 4. Perform retrieving operations in the block 
as follows: 

𝑊𝑖 = {
1, quantized DCT is odd

0, quantized DCT is even

where quantized DCT is the candidate quantized DCT 
coefficients from the block and Wi is the 
corresponding scrambling watermarking bit.  

 Step 5.  Repeat Steps 3 and 4 to retrieve all 
scrambling watermark bits. Finally restore the 
original watermark by applying the inverse Arnold 
transformation to the scrambled watermark. 

5 PERFORMANCE EVALUATION 

AND EXPERIMENTAL 

DISCUSSION 

To evaluate the proposed method, the same 16 colour 
images are investigated images referred to in the 
previous section 3.  While a double binary image 
IEEE logo with the size of 64×64 bits as the 
watermark image 128x64 bits. However, four colour 
images including Lena, Baboon, F16, and Fruit with 
a size of 512×512 pixels are selected to discuss the 
proposed system results with other studies in the 
paper. This is because most studies use these images 
in their experiment. The proposed system selects the 
Fruit and Baboon images as the host images and 
discards Lena and F16. This is because the Baboon 
and Fruit images are rich texture images, and the 
percentage of texture blocks is greater or equal to 
80%. As we explained in section 3. 

5.1 Robustness of the Proposed System 

Different types of attacks are investigated in the 
following experiment to evaluate the robustness of 
the proposed system. The experiment investigated the 
spatial host images within the payload capacity of 
8192 bits. The Normalized Correlation (NC) value is 
used to deliver unbiased decisions for the reliability 
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of the proposed system. Figure 2 shows the NC values 
of extracted watermarks from the host images Lena, 
Baboon, F16, and Fruit in terms of JPEG compression 
attack with different quality factors. The NC value 
0.99 is considered equal to 1. The missing NC value 
is related to the inverse operation of the DCT when 
the host image is converted from the frequency 
domain to the spatial domain. Results show that the 
watermark retrieved has approximately full NC 
values with quality factors starting from 48% up to 
99%, the watermark retrieved has average NC values 
around 0.90 for a quality factor 42% up to 47% and 

the watermark retrieved has average NC values over 
0.80 for a quality factor 35% up to 42%. However, it 
is difficult to recognize a watermark retrieved within 
a quality factor of 35% up to 41%. In addition, a 
watermark retrieved with lower than 35% cannot be 
recognized and has an NC value lower than 80. 
Furthermore, the result shows that a rich texture 
image such as Baboon and Fruit has the highest 
average NC values over all random quality factors. 

Figure 2: The NC values of the proposed system against JPEG compression for different quality factors. 

Figure 3: The NC values of the proposed system of common image processing attacks: 1) Salt and Pepper, 2) Emotion, 
3) Sharp, 4) Gaussian, 5) Histogram, 6) Rotation 0.15, 7) Rotation 0.25.
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The result from Figure 3 shows that the Baboon 
and Fruit images have the highest NC values for most 
types of attacks while Lena and F16 come later. The 
average PSNR due to attacks for images Baboon and 
Fruit (24.1 and 28.9) are lower than both images Lena 
and F16 (31.2 and 30.4). The average NC value of 
Baboon and Fruit is 0.84 overall image processing 
attacks. However, the average NC value for Lena is 
0.78 and for F16 is 0.77. In addition, the retrieved 
watermark is more recognizable for these images 
within this type of attack. In addition, as shown in 
Figure 3 the watermark retrieved from both images 
Baboon and Fruit have the highest total average of 
NC values too. This is because these images are 
considered rich texture images with over 80% of 
texture blocks. As we mentioned in section 3 our 
investigation that rich texture images are robust 
against compression. 

As a result, the proposed system can achieve 
acceptable robustness against random quality factors 
from 42 to 99 and against image processing attacks to 
some extent by selecting rich texture images such as 
Baboon and Fruit. The proposed system is considered 
limited in terms of rotation and histogram attack. This 
is because of the high reduction in the PSNR of host 
images due to the rotation attack. However, the NC 
values for images Baboon and Fruit are acceptable 
with rotation attack 0.15 degree (0.80 and 0.85) 
respectively and the NC values for Fruit image 
against histogram equalization is NC value 0.85. 

5.1 The Proposed System Compared to 
Other Studies 

The proposed system is compared with the existing 
methods as shown in Table 1. The result is that the 
proposed system provides a high payload capacity 
compared to the other methods, and the existing 
methods produce a lower quality (PSNR) compared 
to the proposed system except [12], [13], [14],[25] 
studies, as shown in the table. The reason is that the 
proposed system makes less change to the coefficient 
value within the embedding process and selects a rich 
texture image that supports more texture blocks for 
embedding. However, other methods apart from [12], 
[13], [14], [25] studies significantly alter the 
coefficient value through the embedding process. 

5.2 Robustness and Functional 
Advantages 

Even though the study [25] has a higher PSNR but 
lacks visual artifacts, there is no guarantee for 
generating a non-visual artifact watermarked image, 

as the author mentions. The proposed system idea is 
to deliver a non-visual artefact watermarked or stego 
image based on selecting a rich texture image. In 
addition, the study [25] proves robustness against 
jpeg compression for only quality factor QF(50) 
while our proposed for different quality factors. The 
study [21] has a robustness value (BER=0.08) for 
JPEG attacks with QF(50), while the proposed system 
has (0.0). The method in [19], has robustness 
(NC=0.80) against JPEG attacks for only QF (90), 
however, our proposed system has (NC=1) for QF(50 
up to 99). In [22] the robustness  is discussed against 
JPEG only for QF (70,80 and 90). In addition, The 
method in [14] showed a robustness against JPEG 
compression with QF (55,75 and 95) only. Although  
[12], [13] studies have a high PSNR compared to the 
proposed system. However, the proposed system has 
a higher payload capacity than the two studies. The 
proposed system proves robustness against JPEG 
compression with different quality factors while there 
is no reference to this type of robustness in the [12]. 
In addition, the proposed system does not need the 
original image in the retrieving process while [13]  
needs the original image. 

Table 1: The comparison between the proposed system and 
other studies in terms of the PSNR and capacity. 

Methods Capacity, (bits) PSNR(DB) 
[25] 250 N\A 
[24] 100 33 
[14] 2048 30-40
[12] 1024 45 
[13] 512 43 
[10] 4096 33.2 
[8] 1024 31.4 

Proposed system 8192 35.13 

The proposed system is better than Lin et al. [8] 
study in terms of PSNR and capacity for four images 
Lena, Baboon, F16 and Fruit. However, the 
robustness in [8] is greater when compared to our 
method. In addition, the extracted part of the [8] study 
needs two key parameters. However, the extracted 
part of the proposed system does not need any further 
information. The proposed system achieves the same 
robustness for a jpeg compression attack with a 
random quality factor greater than 42%. 

6 CONCLUSIONS 

It is concluded that the rich host image recommended 
by the proposed system achieves high 
imperceptibility, avoids visual artifacts, and has a 
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greater payload capacity range (1-8192) compared to 
other studies. It also has high robustness against JPEG 
compression for random quality factors (42-99), with 
acceptable robustness against common image 
processing attacks except for rotation higher than 
0.20 degrees and histogram. In the extraction process, 
the proposed system needs only a run-length 
encoding process to retrieve the secret message, it 
works in a compressed domain. The binary text image 
is used as the secret message for steganography while 
the binary image logo for watermarking. This is 
because the binary text image or logo can be noticed 
in case of any modification. The number of characters 
in the binary text image is based on the font size used. 

In the state of the arts. The proposed system 
outperforms most old and recent studies including 
traditional and deep learning as shown in Table 1.  In 
comparison with deep learning steganography or 
watermarking methods, the proposed system is better 
than [25], and [24] in payload capacity and non-visual 
artefacts. And better than [19], and [21] in robustness 
against JPEG compression. Even though the 
study [22] works in a non-blind strategy, the proposed 
system works as blind and showing robustness 
against JPEG only for higher QF. 

The proposed system is tested in real-world 
applications such as email and Facebook. The stego 
image is uploaded within Facebook and by email, and 
the binary text image is retrieved truly from the 
receiver side. As a result, the proposed system can be 
used in these online applications to exchange vital 
information in secure communication.  

The limitations of the proposed system are 
robustness against rotation and histogram 
equalization. The traditional way of selecting the rich 
texture image as a cover image and selecting texture 
for embedding. The payload capacity. 

For future work, more real-world applications 
need to be investigated. An investigation of the Deep 
learning technique to create a model in terms of 
selecting a rich texture image and selecting a texture 
block. Increasing the payload capacity and robustness 
against random noise and histogram. 
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Abstract: Facial emotion recognition is still a challenging task in computer vision because human facial expressions 

are very subtle and complex. In this paper, we address this issue and propose a novel deep-learning 

framework that combines multi-scale feature extraction with a dynamic attention mechanism and improved 

residual connection. The research aims to create a reliable system that identifies facial expressions correctly 

in different circumstances. The proposed method was validated rigorously on a standard face expression 

recognition data set, with an impressive overall accuracy of 96.1%. Additionally, the model performed 

remarkably well on extra metrics like precision, recall, and F1-score. These findings highlight the model’s 

ability to learn and distinguish subtle features in human faces, leading to improved performance compared 

to conventional methods. In summary, this research makes a noteworthy contribution to affective computing 

by paving the way for the future development of real-time systems that can recognize human emotions, 

enabling numerous potential applications in the fields of mental health assessment, human-computer 

interaction, and adaptive user interfaces.

1 INTRODUCTION 

Facial emotion recognition has emerged as a 

fundamental part of computer vision and affective 

computing, with many organizations showing active 

interest in its applications across human-computer 

interaction, mental health detection, and intelligent 

surveillance systems. The automatic recognition of 

human emotions through facial expressions makes 

up the concept of Facial emotion recognition [1]. 

Researchers find it difficult to achieve precise 

emotion recognition through facial features because 

emotions like happiness, sadness, anger, fear, and 

surprise alongside disgust require sensitive 

interpretation [2]. The main research problem of 

facial emotion recognition emerges from the 

inherent variability of human facial expressions 

since their appearance changes according to 

illumination modifications and several other factors 

like partial blocking views combined with body 

positioning variations together with individual-to-

individual variation [3]. The recognition process 

using handcrafted features such as Local Binary 

Patterns (LBP) and Gabor filters combined with 

traditional geometric feature extraction methods 

proves insufficient to detect facial expression 

details [4]. These fundamental techniques 

established foundational research, but they 

demonstrated limitations when dealing with noise 

during capturing processes, which reduced their 

practical effectiveness in real-world situations [5], 

[6]. The recent developments in deep learning 

technology have advanced facial emotion 

recognition through autonomous hierarchical feature 

representation learning [7]. Convolutional Neural 

Networks (CNNs) represent contemporary image 

processing methods because they excel at 

recognizing image spatial patterns. The 
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advancements have happened despite multiple 

remaining obstacles [8]. The application of deep 

learning models is limited because they depend on 

having access to extensive and properly labeled 

datasets that may not exist [9]. The primary focus of 

advanced present-day models centers on capturing 

global attributes, which causes them to disregard 

essential regional face aspects that are required to 

differentiate similar emotional states. The training of 

deep neural networks becomes difficult because of 

the vanishing gradient problem found in extensive 

networks, which requires the implementation of 

residual connections and advanced normalization 

methods [10]. The purpose of this research is to 

develop an efficient facial emotion recognition 

system that tackles contemporary challenges in this 

field. Our approach contains a combination of multi-

scale feature extraction along with dynamic attention 

mechanisms and enhanced residual learning for this 

purpose. The multi-scale extraction mechanism 

targets refined facial characteristics together with 

complete essential features to prevent the miss of 

delicate expression signals. A dynamic attention 

mechanism helps improve feature maps by selecting 

pertinent parts of the face from areas such as eyes, 

mouth, and eyebrows. New residual connection 

methods help network training by enhancing 

gradient paths through the system to solve deep 

network training issues. The research adds new 

concepts to facial emotion recognition through a 

deep-learning framework that solves various 

problems within current techniques. The presented 

paper brings three main contributions to facial 

emotion recognition, including: 

1) an innovative multi-scale feature method

that effectively retrieves global and local

facial characteristics,

2) a dynamic attention mechanism for

selective focus on critical facial regions,

3) improved residual connections to achieve

deeper network depths and combat training

issues.

The remainder of the paper is organized as 

follows: Section 2 reviews related works, providing 

a comprehensive overview of the state-of-the-art 

methods and their limitations; Section 3 details the 

proposed method, including the network architecture 

and algorithmic innovations; Section 4 presents the 

experimental results and analysis, comparing the 

performance of our model against existing methods; 

and Section 5 concludes the paper with a discussion 

of the findings and directions for future research.  

2 RELATED WORKS 

The performance rate of Facial Emotion Recognition 

(FER) has gained much attention in the recent past, 

especially with the introduction of deep learning. In 

this section, a set of papers regarding emotion 

recognition in the human face are analyzed from 

various angles. Early contributions focused on 

leveraging deep learning under dynamic conditions. 

Jagadeesh and Baranidharan [11] introduced 

Dynamic FERNet, which replaced traditional feature 

extraction methods like Gabor wavelets and LBP 

with CNN-based learning. This method improved 

accuracy and reduced manual intervention. Yet, it 

did not incorporate a contextual attention 

mechanism, which could lead to a loss of salient 

facial features. Fu et al. [12] proposed the Blindfold 

Attention model. Their novel attention mechanism 

improved the capture of hidden emotions. The 

drawback, however, was limited validation across 

diverse datasets, restricting its generalizability. 

Advancements in 2023 further expanded the 

boundaries of facial emotion recognition. Chi [13] 

reinforced the necessity of deep learning for facial 

sentiment analysis. His approach was effective in 

varying illumination conditions but fell short in 

handling occlusions. Chen [14] presented an 

enhanced deep-learning neural network that 

achieved high accuracy. Despite its strengths, the 

method required significant computational resources 

and was prone to overfitting in data-scarce 

environments. Shahzad [15] addressed the 

challenges posed by COVID-19 by fusing 

multimodal CNN features to interpret masked faces 

better. Although his model converged quickly, its 

accuracy dropped when non-masked data were 

included. Around the same time, Wang et al. [16] 

proposed a complex emotion recognition framework 

that integrated self-cure relation networks to manage 

label noise. This innovation came at the cost of 

complex parameter tuning. Additionally,   Wang et 

al. [17] combined EEG signals with facial 

expressions for multimodal emotion recognition. 

This approach enhanced classification performance 

but was limited by the requirement for synchronized 

multi-modal data. 

Recent studies in 2024 have focused on 

enhancing robustness and real-time performance. 

Tshibangu and Tapamo [18] developed a ConvNet 

that integrated LBP, CNN, and ORB techniques. 

Their model converged rapidly; however, its shallow 

architecture limited generalization. Pan et al. [19] 

introduced the Deep Emotion framework, a 

multimodal system that fused improved GhostNet, 
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LFCNN, and LSTM models. This framework 

achieved superior accuracy by integrating multiple 

data streams but increased model complexity. 

Finally, Wu and Pan [20] proposed a multi-attention 

fusion network leveraging FACS and optimized 

preprocessing. Their approach enhanced recognition 

accuracy in educational settings, though it remains 

specialized in that domain. The proposed method 

addresses these limitations by integrating CNNs 

with skip connections, a dynamic attention 

mechanism, and enhanced feature extraction 

strategies. It improves feature extraction and 

robustness across varied datasets while reducing 

model complexity. Table 1 summarizes the reviewed 

works with their strengths and weaknesses. 

3 PROPOSED METHOD 

This paper develops a superior facial emotion 

recognition framework that utilizes dynamic 

attention modules and multi-scale residual learning 

while building from conventional CNN 

infrastructure (Fig. 1). The proposed approach 

combines multiple features that enhance deep 

network performance to handle gradient 

disappearance and data spatial distortion in limited 

datasets. Figure 2 shows the general scheme of the 

proposed method. 

The compilation of images occurred through a 

method that gathered data from publicly accessible 

facial emotion recognition sources and proprietary 

in-house acquisitions. The evaluation team carefully 

checked all images to guarantee facial expressions 

remained easy to view while upholding consistent 

annotation performance standards. A uniform pre-

processing process followed after image collection, 

which resized all images to 128 by 128 pixels. 

Reassessment of image dimensions happens at this 

point because it enables both standardization of 

inputs and computational efficiency while keeping 

vital facial characteristics that aid emotional 

classification.  

.

Table 1 :  Summary of related works. 

Ref Approach (Method Used) Strength Points Weak Points or Restrictions 

[11] Dynamic FERNet using CNN-based 

feature learning 

Automatic feature extraction; 

improved accuracy 

Lacks contextual attention for 

salient feature preservation 

[12] Blindfold Attention model for capturing 

hidden emotions 

Novel attention mechanism Limited validation on diverse 

datasets 

[13] Deep learning-based facial sentiment 

recognition 

Robust under varying 

illumination conditions 

Poor handling of occlusions 

[14] Enhanced deep learning neural network 

for FER 

Achieves high accuracy High computational cost; risk of 

overfitting in low-data scenarios 

[15] Multi-modal CNN feature fusion for 

masked facial expression recognition 

Quick convergence; effective 

for masked faces 

Accuracy declines when non-

masked data are introduced 

[16] Complex emotion recognition via self-

cure relation networks 

Effectively manages label noise Complex parameter tuning is 

required 

[17] Multimodal emotion recognition 

combining EEG signals and facial 

expressions 

Enhanced performance through 

multi-modal fusion 

Requires synchronized acquisition 

of multi-modal data 

[18] ConvNet using LBP, CNN, and ORB for 

quick convergence 

Rapid convergence Limited layers lead to reduced 

generalization 

[19] Deep Emotion framework integrating 

improved GhostNet, LFCNN, and LSTM 

Superior accuracy through 

multimodal integration 

Increased model complexity 

[20] Multi-attention fusion network leveraging 

FACS and optimized preprocessing. 

Improved accuracy in student 

learning emotion recognition 

Specialized in educational settings 
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Figure 1: The general scheme of the proposed Method. 

Figure 2: The proposed model architecture.

Following the resizing, the dataset was 
systematically partitioned into three distinct subsets 
to ensure robust model development and evaluation. 
70% of the data was allocated to the training set, 
where the model learns to extract and generalize 
features. A smaller fraction of 15% was set aside as 
the validation set, which plays a pivotal role in 
hyperparameter tuning and monitoring potential 
overfitting during the training phase. Lastly, a 
separate testing set of 15% was reserved for an 
unbiased assessment of the final model’s 
performance.  

This structured approach to dataset collection, 
pre-processing, and splitting significantly 
contributes to the reliability and reproducibility of 
the facial emotion recognition system. Figure 3 
illustrates the proposed model architecture.  

The core of the proposed framework comprises 
three interlinked components: 
1) Multi-Scale Convolutional Feature Extraction.

A series of convolutional layers with varying
kernel sizes are employed to capture both fine-
grained and global facial features. This multi-
scale approach enables the network to adapt to
variations in facial expressions and lighting
conditions.

2) Dynamic Context-Aware Attention Module.
The proposed dynamic context-aware attention
module surpasses traditional fixed-weight
attention mechanisms by adaptively responding
to facial expressions and contextual elements.
The system employs Global Average Pooling
to create a condensed representation of input
features, followed by a dense layer with tanh
activation that calculates preliminary attention
scores capturing image context. These scores
undergo SoftMax transformation to generate
channel probability distributions, which are
then reshaped to match feature map
dimensions. This process enables selective
emphasis of critical facial regions, eyes, mouth,
and eyebrows while minimizing background
interference. As facial expressions change, the
module automatically recalibrates weights in
response to evolving intermediate feature
maps, ensuring robust, context-sensitive feature
extraction throughout the analysis.

3) Residual Learning with Enhanced Skip
Connections. To ensure effective gradient
propagation in very deep networks, enhanced
residual blocks are integrated within the
architecture. These blocks facilitate the fusion
of multi-scale features while maintaining the
structural integrity of the network. The
dynamic attention scores further optimize the
skip connections, ensuring that only the most
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informative features are passed to the 
subsequent layers. 

4) Fully Connected Layers. After flattening
extracted features, the network applies specific
layers to enhance learning and improve
generalization. During training, the batch
normalization layer regulates activation
distributions of an input, which is first
processed by the 256-unit dense layer. The
offset 0.5 dropout layer is installed to reduce
the chance of overfitting. Secondly, the refined
data uses a dense layer of 128 units to process
the information before receiving additional
batch normalization along with another dropout
layer activated at a rate of 0.5. The prediction
exits through a softmax layer, which generates
seven probability outputs that correspond
precisely to individual emotion categories for
consistent facial expression identification.
Algorithm 1 provides an outline of the
proposed method.

Algorithm 1: Outline of The Proposed 
Method. 

Input: Grayscale facial image (128×128) and 
predefined hyperparameters. 

Output: Emotion classification probabilities. 

Step 1: Receive a 128×128 grayscale facial 
image along with predefined hyperparameters. 

Step 2: Normalize the image intensities and 
apply data augmentation techniques such as 
rotation, scaling, and flipping. 

Step 3: Process the image through parallel 
convolutional layers with 3×3 and 5×5 kernels, 
and then concatenate the resulting feature maps. 

Step 4: Compute preliminary attention weights 
using a dense layer with Tanh activation and 
refine them with a SoftMax layer. 

Step 5: Enhance the features by processing 
them through residual blocks with dynamically 
modulated skip connections. 

Step 6: Flatten the output feature maps, 
process them through dense layers with dropout 
regularization, and generate final classification 
probabilities via a SoftMax output layer. 

Step 7: Output the final emotion classification 
probabilities with high precision and robustness. 

The network design is subject to carefully 
adjusted hyperparameters and structural parameters. 
Table 2 summarizes the network's structural 
parameters, and Table 3 provides the 
hyperparameter values used.   

The presented method surpasses former 

techniques in remarkable ways. The framework 

manages to solve spatial feature degradation and 

complex facial expression limitations through its 

combination of multi-scale feature extraction with 

dynamic attention mechanisms and enhanced 

residual learning. The algorithm shows versatility, 

which makes it optimal for immediate use while also 

serving as a foundation for device integration with 

combination emotion detection systems. 

Table 2 : A summary of the network's structural 

parameters. 

Component Parameter Details 

Input image 128×128 grayscale image 

Convolutional 

layers 

Two parallel streams with 3×3 and 

5×5 kernels; filters: 32 & 64 

Attention 

module 

Dense layer with one neuron; Tanh 

followed by SoftMax 

Residual 

blocks 

Two blocks with enhanced skip 

connections 

Fully 

connected 

layers 

Dense Layer (256) → Batch 

Normalization → Dropout (0.5) → 

Dense Layer (128) → Batch 

Normalization → Dropout (0.5) → 

Output Layer (SoftMax, 7 neurons)

Table 3 : Hyperparameter values used in the training 

process. 

Hyperparameter Value Description 

Learning rate 0.0001 
Initial learning rate for 

the optimizer 

Learning rate 

decay 
0.000001 

Step-wise decay to 

stabilize training 

Batch size 32 
Number of samples per 

gradient update 

Dropout rate 0.50 
Dropout applied in 

fully connected layers 

Number of 

epochs 
80 Total training iterations 

Optimizer Adam 
Adaptive optimizer for 

efficient convergence 

4 RESULTS AND ANALYSIS 

The proposed framework shows both effective 
results and reliable performance when used for facial 
emotion recognition during its experimental tests. 
All research took place on a workstation that 
combined Python 3.8 with TensorFlow 2.x to run 
experiments on an Intel Core i7 processor, 32 GB 
RAM together with an NVIDIA GeForce RTX 2060 
GPU. The Keras API delivered training operations 
that integrated efficient data augmentation along 
with dynamic learning rate scheduling. The model 
convergence happened steadily through these 
optimized computational tools that prevented 
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overfitting and kept good generalization across all 
input data sets. The model underwent training with a 
wide range of datasets, which allowed it to identify 
numerous facial expressions. The proposed model 
used the Face expression recognition dataset 
(FERD1) [21] alongside the facial emotion 
recognition dataset (FERD2) [22] and facial 
Emotion dataset (FED3) [23] during its training 
evaluation and testing procedures. All datasets used 
contain the following categories: angry, disgusted, 
fearful, happy, neutral, sad, and surprised. FERD1 
and FERD2 contain each one of 35,887 images, 
while FED3 contains 152 images. The data 
preprocessing step included converting all images to 
128×128 pixels to normalize data quantities and 
minimize processing requirements without 
compromising facial attribute retention. The 
researchers divided their dataset into training, 
validation, and testing sections for performing 
proper model assessment. The validation set grid 
search optimization produced an optimal 
configuration that managed to find the right balance 
between model complexity and learning capabilities.  

The accuracy and loss curves from the training 
procedure of the proposed model are displayed in 
Figure 3.  

A systematic performance evaluation checked 
the findings through various metrics, including 
accuracy, precision, recall, and F1-score. Table 4 
presents the proposed model's performance metrics 
on different datasets. The metrics indicate that the 
model achieves high precision and recall values, 

with an overall improvement in classification 
accuracy compared to related works. These 
quantitative findings are complemented by 
qualitative evaluations, where attention maps visibly 
highlight critical facial regions, reinforcing the 
model's interpretability. Figure 4 shows performance 
metrics on different datasets. 

The proposed framework's performance was also 
benchmarked against existing methods on the Face 
expression recognition dataset, including state-of-
the-art models in facial emotion recognition. Table 5 
and Figure 5 summarize this comparison, 
highlighting that our model not only surpasses the 
accuracy of traditional approaches but also provides 
improved precision and recall. The incorporation of 
dynamic attention mechanisms and enhanced 
residual connections proved instrumental in 
achieving these results. The improvements are 
statistically significant, which indicates that the 
proposed model consistently outperforms previous 
methodologies across all considered metrics. 

The comprehensive experimental analysis 
illustrates that the proposed model significantly 
improves facial emotion recognition performance 
compared to traditional and contemporary methods. 

The robust experimental setup, combined with 
innovative architectural enhancements, contributes 
to its high accuracy and generalization, making it a 
strong candidate for practical applications in 
effective computing and human-machine interaction. 

Figure 3:  The accuracy and loss curves for the training process of the proposed model. 

Table 4: Performance metrics on different datasets. 

Dataset Accuracy Precision Recall F1Score 

FERD1 96.1% 96.2% 95.9% 96.0% 

FERD2 95.8% 95.6% 95.9% 95.7% 

FED3 96.4% 96.6% 96.3% 96.4% 
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Figure 4:  Performance metrics on different datasets. 

Table 5: Comparison with existing methods. 

Method Accuracy Precision Recall F1-Score 

[18] 92.0% 91.9% 92.3% 92.0% 

[19] 94.4% 94.4% 94.6% 94.4% 

[20] 94.5% 94.7% 94.3% 94.4% 

Proposed 96.1% 96.2% 95.9% 96.0% 

Figure 5:  Comparison with related works. 

5 CONCLUSIONS 

The proposed method developed a fresh deep 

learning framework that solves the problems 

related to approaches faced in facial emotion 

recognition. The proposed framework improved 

accuracy and robustness by implementing multi-

scale feature extraction and dynamic attention 

modules and enhanced residual connections. The 

Face expression recognition dataset obtained 

promising test results, which yielded 96.1% 

accuracy through extensive experiments. The 

system demonstrates its ability to detect delicate 

facial expressions across different testing 

environments according to these results. However, 

some limitations persist, including the need for 

larger datasets and further optimization for real-

time applications. Future research should explore 

the integration of additional modalities, such as 

voice and physiological signals, to enhance 

performance further. Moreover, adapting the 

framework for resource-constrained environments 

remains an important goal. In conclusion, the 

presented method not only advances the state-of-

the-art in facial emotion recognition but also opens 

avenues for developing more adaptive and human-
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centric interactive systems, thereby contributing 

significantly to the broader field of affective 

computing. 
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Abstract: With the rapid escalation of cybersecurity threats, the demand for robust and efficient encryption techniques 

to secure sensitive visual data has become increasingly critical. Conventional algorithms such as AES and 

DES, although widely used, exhibit limitations when applied to digital images due to their high computational 

overhead and inadequate adaptability to the intrinsic characteristics of visual content. This study introduces a 

novel image encryption scheme grounded in chaotic systems, incorporating an optimized selection 

mechanism for system parameters and initial conditions to enhance both security and computational 

performance. Leveraging the inherent properties of chaotic dynamics - such as extreme sensitivity to initial 

states and pseudo-random behavior - the proposed approach achieves high levels of confusion and diffusion. 

Experimental evaluations confirm that the encrypted images exhibit uniform histogram distributions, 

effectively concealing visual structures and thwarting statistical analysis. Entropy measurements ranged from 

7.9993 to 7.9998, indicating an exceptionally high degree of randomness. Furthermore, correlation analysis 

revealed a substantial reduction in adjacent pixel correlation, with values between -0.0003 and -0.0025, 

signifying strong decorrelation and noise-like behavior in the encrypted outputs. The method also 

demonstrated strong resilience against differential attacks, achieving a 100% NPCR (Number of Pixels 

Change Rate), underscoring its sensitivity to minor input alterations. UACI (Unified Average Changing 

Intensity) values ranged from 33.48% to 33.50%, highlighting the algorithm’s effectiveness in uniformly 

diffusing changes throughout the image. In terms of efficiency, the proposed system outperforms traditional 

methods by offering reduced encryption and decryption times, rendering it highly suitable for contemporary 

digital environments where both security and performance are paramount.

1 INTRODUCTION 

With the rapid advancement of digital 

communications, the instantaneous transmission of 

diverse data types - such as images, documents, 

speech, and video - over shared frequency bands has 

introduced a host of significant security 

vulnerabilities [1], [2], [3]. Digital images, in 

particular, are critical assets in various domains 

including information exchange, authentication, 

remote sensing, satellite imagery, medical 

diagnostics, and military operations. Their 

widespread use and inherent characteristics make 

them a prime target for cyberattacks, thereby 

necessitating robust cryptographic techniques to 

prevent unauthorized access [4], [5]. 

Encryption, as a core security mechanism, 

transforms digital content into an unreadable format 

that can only be reverted by an authorized party. This 

process is vital for preserving essential security 

attributes such as confidentiality, authenticity, 

integrity, and non-repudiation [6], [7]. However, the 

nature of multimedia files poses unique challenges: 

the large data volume, high redundancy, and strong 

correlations between neighboring pixels render 

conventional algorithms - like the Advanced 

Encryption Standard (AES) - inefficient, particularly 

in dynamic and resource-constrained environments 

[8], [9], [10], [11]. These limitations have spurred the 

exploration of alternative approaches better suited to 

the complex nature of image data.  In this context, 

chaotic systems have emerged as a promising 

alternative for image encryption. Owing to their 

inherent properties - extreme sensitivity to initial 

conditions, pseudo-random behavior, and 

deterministic dynamics that paradoxically emulate 

randomness - chaotic systems naturally align with the 

cryptographic requirements for robust security [1], 

[12]. The inception of chaos theory in computational 
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systems, pioneered by Edward Lorenz in 1963 [13], 

catalyzed significant research into chaos-based 

cryptosystems over the past decades. These systems 

harness properties such as high data resilience, 

sensitivity to minute perturbations, and noise-like 

signals to achieve effective diffusion and confusion 

mechanisms, which are critical for safeguarding data 

[7], [8]. Furthermore, high-dimensional chaotic 

functions, such as those derived from the logistic 

map, have been shown to provide enhanced resistance 

against cryptanalytic attacks by significantly 

expanding the key space and complicating the 

underlying system dynamics [13], [11], [14]. 

 In the current era of digital transformation, the 

need for secure and efficient cryptographic methods 

is more pronounced than ever. While traditional 

cryptographic techniques continue to serve as a 

foundational security layer, their inflexibility often 

limits their application in scenarios requiring 

dynamic and scalable protection frameworks. Recent 

studies have increasingly highlighted the potential of 

chaotic systems to bridge this gap, leveraging their 

unpredictability and acute sensitivity to initial 

conditions to overcome the inherent challenges of 

multimedia data encryption [15], [16], [17]. Early 

work in chaos-based image cryptography focused on 

obfuscation and diffusion mechanisms for concealing 

sensitive information. Notably, Fridrich introduced a 

general architecture for image encryption based on 

two-dimensional chaotic maps in 1998, influencing 

subsequent schemes [1]. Despite these advancements, 

the selection of system parameters and initial values 

remains acritical challenge. without a systematic 

optimization process, they often fail to meet the 

necessary sensitivity thresholds. Such suboptimal 

choices can lead to recurring patterns or 

vulnerabilities that undermine the security of the 

system [18]. Addressing this issue, Alvarez and Li 

(2006) emphasized the imperative of aligning the 

intrinsic properties of chaotic systems with the 

fundamental requirements of cryptography. They 

argued that the meticulous selection of initial values 

and system parameters is essential to maximize both 

obfuscation and diffusion during the encryption 

process [4]. In a similar vein, Chen et al. (2004) 

demonstrated that the use of multidimensional 

chaotic maps can significantly expand the available 

key space and increase system complexity, thereby 

effectively impeding quantitative analysis and 

differential attacks aimed at uncovering the original 

information [5]. 

To address the limitations inherent in existing 

chaos-based encryption schemes - particularly those 

stemming from arbitrary parameter selection and 

insufficient sensitivity - this work introduces a novel 

approach that combines a high-dimensional chaotic 

system with an automated parameter optimization 

mechanism. Specifically, we propose a new seven-

dimensional (7D) autonomous chaotic system 

designed to exhibit complex dynamical behavior 

suitable for cryptographic applications. To maximize 

the randomness and unpredictability of the generated 

sequences, we integrate a Simulated Annealing (SA) 

algorithm for the systematic optimization of both 

system parameters and initial conditions. This hybrid 

methodology ensures that the generated chaotic 

sequences possess high Lyapunov exponents, 

entropy, and diffusion characteristics, thereby 

significantly enhancing the security of image 

encryption. Unlike prior approaches that rely on 

heuristic or manually tuned configurations, our 

method ensures a mathematically grounded, high-

performance solution with resilience against 

statistical and differential attacks. The proposed 

system, therefore, represents a substantial step 

forward in designing robust and efficient 

cryptographic frameworks for secure image 

transmission in multimedia environments 

2 RELATED WORK 

Researchers focus on the chaotic systems of image 

encrypting and decryption processes. 

One method integrates a 4D chaotic system with 

DNA coding. It involves two stages: first, pixel 

positions are rearranged using chaotic sequences; 

second, an XOR operation is applied between the 

scrambled image and DNA-coded data to produce the 

final encrypted image. The greatest entropy value is 

7.9987, UACI of 33.0203 percent and NPCR of 

99.6436%.  N. N. Jasem and 

S. A. Mehdi [19] proposed a new cipher algorithm 

that exploits a hyper six-dimension chaotic system. 

The algorithm combines switching, randomization, 

XOR operations, diffusion in a number of phases to 

warrant robust cryptography. Shahna and 

Mohamed [19] proposed a grayscale image 

encryption method based on the Z-order curve and the 

Logistic Map. The image is first scrambled using the 

Z-order curve and then encrypted with a key stream

generated from the Logistic Map. The method has an

entropy of 7.9972, a UACI of 33.5124%, an NPCR of

99.6713%, and an encryption time of 0.52619

seconds. Budiman et al. [20] proposed an encryption

scheme that combines two chaotic methods and two

hash functions. The first approach relies on rotation

and region-wise partitioning algorithms, which are
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based on plaintext and hash keys, to provide local 

encryption for each region of the image. The second 

approach uses a logistic map to implement overall 

image encryption. The proposed model consists of 

two stages: in the first stage, the chaotic method is 

applied to each region of the image to achieve 

confusion, while in the second stage, it is used to 

achieve diffusion. However, the researchers did not 

specify the encryption time for the proposed method.  

Li et al. [21] A novel chaotic map is presented, 

which is based on a real-time variable logistic map 

with a randomly chosen decimal. This chaotic 

mapping is used to encrypt images. Several 

simulations indicate that the novel encryption 

technique may produce a securely encrypted image 

with low time complexity. The greatest entropy value 

is 7.9979, while the highest values of UACI and 

NPCR are 33.47 percent and 99.62%, respectively. 

While encryption speed is 0.0386 (second). 

3 PROPOSED METHOD 

We propose a new chaotic-based encryption scheme 

that utilizes an optimal parameter selection 

mechanism to enhance security and performance. The 

proposed approach integrates a chaotic map with a 

rigorous selection process for initial values, ensuring 

robustness against statistical and cryptanalytic 

attacks. By leveraging the advantages of chaotic 

behavior, our method achieves high sensitivity, 

diffusion, and confusion properties essential for 

secure image encryption, As Show in Figure 1 and 

Figure 2. 

Figure 1: Detailed diagram of the proposed image encryption algorithm encryption algorithm.
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Figure 2: Schematic diagram of the pixel encrypting scheme of the proposed image encryption algorithm. 

3.1 A New 7D-Chaotic System 

The focal goal is to generate a mathematical model 

that represents a new chaotic system. The new 7D 

autonomous system is shown below (1):  

𝑑𝑥1

𝑑𝑡
= −𝑎 𝑥1 + 𝑏 𝑥2 + 𝑐 𝑥4 − 𝑑 𝑥3𝑥5 − 𝑥3𝑥7

𝑑𝑥2

𝑑𝑡
= −𝑒 𝑥2 + 𝑓 𝑥1 − 𝑔 𝑥5 − ℎ 𝑥1𝑥3 + 𝑐 𝑥3𝑥4

𝑑𝑥3

𝑑𝑡
=  −𝑖 𝑥3 + 𝑑 𝑥5 +  𝑔 𝑥7 +  𝑥1𝑥2 − 𝑥2𝑥4

𝑑𝑥4

𝑑𝑡
=  −𝑥4 + 𝑥5 + 𝑑 𝑥6 − 𝑗 𝑥2𝑥3 − 𝑘 𝑥5𝑥7  (1) 

𝑑𝑥5

𝑑𝑡
= −ℎ 𝑥5  +  𝑑 𝑥1 − 𝑑 𝑥3 + 𝑥2𝑥7 + 𝑥6𝑥7

𝑑𝑥6

𝑑𝑡
= − 𝑙 𝑥6 − 𝑥2  + 𝑥5 + 𝑚 𝑥1𝑥7 − 𝑛 𝑥3𝑥4

𝑑𝑥7

𝑑𝑡
= − 𝑒 𝑥7 + 𝑗 𝑥3 − 𝑑𝑥5 + ℎ 𝑥1𝑥2 + 𝑥4𝑥5.

Where the system statuses 

are 𝑥_1, 𝑥_2, 𝑥_3, 𝑥_4, 𝑥_5, 𝑥_6, 𝑥_7 and the system 

positive parameters are 

𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ, 𝑖, 𝑗, 𝑘, 𝑙, 𝑚 𝑎𝑛𝑑 𝑛. 

The proposed system Eq.(1) exhibit a chaotic 

system based on a strange attractor when system  

parameter  values are selected as:  

𝑎 = 15, 𝑏 = 13, 𝑐 = 0.4, 𝑑 = 0.5, 𝑒 = 14, 𝑓 

= 38, 𝑔 = 1.5, ℎ = 2, 𝑖 = 6, 𝑗 = 3, 𝑘 = 5, 𝑙 = 15.1, 𝑚
= 30 𝑎𝑛𝑑 𝑛 = 4. 

We take the initial conditions as: 

𝑥_1 (0) = 5, 𝑥_2 (0) = 0.7, 𝑥_3 (0) =
3, 𝑥_4 (0) = 10, 𝑥_5 (0) = 0.2, 𝑥_6 (0) =

0.1  𝑎𝑛𝑑  𝑥_7 (0) = 0.6. 

3.2 Optimal Generator for Chaotic 
Parameter 

Simulated Annealing (SA) algorithm is used as one 

of the metaheuristic search techniques to find optimal 

solutions in nonlinear dynamical systems. In this 

work, SA is applied to optimize the parameters of a 

complex chaotic system, by optimizing chaos indices 

such as Lyapunov exponent, entropy, eigen variance, 

and space coverage.  

The Simulated Annealing algorithm is based on 

the principle of gradual cooling of acceptance rates, 

so that random modifications that improve 
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performance or even some worse modifications are 

accepted according to a specified probability, which 

prevents stopping at local minimum. The main steps 

are: 

A) Initialization of the system:

1) Choose initial values for the system

parameters and initial conditions.

2) Calculate initial values for chaos indices.

B) Random update of parameters:

1) Slightly modify the values of the parameters

using a random distribution Uniform

Distribution.

2) Slightly change the initial conditions.

C) Evaluate chaos of the new system.      Calculate 

chaos indices for the modification system 

(Lyapunov exponent, entropy, 

autocovariance, etc.).

D) Decision to accept or reject:

1) If the new solution is better, it is adopted.

2) If the solution is worse, it is adopted

according to a probability that depends on

the degree of cooling.

E) Iteration until reaching the minimum

temperature or the maximum number of

iterations.

3.3 Methodology 

The Simulated Annealing algorithm is based on the 

annealing principle in materials science, where a 

material is gradually cooled to reach a more stable 

structure. In this context, this idea is used to optimize 

the parameters of a chaotic system by gradually 

searching for the best values that achieve maximum 

chaos and randomness. 

A) Primary system:

1) An initial chaotic system is created with

default parameters and specified initial

conditions.

2) The chaotic solution of the system is

calculated using its mathematical equations.

3) The level of chaos is evaluated.

B) Improving transactions using Simulated

Annealing (SA) Implementing the SA 

algorithm involves the following steps: 

1) Initialize the basic variables of the algorithm:

▪ Set the initial temperature T=1.0.

▪ Set the minimum temperature 

𝑇_(𝑚𝑖𝑛  ) = 0.00001 .   
▪ Set the cooling rate 𝛼 = 0.9.

▪ Set the maximum number of iterations

max iter = 1000.

2) Save the best initial solution based on the

randomness of the system.

3) Start the search loop for the best solution:

▪ In each iteration, the system is cooled by

updating the temperature value

according to the equation:

▪ 𝑇 = 𝑇 × 𝛼.

▪ Randomly modify parameter values

within a specified range:

  𝑛𝑒𝑤𝑝𝑎𝑟𝑎𝑚  =  
𝑜𝑙𝑑𝑝𝑎𝑟𝑎𝑚

𝑡𝑖𝑚𝑒𝑠(1 +  𝑟)
. 

Where(r) is a random number in the range [-0.1, 

0.1]. 

▪ Randomly change the initial conditions

of the chaotic system to maintain

diversity in the search.

▪ Evaluate the new chaotic system by

calculating the chaos indices and 

checking whether the performance has 

improved. 

▪ Accept or reject the new solution based

on the Boltzmann criterion:

 𝑃 =   𝑒^(𝛥𝑆/𝑇). 

Where Δ𝑆 is the difference between the 

randomness level of the new solution and 

the current solution. 

▪ Update the best solution if the new

solution is better than the previous one.

4) Stop the algorithm when the minimum

temperature is reached or when the solution

does not improve for a certain number of

iterations.

3.4 Final Evaluation Results and 
Parameter Optimization 

This section presents a comprehensive evaluation of 

the chaotic system before and after optimizing its 

parameters and initial conditions. The optimization 

process was carried out using the Simulated 

Annealing (SA) algorithm, aiming to enhance the 

system’s chaotic behavior and randomness. as shown 

in Table 1. 

1) Original System Parameters.Before

optimization, the chaotic system was     

characterized by the following parameter 

values:      

2)  𝑎 =  15, 𝑏 =  13, 𝑐 =  0.4, 𝑑 =  0.5, 𝑒 =  14,
𝑓 =  38, 𝑔 =  1.5, ℎ =  2, 𝐼 =  6, 𝑗 =   3, 𝑘 =
 5, 𝑙 =  15.1, 𝑚 =  30, 𝑎𝑛𝑑 𝑛 =  4.

The initial conditions of the system were set as

follows:
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𝑥1(0) =  5, 𝑥2(0) =  0.7, 𝑥3(0) = 3, 𝑥4(0) =  10, 𝑥5(0)
=  0.2, 𝑥6(0) =  0.1, 𝑎𝑛𝑑 𝑥_7 (0) =  0.6.  

3) Optimized System Parameters. Following the

optimization process, the parameter values were

adjusted to enhance the chaotic properties of the

system:

𝑎 =  17.8155, 𝑏 =  13.3657, 𝑐 =  0.4258, 𝑑 =
 0.4675, 𝑒 =   13.2520, 𝑓 =  48.7489, 𝑔 =
 1.4050, ℎ =  1.8502, 𝐼 =  6.3114, 𝑗 =
  3.2472, 𝑘 =  5, 𝑙 =  15.1000, 𝑚 =  30,
𝑎𝑛𝑑 𝑛 =  3.7520. 

The optimized initial conditions were  determined 

as: 

𝑥_1 (0) = 3.8997, 
𝑥_2 (0) = 0.8618, 𝑥_3 (0) = 2.5929, 

𝑥_4 (0) = 8.8134, 
𝑥_5 (0) = 0.1243, 𝑥_6 (0) = 0.0768  𝑎𝑛𝑑 

 𝑥_7 (0) = 0.4294. 

These modifications led to a more robust chaotic 

system, Lyapunov exponents, and overall 

randomness, as evaluated through the designated 

chaos metrics. The enhancement of these parameters 

signifies an increased sensitivity to initial conditions, 

which is a fundamental characteristic of chaotic 

behavior. 

This table provides a comprehensive overview of 

the changes in the system after applying the 

Simulated Annealing algorithm to optimize the 

parameters of the chaotic system, highlighting the 

significant improvements in the properties of chaos 

and stability of the system: 

▪ Positive Lyapunov exponent. This is one of the

most important indicators for measuring chaos

in a system; an increase of 412% indicates an

improved ability of the system to generate

complex and unpredictable dynamics.

▪ Larger Lyapunov exponent. Increasing this

indicator indicates an increased sensitivity of the

system to initial conditions, making the system

more dynamically complex.

▪ Autocovariance. Increasing this measure shows

that the system has become more stable in

reducing redundancy and predictability in

signals, which improves the quality of chaos

used in encryption.

▪ Key coefficients (a, e, f, i). Large changes in

these coefficients confirm their importance in

determining the behavior of a chaotic system, as

their changes have led to improved dynamic

performance of the system.

Table 1: Results of applying SA algorithm to chaotic system. 

Metric Description Results before 

optimization 

Results after 

optimization 

Comments 

Total score 

Aggregated measure of the 

system’s overall chaotic 

behavior 

2836.1739 14355.0730 

An increase of approximately 412% 

indicates a significant enhancement 

in dynamic complexity. 

Maximum lyapunov 

exponents 

Reflects the system's 

sensitivity to initial 

conditions, representing the 

divergence rate 

474.1663 2292.3390 

A higher exponent suggests 

increased sensitivity and more 

intricate chaotic dynamics. 

Sum of positive 

lyapunov exponents 

Sum of all positive 

exponents, indicating the 

overall intensity of chaotic 

behavior 

2800.0934 14351.3795 

The substantial increase confirms a 

marked improvement in the system's 

chaotic intensity. 

Autocorrelation 

decay rate 

Measures how quickly 

correlations decay, signifying 

the reduction of periodic or 

repeating patterns 

0.0072 0.0105 

A faster decay rate suggests fewer 

repeating patterns, leading to more 

effective randomness in the system. 

Phase space coverage 

Evaluates the extent of state-

space exploration, reflecting 

diversity in dynamic behavior 

0.0194 0.0043 

Lower coverage post-optimization 

could point to a more concentrated 

chaotic behavior, optimizing system 

output. 
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3.5 Image Encryption Algorithm Using 
the Optimized 7D-Chaotic System 

The proposed algorithm relies on a multidimensional 

chaotic system to generate non-cyclic encryption 

keys, which adds a high level of security against 

conventional attacks, such as brute force and 

frequency analysis. To achieve higher encryption 

efficiency, the initial values of the chaotic system are 

optimized using the Simulated Annealing algorithm, 

the mechanism of which was explained in the 

previous section, where its results are used to 

initialize the chaotic system before starting the 

encryption process. The encryption process is based 

on dividing the input image into small blocks of size 

16 * 16, so that each block is encrypted independently 

using different combinations of chaotic values. This 

approach aims to enhance the algorithm's resistance 

to various attacks while maintaining performance 

efficiency and increasing the complexity of reverse 

analysis of encrypted data. Figure 1 shows the 

detailed diagram of the proposed image encryption 

algorithm. The encryption scheme consists of several 

sequential stages to ensure a high degree of security 

and complexity in the image encryption process. The 

scheme relies on the use of chaotic systems to 

generate random keys and transform the image in a 

way that makes it difficult to decrypt without 

knowing the keys and details used. 

3.5.1 Encryption Stage 

The encryption process goes through several stages to 

ensure that the image is encrypted effectively. These 

stages include:  

A) Initialization Stage:

1) The original image is entered, its dimensions

are analyzed and then converted into a one-

dimensional pixel array.

2) Inputting the master key.

3) Initializing the chaotic system with the

initial values resulting from the optimization

process.

B) Image division stage into blocks: The image is

divided into small blocks with dimensions of

16×16 pixels using 

Algorithm 1, which facilitates the 

implementation of chaotic operations and 

achieves a higher degree of security.  

Algorithm 1: Divide Image into Blocks. 

Input I: Plain image. 

B: Block size (16×16). 

Output  Blocks extracted from the image 

Begin 

Step1 Initialization: Extract image 

dimensions: 

H ← Image Height 

W ← Image Width  

Step2  Convert image to 1-Dimension: 

Step 3  Count the Number of Blocks: 

▪ Compute the total number of

blocks

𝑁𝐵 =   ((𝐻 ∗ 𝑊))/((𝐵 ∗ 𝐵) ) 
Step 4  Divide Image into Blocks: 

For each block 𝑖 = 1: 𝑁B  
▪ Extract a segment of 𝐵 × 𝐵 pixels

from the 1D image array.

▪ Store it as an individual block.

End for

End 

C) Encryption key generation stage:

Based on the values of the initial conditions

and optimized parameters, seven chaotic

sequences are generated using the proposed

algorithm (N-7DHCS). The algorithm iterates

the process of generating chaotic sequences
(𝑥_(1, 𝑖, )  𝑥_(2, 𝑖), 𝑥_(3, 𝑖), 𝑥_(4, 𝑖),

𝑥_(5, 𝑖), 𝑥_(6, 𝑖), 𝑥_(7, 𝑖)). Each chaotic string is

the same length as the original image

dimensions (h × w), and these strings are

converted into seven vectors

((1, 𝑖), 𝐾_(2, 𝑖), 𝐾_(3, 𝑖), 𝐾_(4, 𝑖), 𝐾_(5, 𝑖), 𝐾_(6, 𝑖), 

𝐾_(7, 𝑖)) representing the chaotic sequence. 

Algorithm 2 shows the pseudocode for 

generating the chaotic key. 

Algorithm 2: Key Generation. 

Input   Initial condition: 〖𝑥_1, 𝑥〗

_2, 𝑥_3, 𝑥_4, 𝑥_5, 𝑥_6, 𝑥_7 
parameters:𝑎, 𝑏, 𝑐, 𝑑, 𝑒, 𝑓, 𝑔, ℎ, 𝑖, 𝑗, 𝑘, 𝑙, 𝑚 𝑎𝑛𝑑 𝑛 

Iterations = height * width // 

image size 

Output    Keys: 

𝐾_(1, 𝑖), 𝐾_(2, 𝑖), 𝐾_(3, 𝑖), 𝐾_(4, 𝑖), 𝐾_(5, 𝑖), 𝐾_(6, 𝑖), 𝐾_(7, 𝑖) 
Begin 

Step1 Initialize the chaotic system: 

Introduce 

optimized initial values and 

coefficients to the chaotic system. 
Step2   Generating chaotic sequences 

For i = 1: Iterations 

Use (3) to generate seven chaotic sequences 

𝑥_(1, 𝑖, )  𝑥_(2, 𝑖), 𝑥_(3, 𝑖), 𝑥_(4, 𝑖), 𝑥_(5, 𝑖), 𝑥_(6, 𝑖), 𝑥_(7, 𝑖) 
Takes the floating of 

(𝑥_(1, 𝑖, )  𝑥_(2, 𝑖), 𝑥_(3, 𝑖), 𝑥_(4, 𝑖), 𝑥_(5, 𝑖), 𝑥_(6, 𝑖), 𝑥_(7, 𝑖)) 

and convert each value to 

hexadecimal to Produce

(𝐾_(1, 𝑖), 𝐾_(2, 𝑖), 𝐾_(3, 𝑖), 𝐾_(4, 𝑖), 𝐾_(5, 𝑖), 𝐾_(6, 𝑖), 𝐾_(7, 𝑖)) 

𝐾_𝑖 = 𝑐𝑜𝑛𝑣𝑒𝑟𝑡 𝑡𝑜 ℎ𝑒𝑥(𝑥_𝑖 ∗  10^16) 
End for 

Step 3  return 𝐾_1, 𝐾_2, 𝐾_3, 𝐾_4, 𝐾_5, 𝐾_6, 𝐾_7 
End 
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D)  Block-level encryption: This stage is one of

the basic stages  in the encryption algorithm,

where each image block is processed after

dividing the image into smaller units. It

enhances security by applying several

operations, including XOR with chaotic and

master keys, shifting rows and columns, and

rearranging pixel positions. These operations

complicate the data structure, which

contributes to hiding the original patterns of

the image, thus increasing the difficulty of

retrieving it without knowing the correct keys.

Algorithm 3 presents the block cipher

pseudocode.

Algorithm 3: Block Level Encryption Process. 

Input    Block of pixels: B of size 16×16, 

Chaotic key stream: K 

(generated using a 7D 

 chaotic system), 

Master key: MK  

Output  Block Encryption 

Bigan 

Step 1   Preprocessing Block: 

▪ Flatten block B into a 1D array P

of size 256 for easier

manipulation.

▪ Normalize the MK-key values to the

range [0,256]  to match pixel

operations.

▪ key = XOR_ALL(MK)

Step 2   Chaotic Permutation:

▪ Use the chaotic sequence 𝐾4  (four
part of K) to permute the pixels in

P.

▪ Sort 𝐾4  to determine the new order
of indices.

▪ Reorder P based on the sorted

indices.

Bitwise XOR Encryption: 

Perform a bitwise XOR operation 

between each pixel

and its corresponding chaotic mask: 

P = P ⊕ MK 

Shift = MK[i] ⊕ K1[i] mod 3 

P[i] = Shiftcolor(P[i], Shift) 

R, G, B = get color(P[i]) 

R = R ⊕ K1[i] ⊕ K3[i] ⊕ K5[i]  

R = R ⊕ Circle shift left (K4[i],2) 

⊕ Circle shift right

(K2[i],4) ⊕ Circle shift left (K6

[i],5) 

R = (R + (Circle shift left (K7

[i],2) AND 0xFF)) AND

0xFF 

R = R ⊕ (~K2[i]) & 0xFF 

G = G ⊕ K2[i] ⊕ K4[i] ⊕ K7[i]  

G = G ⊕ Circle shift left (K1[i],3) 

⊕ Circle shift

right(K5[i],2) ⊕ Circle shift left 

(K3[i],4) 

G = (G + (Circle shift right (K6

[i],1) OR 0xAA)) AND

0xFF 

G = G ⊕ (~K4[i]) & 0xFF 

B = B ⊕ K1[i] ⊕ K3[i] ⊕ K5[i] 

B = B ⊕ Circle shift right (K1

[i],3) ⊕ Circle shift   

left(K7[i],2) ⊕ Circle shift right 

(K3[i],4) 

B = (B + (Circle shift left (K4[i] 

AND K4[i],1) ) AND  

0xFF 

B = B ⊕ (~K5[i]) & 0xFF 

P′[i] = [R, G, B] 

Step 3   Diffusion Layer: Apply a diffusion 

operation to  

ensure that small changes in P 

affect all pixels in 𝑃^′. 
P′′[i] = P′[i] ⊕ P′[i−1] ⊕ 

K6[i] 

Step 4    Rebuild the Block: Reshape P′′ 

back to its original  

16×16 structure. 

Step 5     Final Chaotic Mixing: Apply a 

final mixing step

using K7  (row and column 

shifts based on chaotic 

values). 

 𝑃^′′ = 𝑆ℎ𝑖𝑓𝑡_(𝑟𝑜𝑤𝑠 − 𝑃𝑖𝑥𝑒𝑙) (𝑃^′′, 𝐾_7) 
  𝑃^′′′ = 𝑆ℎ𝑖𝑓𝑡_(𝐶𝑜𝑙𝑢𝑚𝑛𝑠 − 𝑃𝑖𝑥𝑒𝑙) (𝑃^′′, 𝐾_7) 

Step 6 Update MK and Encrypted Block:

MK = MK ⊕ B encrypted

𝐵_𝑒𝑛𝑐𝑟𝑦𝑝𝑡𝑒𝑑 =  𝑃^′′′ ⊕
 𝑘𝑒𝑦 
End Return Encrypted block B encrypted 

Algorithm 4 provides a detailed description of the 

proposed main algorithm for image encryption, which 

is based on a seven-dimensional chaotic system. This 

algorithm aims to achieve a high level of security by 

employing chaotic dynamics to complicate the 

encryption process, making it difficult to recover the 

original image without exact knowledge of the keys 

used.   

Algorithm 4: Encrypted Image. 

Input Original Image (RGB), 

Chaotic System Parameters, 

Master key: MK  

Output Encrypted Image 

Bigan 

Step 1 Initialize Master key and Chaotic 

System with

Optimal Parameters 

▪ Generate chaotic values (K1, K2, ...,

K7) Using Algorithm (2)

▪ Generate Master key with size 256

byte

MK =   SHA256(MK, K1[1], K3[1],

K5[1], K7[1]) 

For i=1:7 
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MK =   MK + SHA256(MK) 

Step 2    Divide image into Blocks(B) (size 

16x16) Using   

Algorithm (1)

Step 3 Encrypt Each Block: 

For x = 1: count Blocks 

If Block size = 16x16 

Bencry [x]= encrypt Block[x] Using 

Algorithm (3)  

Else 

For i = 0: count pixel(B) 

Bencryp[x] = B[x][i] ⊕ K1[i] 

⊕ K3[i] ⊕ K5[i] 

Step 4 Merge Blocks to Create Encrypted 

Image 

End Return Encrypted Image 

4 RESULTS AND ANALYSIS 

Table 2 shows the experimental results, which 
include the original image, the encrypted image, and 
the image after decryption. The data shows that the 
encrypted image has a high degree of randomness, 
which makes it impossible for attackers to extract any 
useful information from it, and thus the algorithm 
enhances the security level by completely hiding the 
visual patterns of the original image. 

4.1 Histogram Analysis 

To ensure encryption security, any statistical 
correlation between the plain and encrypted images 
must be eliminated. A uniform histogram distribution 
in the encrypted image indicates effective encryption 
[3]. As shown in Figures.3-5, the distinct histogram 
differences confirm the algorithm's ability to obscure 
statistical features and enhance security. 

4.2 PSNR Analysis 

The peak signal to noise ratio (PSNR) reflects the 
encryption quality. The lower value of PSNR is the 
better encryption quality. The PSNR formula are as 
shown in (2) [22]: 

𝑃𝑆𝑁𝑅 = 20 (
255

√𝑀𝑆𝐸
).  (2) 

4.3 Entropy Analysis 

Entropy is the significant characteristic that reflects 

information's randomness and unpredictability [22]. 

The entropy of the cipher image should be close 

to 8. The entropy of H (s) can be calculated as shown 

in (3): 

𝐻(𝑠) = −∑_(𝑖 = 0)^(𝑁 − 1) 𝑝(𝑠_𝑖 )(𝑠_𝑖 ).    (3) 

Where N denotes the number needed to represent the 

symbol si, s denotes the source, and P (si) is the 

symbol's probability[23]. 

4.4 Correlation Coefficient Analysis 

The correlation coefficient of a visible image is one, 

but it is much lower for a ciphered image (almost 

equal to zero. Equation (4) calculates the correlation 

between original and ciphered pixel values.  

𝐶𝑜𝑟𝑟 (𝑥, 𝑦) =  
𝐸[(𝑥−𝜇𝑥)(𝑦−𝜇𝑦)]

𝜎𝑥 𝜎𝑦
.   (4) 

where 𝜇𝑥 and 𝜇𝑦 represent mean values of x and y, 𝜎𝑥 

and 𝜎𝑦 are the standard deviations of x and y, and 𝐸 

[⋅] is the expectation function [22]. 

 Table 3 presents the encryption analysis results for 

three images using PSNR, entropy, and correlation 

coefficient metrics. The findings show that the 

encryption process significantly alters the images, 

with high entropy values ensuring randomness and 

correlation coefficients near zero indicating strong 

security against analytical attacks. 

4.5 NPCR and UACI Analysis 

Two differential assault metrics are used to evaluate 

how vulnerable the original data is to slight 

alterations: (NPCR) Number of Pixels Change 

Rate as well as (UACI) Unified Average Changing 

Intensity. Suppose the enciphered image is (C and C’) 

before and after changing one pixel in the original 

image [22]. The results of applying the proposed 

method on tested images are represented in Table 4. 

Equations (5) and (6) [24], express the NPCR and 

UACI formulas, respectively. 

𝑁𝑃𝐶𝑅 = (∑_(𝑖, 𝑗) 𝐷(𝑖, 𝑗))/(𝑊 × 𝐻)   × 100%    (5) 

𝑈𝐴𝐶𝐼 = 1/(𝑊 × 𝐻) [(∑_(𝑖, 𝑗) |𝑐(𝑖, 𝑗) − 𝑐^′ (𝑖, 𝑗)|)// 

255] × 100%.  (6) 

The results confirm a complete image 

transformation during encryption, with NPCR at 

100%, indicating all pixels are altered. UACI values 

range from 33.48% to 33.50%, reflecting significant 

intensity changes, enhancing security. 
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Table 2: Experimental results (encrypted and decrypted ). 

Image Size Original image Encrypted image Decrypted image 

Panda 512 

* 

512 

Peppers 512 

* 

512 

Baboon 512 

* 

512 

(a) Original (b) Encrypted

Figure 3:  Histogram of the Panda image. 

(a) Original (b) Encrypted

Figure 4:  Histogram of the Peppers image. 
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(a) Original (b) Encrypted

Figure 5:  Histogram of the Baboon image. 

Table 3: Encryption analysis results. 

Image PSNR Entropy Original Entropy Encryption Correlation 

Panda 7.37 7.5655 7.9993 -0.0003

Peppers 7.10 7.3558 7.9998 0.0009 

Baboon 8.80 7.6557 7.9994 -0.0025

Table 4: NPCR and UACI results. 

Image NPCR % UACI % 

Panda 100 33.48 

Peppers 100 33.50 

Baboon 100 33.48 

(a) (b) 

(c) (d) 

Figure 6: Key sensitivity results for slight variation 

in x1(0). 

4.6 Key Space and Key Sensitivity 
Analysis 

A secure encryption algorithm requires a sufficiently 

large key space to resist brute-force attacks, ideally 

exceeding 2128 [25]. The proposed algorithm utilizes 

a key space of (1016)21 + 211≃ 2^1127  ,

incorporating initial conditions values (x1(0) …, 

x7(0)) at a precision of 10−16 In addition to the master 

key, which is (211) 256 bytes in size, ensuring 

robustness against brute-force attacks. Key sensitivity 

analysis demonstrated that altering x1(0) from 3 to 

3.00000000000000001 (≈10−16) led to complete 

image recovery failure. This high sensitivity 

reinforces the system’s security, preventing 

decryption with even minimal key variations. Figure 

6 illustrate this sensitivity a) original image, b) 

encrypted image, c) decrypted using x1(0) = 3, and d) 

decrypted using x1(0) = 30000000000000001. 

4.7 Waveform Analysis of the Novel 
Chaotic System 

A fundamental characteristic of chaotic systems is 

their aperiodic waveforms. To verify the chaotic 

nature of the proposed system, Figure. 7 present time-

domain plots of the state variables 

𝑥_1 (𝑡), 𝑥_2 (𝑡), 𝑥_3 (𝑡), 𝑥_4 (𝑡), 𝑥_5 (𝑡), 𝑥_6 (𝑡), 𝑥_7 (𝑡),  

obtained from MATHEMATICA simulations. The 

results confirm the aperiodicity of these waveforms, 

distinguishing the system from complex periodic 

motions and reinforcing its chaotic behavior. 
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(a) (b) 

(c) (d) 

(e) (f) 

(g) 

Figure 7: Temporal Analysis of the Chaotic System 

Variables (X1 to X7) Corresponding to Symbols a)–g). 

4.8 Phase Portraits 

Numerical simulations of the nonlinear system were 

performed using the MATHEMATICA program. The 

system exhibits complex and diverse chaotic 

behaviors. Three-dimensional strange attractors are 

presented in Figures 8a-8d, while two-dimensional 

attractors are shown in Figures 8e-8h. Notably, as 

observed in Figure 8a, the attractor's topology 

resembles the shape of a butterfly with flapping 
wings, leading to the concept of the "Butterfly 

Effect." 

4.9 Bifurcation Diagram 

The new chaotic system (1) [26] is numerically 

analyzed using Mathematica, where the bifurcation 

behavior of X1 is examined as parameter a varies. 

Notably, in the range a=14.2 to a=14.4, X1 exhibits 

bifurcation, indicating a transition in the system's 

dynamics. This property, a hallmark of chaotic 

systems, is confirmed in the proposed model, as 

illustrated in Figure 9. 

(a) (b) 

(c) (d) 

(e) (f) 

(g) (h) 

Figure 8: Chaotic attractors: 3D views (a) (x1-x2-x3), (b) 

(x1-x2-x4), (c) (x4-x5-x2), (d) (x2-x5-x7);and phase planes: 

(e) (x2-x1), (f) (x3-x1), (g) (x4-x6), and (h) (x4-x3).

Figure 9: Bifurcation diagram of X1 vs. a. 

4.10 Comparison 

Table 5 shows the performance evaluation metrics 

attained by our proposed method with those given in 

previous studies. Also, shows the proposed method 

given better results than methods in the previous 

studies. Thus, improved the efficiency of the 

proposed system. 
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Table 5: Comparison between the proposed encryption 

method and previous studies. 

Measurement Proposed [19] [27] [28] 

PSNR 
7.10 7.37

37 
- 

28.039

7 

Entropy 7.9998 
7.99

97 

7.997

4 
7.2682 

NPCR 100 
99.6

00 

99.60

4 

99.609

6 

UACI 33.50 
34.3

62 

33.40

2 

33.459

9 

Correlation 0. 0009
0.04

09 

0.003

3 
-0.0028

5 CONCLUSIONS 

This research presented a novel image encryption 

system based on a seven-dimensional chaotic map 

integrated with an optimal parameter selection 

mechanism, notably using the Simulated Annealing 

(SA) algorithm. The proposed system demonstrated a 

high level of security, robustness, and computational 

efficiency through comprehensive theoretical and 

experimental evaluation. The system achieved near-

ideal entropy values (up to 7.9998), indicating 

excellent randomness in the encrypted images. 

Correlation between adjacent pixels approached zero 

(e.g., 0.0009 for Peppers), suggesting significant 

decorrelation. The encryption scheme exhibited 

complete resistance to differential attacks, with 

NPCR reaching 100% and UACI around 33.50% 

across tested standard images (Panda, Peppers, 

Baboon). The SA optimization enhanced the 

Lyapunov exponent by 412%, confirming the 

increase in system chaoticity and encryption 

performance. The key space was approximately 21127, 

greatly exceeding the requirement to resist brute-

force attacks. Key sensitivity analysis showed that 

minute changes (on the order of 10-16) in initial 

conditions led to complete decryption failure, 

highlighting the system's high sensitivity and security 

strength. 

This study  makes a substantial  contribution to secure 

image transmission by integrating a high-dimensional 

chaotic system with evolutionary optimization, 

resulting in a robust encryption scheme that can 

withstand a variety of attacks. 

The proposed encryption approach can be applied in 

numerous sectors, including securing real-time 

transmission of sensitive images, protecting 

surveillance data, integrating into smart surveillance 

systems, and other applications. 
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Abstract: The extensive application of Artificial Intelligence (AI) across the core domains of society has brought forth 

massive challenges towards prejudice, embedding discrimination, feeding inequalities, and eroding trust 

among citizens. This report explores the multi-dimensioned aspect of AI systems' prejudice by understanding 

the causes of the phenomenon in terms of data, algorithms, and end-user interface and also exploring its social 

implications and normative concerns. We give a comprehensive overview of existing state-of-the-art bias 

detection methods, i.e., statistical approaches, explainability tools, and fairness measures, and discuss 

mitigation techniques in pre-processing, in-processing, and post-processing. Challenges persist, such as 

negative fairness-accuracy trade-offs, limited standardized benchmarks, and need for inter-disciplinary 

efforts. Through case studies and regulatory analysis, we determine best practices and novel frameworks that 

will propel fair AI. The paper concludes by offering the directions of future research, emphasizing the 

necessity of open, transparent, accountable, and inclusive approaches to prevent AI systems from deviating 

from moral principles and societal values. 

1 INTRODUCTION 

Artificial Intelligence (AI) is beginning to pervade all 
aspects of society. From chatbots that help answer 
questions, to cars that drive themselves, and to 
lucrative algorithms that decide one’s credit score, AI 
technologies are becoming unavoidable. AI is both 
very good at solving very specific problems when fed 
the right data and also very complex. Some 
contemporary AI systems such as deep neural 
networks or certain recommender systems can be 
beyond anyone’s full understanding, including their 
creators. Naturally, many of the consequences of 
rapidly adopting such complex technologies are 
unknown. One critical, known drawback is the 
surprise realization that AI is not quite as rational as 
previously believed, and that it is open to embedding 
various societal recognized biases as exhibited by 
phenomena such as the Facebook ad-stereotype 
scandal, COMPAS crime prediction tool, the 
YouTube-optimized recommendation system and 
many others  [1], [2], [3], [4]. Therefore, this 
prejudice of baked-in biases in AI systems has urged 
for the development of a field of AI fairness to 

quantify and mitigate such biases, and thus 
guaranteeing the ethical deployment and 
development of AI technologies. Just the right 
balance of foreshadowing of societal responsibilities 
and new technological questions is what makes 
embedded bias in AI such a compelling issue of 
inquiry for any researcher or practitioner in the AI 
field [5], [6], [7]. 

Recent high-profile cases have made it necessary 
to address AI bias. For instance, gender bias has been 
observed to happen in AI hiring tools, racial bias in 
facial recognition systems and recidivism risk 
assessment tools used in the criminal justice 
system. [8], [9]. This essay is dedicated to the 
discussion of bias in artificial intelligence, thereby 
highlighting different ways in which this bias can 
manifest. First, breastfeeding machines will be used 
as an illustration of how training data can embed and 
perpetuate gendered, cultural or social biases The 
narrative will then shift to biases in the organization 
of AI fairness research effort, namely the lack of 
regulations to incentivize technological solutions not 
just to individual fairness, and the untackled problems 
that might be discounting the potential of fairness as 
a concept to reshape certain societal dynamics.  The 
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paper will go ahead and cover modern-day mitigation 
actions, including debiasing of datasets [10], fair 
algorithms construction [11] , and bringing ethics into 
consideration when constructing AI [12]. However, 
mitigating bias in AI is an intricate issue. It calls for 
evading technical, ethical, and societal challenges 
[13]. This article will also observe the issues with bias 
reduction, such as not being able to define and 
measure fairness precisely in different scenarios, the 
risk of trade-offs between model performance and 
fairness [14], and the challenge in addressing 
intersectional biases [15]. By providing a broad 
survey of the methods and challenges of mitigating 
AI bias, this paper seeks to contribute to the ongoing 
discussion on the design of more equitable and 
accountable AI systems. In addition to advancing 
technical understanding of bias reduction, our aim is 
to emphasize the need for an interdisciplinary strategy 
to consider the broader social impacts of AI 
deployment. As AI continues to revolutionize our 
world, the imperative to confront and mitigate bias 
becomes increasingly urgent. This paper aims to be 
an information source for researchers, practitioners, 
and policymakers in the pursuit of developing just 
and unbiased AI systems that can benefit society at 
large. 

2 UNDERSTANDING BIAS IN 

ARTIFICIAL INTELLIGENCE 

Bias in AI can be either intentional (explicit bias) or 

non-intentional (implicit bias) making it very difficult 

to, in many cases, differentiate bias from expected 

behavior [16], [17]. There are two primary 

considerations of the bias that is pertinent to 

understanding bias in an AI system. First, bias should 

be considered as a mirroring of a societal bias in an 

AI application, a techno-social mirror. In such a 

context, research on the bias of AI raises questions on 

how to understand and approach biases in society, and 

how to ask an AI application to address bias. Second, 

concerning the error of AI decision-making, it is 

important to recognize the origin of the bias as a 

feature in the design or data, and to take action to 

alleviate it systematically [18], [19]. To address bias 

in the design and use of AI applications, an 

understanding of the bias in a technological context is 

required. With this in mind, bias in an AI system 

would be framed such that it can provide useful 

conceptual insights for a community of researchers 

tormented by the implications of bias within this 

technology [20]. Table 1 shows the primary metrics 

of fairness [21]. 

Table 1: Primary metrics of fairness [21]. 

Fairness Metric Summary 

Statistical or 

demographic 

parity 

Requires equal probability of 

positive predicted class across 

protected and unprotected groups 

Disparate 

impact 

Represents the ratio of the rate of 

positive prediction between 

protected and unprotected groups 

Calibration 

Requires similarity between 

probability prediction or risk scores 

and actual outcomes regardless of 

group 

Predictive 

parity 

Requires equal positive predictive 

values across protected and 

unprotected groups 

Error rate 

Represents the ratio of incorrect to 

total predictions compared among 

protected and unprotected groups 

Equal 

opportunity 

Requires that a preferred outcome is 

predicted equally across protected 

and unprotected groups 

Equalized odds 

Requires equal true-positive and 

false-positive rates between 

protected and unprotected groups 

This is at the center of developing unbiased AI 

models. It is necessary to recognize the truth that bias 

may be unconsciously embedded in AI systems 

through training by way of the data on which it is 

trained. Data collection and data selection have much 

to do with how the presence of bias in AI systems can 

be determined. It is required to discover sources of 

bias and also potential impacts on AI decision-

making in order to combat bias in AI systems [22]. 

Bias can be ingrained in various phases of the life 

cycle of AI development. As an example, there may 

be bias in training data that has been used for training 

AI systems. It will result in biased decision-making 

from AI systems whenever new data is fed into them. 

Overcoming and recognizing such biases is essential 

in the development of fair and ethical AI systems. The 

ways in which different sources of bias can impact AI 

systems need to be explored [23]. 
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3 TYPES OF BIAS IN AI 

Researchers have demonstrated the widespread and 

nuanced spread of technological bias. Biases 

inherently determine the quality of the predictions of 

all artificially intelligent systems, as long as they are 

based on learning algorithms and data sets [24]. The 

quality of the predictions of ML models depends 

strongly on the quality of the training data sets, so 

data must be of high quality and unbiased. The 

possibility of considering a system as unbiased is not 

tolerated, but a data set is considered unbiased if it 

trains models that predict the same quality, regardless 

of the input and output values included [25]. Table 2 

enumerates the types of bias, providing a descriptive 

definition of each type together with an example. 

Bias can have a wide variety of aspects and 

possible formations. In order to catch these different 

types, machine learning is described here for the types 

of bias that can occur with applications and best 

practices. Each of these types of bias is very different: 

they may have different causal effects and have 

different possibilities for countermeasures [26]. It 

shows that the quality of the data affects the 

performance of the model differently than the model 

fails to generalize in different ways and is only 

possible with specialized countermeasures. 

Categorized biases may have a direct bear model that 

does not match the quality predictions of the models 

on certain input values [27]. At the same time, the 

model that produced the data set on the other hand, 

the causal effects of the bias on the predictions of the 

submitted model may differ from the properties of the 

submitted model [28], [29]. 

In order to obtain models that make sound 

decisions based on their observations and adhere to 

moral norms, it will be necessary to obtain a model 

that predicts generalizes and is fair [30]. To that end, 

it is necessary to better understand the bias that the 

model makes predictable, and to learn 

countermeasures to prevent the successful general 

model of the bias modeling. Bias in AI and ML are 

beginning to find an increasing reassurance in a wide 

representation  of  the  people  and  institutions  [31]. 

Table 2: Common types of bias in ai systems. 

Example Description Type of Bias 

Facial recognition systems trained primarily 

on light-skinned faces performing poorly on 

dark-skinned faces 

Occurs when the training data is not representative 

of the population or use case 
Data Bias 1 

A resume screening algorithm favoring 

certain keywords associated with one gender 

over another 

Stems from the choices made in designing and 

implementing AI algorithms 

Algorithmic 

Bias 
2 

Voice assistants struggling with accents or 

dialects not well-represented in training data 

Arises from the way users interact with AI 

systems 

Interaction 

Bias 
3 

An AI-based hiring tool reflecting historical 

gender imbalances in certain professions 

Reflects past societal biases present in the data 

used to train AI 

Historical 

Bias 
4 

A medical diagnosis AI trained mostly on 

data from urban hospitals may perform 

poorly for rural patients 

Results from non-random sampling of subgroups 

in a population 

Sampling 

Bias 
5 

An AI content recommendation system 

amplifying users' existing views without 

presenting diverse perspectives 

The tendency to search for or interpret information 

in a way that confirms pre-existing beliefs 

Confirmation 

Bias 
6 

Over-reliance on AI-generated results without 

critical evaluation by human experts 

The propensity to favor suggestions from 

automated decision-making systems 

Automation 

Bias 
7 

An AI trained on news articles might 

overestimate the frequency of rare but 

newsworthy events 

Occurs when the frequency of events, properties, 

or outcomes in a dataset doesn't reflect real-world 

probabilities 

Reporting 

Bias 
8 
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The possibility that widespread and understandable 

mechanisms are widely engaged in the data 

processing applications only increases this interest 

and the red flags continue to multiply. By and large, 

research and knowledge on bias in AI belong to a 

variety of fields and theoretical traditions: media 

scholarship, policy reports, sociology, artificial 

intelligence perspectives, computer science, 

commentary on algorithmic discrimination, etc. At 

the same time, the most extensive conversations on 

the topic tend to happen within disciplinary silos [32]. 

4 IMPACTS OF BIAS IN AI 

SYSTEMS 

Public concern over AI bias and its societal and 

ethical consequences has grown in recent years. 

Many machine learning models inherently amplify 

discrimination, often reinforcing systemic biases, 

particularly in critical sectors like finance, healthcare, 

and law enforcement. The complexity of AI decision-

making makes bias difficult to trace and mitigate, 

disproportionately impacting vulnerable groups [33], 

[34]. Moreover, the opacity of these systems erodes 

public trust, with fears of a global AI arms race 

compromising safety and accountability. Addressing 

these challenges requires interdisciplinary 

collaboration to ensure fairness, transparency, and 

ethical AI development [35]. 

5 ETHICAL IMPLICATIONS OF 

BIAS IN AI 

Bias in AI systems has generated significant attention 

from the public and key stakeholders, as it may lead 

to various forms of discrimination. Indeed, there have 

been reported cases of AI bias in areas such as crime 

prediction, employment, and online advertising. A 

broadly defined bias is present whenever the modeled 

output deviates systematically from the desired 

output provided by experience, and one possible 

effect of bias is discrimination [36]. Despite the 

growing interest, managing bias in AI can be a 

challenging task. The causes of bias are diverse, and 

there is no universal way in which they can be 

examined in the AI systems [37]. Moreover, 

addressing bias and discrimination in AI systems is a 

cross-disciplinary challenge, and engaging with 

technical, legal, social, and ethical issues constitutes 

a complex endeavor. To address bias successfully, a 

better understanding of AI behavior and societal 

impact is needed. AI experts should work in unison 

with policy-makers, ethicists, and social scientists to 

raise public awareness, recognize the challenges 

faced by a variety of stakeholders, and develop 

special policies and programming ensuring fair 

AI [38]. 

6 METHODS FOR DETECTING 

BIAS IN AI 

The growing consensus among policymakers, 

industry leaders, and the broader community 

highlights the urgency of addressing bias in AI. This 

has led to a surge in detection methods and fairness-

enhancing techniques, though discussions on bias 

remain fragmented, particularly in evaluating these 

methods systematically. A rigorous assessment is 

essential to distinguish effective solutions from those 

needing refinement [39], [40]. Identifying the most 

important factors that contribute to bias is essential to 

understanding why bias occurs in AI systems, as 

illustrated in Figure 1. 

Figure 1: Factors leading to bias in AI systems. 

6.1 Statistical Methods 

This subsection explores statistical methods for 

detecting bias in AI, focusing on quantitative 

techniques to measure fairness. It examines how 

scholars and practitioners implement these methods, 

including metric selection, statistical modeling, and 

dataset choices. A framework of techniques is 

outlined, with case studies highlighting common 

pitfalls and the need for a more robust statistical 

approach. Visualizations are recommended to 

enhance clarity, along with guidelines for ethical and 

transparent statistical reporting [41], [42]. 

Understanding how bias manifests is the first step 

toward mitigation. Statistical methods, such as 

disparate impact analysis, help quantify fairness by 
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assessing whether protected groups face adverse 

outcomes. The severity of bias is often more relevant 

than its mere presence, requiring careful metric 

selection and comparison to baselines. Reporting 

should go beyond binary significance tests, 

incorporating intersectional analysis to avoid 

oversimplification. Combining visualizations with 

traditional statistical methods can improve 

communication and drive more informed decision-

making [43], [44]. 

6.2 Explainability and Interpretability 
Techniques 

AI systems are often opaque due to their complexity, 

making bias difficult to detect and correct. While this 

complexity has driven innovation, it also raises 

concerns about whether bias in AI reflects real-world 

patterns or stems from flawed training data and 

design choices. Without explainability, even experts 

struggle to assess an AI system’s fairness and 

reliability [45]. 

Explainability and interpretability techniques are 

essential for understanding and controlling AI 

models. Research shows that transparency fosters 

trust and enables proactive bias detection. Various 

methods, such as permutation feature importance, 

local interpretable model-agnostic explanations, and 

Shapley values, summarize model behavior without 

directly replicating it. However, these explanations 

offer different levels of insight and may not fully 

capture a model’s inner workings. Therefore, efforts 

should focus on building trust in AI decision-making 

rather than exhaustive analysis of every model detail 

[46], [47]. 

7 MITIGATION STRATEGIES 

FOR BIAS IN AI 

The rise of AI has driven innovation across various 

fields, but its deployment in high-stakes areas like 

criminal justice and healthcare raises concerns about 

fairness and bias. AI systems can reinforce societal 

prejudices when trained on skewed datasets, leading 

to unfair or harmful outcomes, particularly for 

marginalized groups. This issue extends beyond 

faulty algorithms – bias can emerge even in properly 

functioning systems, amplifying existing 

inequalities [48]. 

Growing awareness of AI-induced harm has 

spurred research into bias detection and mitigation, 

particularly in models using electronic health record 

(EHR) data. This scrutiny extends beyond bias and 

discrimination to broader societal impacts, with 

increasing academic attention on AI’s role in both 

public and private sectors. Understanding these 

consequences is essential as AI continues to shape 

critical decision-making processes [49].  

7.1 Pre-Processing Techniques 

Mitigating bias before training is often preferable to 

addressing it afterward. AI has the potential to drive 

innovation, but its deployment in social sectors 

demands rigorous fairness testing [50]. Bias arises 

when model predictions disproportionately benefit or 

harm certain groups, as seen in cases like gender bias 

in Newsela’s quizzes. While eliminating bias is 

challenging, addressing it is essential to prevent 

harm [51]. Bias often originates in training data, 

where historically marginalized groups are 

underrepresented, increasing their risk of being 

affected by biased models. Datasets compiled from 

multiple sources and perspectives add complexity, 

making it difficult to quantify bias precisely. 

Research highlights the need to examine data, power 

dynamics, and bias to develop fairer AI systems [52]. 

7.2 In-Processing Approaches 

Mitigating bias in AI across data collection, model 

development, deployment, and decision-making is 

crucial. In-processing approaches, particularly useful 

for off-the-shelf AI or when end-users are not 

developers, focus on real-time interventions such as 

filtering biased inputs and adjusting outputs. Two key 

strategies include incorporating fairness constraints 

and using regularization techniques during training to 

prevent data-driven biases from shaping decisions. 

Fairness constraints ensure that group differences do 

not influence model predictions, while regularization 

actively steers the training process toward fairer 

outcomes [53]. Various algorithms integrate fairness 

principles into AI models, though they differ in their 

conceptual approaches. Bias mitigation must extend 

beyond modeling to every stage of an AI system’s 

lifecycle, requiring collaboration across stakeholders 

to understand how bias emerges and propagates. To 

effectively address bias, it is essential to rigorously 

define it, assess its impact, and establish monitoring 

frameworks. A decoupled model monitoring 

approach, centered on AI bias audits, is proposed to 

enhance transparency and accountability throughout 

an AI system’s development and use [54]. 
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7.3 Post-Processing Methods 

Post-processing adjusts model outputs to enhance 

fairness without requiring retraining. Techniques 

such as re-weighting predictions, ensuring equal error 

rates, and calibration help balance outcomes across 

demographic groups. While these methods improve 

fairness, continuous post-deployment monitoring 

remains essential, as bias is inherent in many real-

world problems, and even the best interventions 

involve trade-offs [55], [56]. Research on post-

deployment fairness monitoring has grown, yet 

practical implementation remains underexplored. 

Figure 2 highlights the importance of addressing bias 

at all stages of machine learning, from problem 

definition through data collection and processing to 

model development, testing, and deployment. 

Ignoring these biases can lead to unfair or inaccurate 

models, which can impact the decisions based on 

them [57]. 

Figure 2: Sources of bias that may contribute to predictive 

variances of AI algorithms. 

8 CHALLENGES IN 

IMPLEMENTING BIAS 

MITIGATION TECHNIQUES 

Mitigating bias in AI and ML systems is a multi-
pronged process that is plagued by several barriers at 
various stages of model development and 
deployment. These can be categorized under 
technical, ethical, organizational, and regulatory 
barriers [58], [59]. 

A) Technical Challenges:

1) Definition and Quantification of Bias: Bias

is context-specific, and its meaning varies

across domains and applications, and therefore 

difficult to standardize; 

2) Data Limitations: bias generally results from

imbalance or non-representative data, and it is

difficult to get high-quality, unbiased data;

3) Algorithmic Complexity: mitigation of bias

through fairness constraints or adversarial

debiasing can increase the risk of model

accuracy degradation or unintended side

effects;

4) Scalability: bias mitigation is challenging

and expensive on these large AI systems with

dynamic, real-time data streams.

B) Ethical and Societal Challenges:

1) Trade-offs Between Fairness and

Performance: balancing model performance

and fairness may be contentious, as different

stakeholders may have conflicting objectives;

2) Differing Notions of Fairness: different

notions of fairness (e.g., demographic parity,

equalized odds) may be incompatible with

each other, so it is not sure which one would

take priority;

3) Unintended Consequences: some mitigation

techniques may introduce new biases or

reduce transparency in AI decision-making.

C) Organizational Challenges

1) Lack of Incentives: businesses prefer

performance and profitability to equity,

deterring investment in attempting to combat

bias;

2) Limited Expertise: companies do not possess

the necessary expertise in fairness-aware ML

techniques, and hence it is difficult to adopt

them;

3) Resistance to Change: managers and

programmers may resist altering existing AI

systems since they perceive risks and costs

involved in model changes.

D) Regulatory and Policy Challenges:

1) Lack of Uniform Regulations: regulatory

frameworks for AI fairness are yet to be

developed, leading to disparity in measures for

bias evasion;

2) Challenging Enforcement: adherence to

fairness standards is difficult to facilitate

through the execution of robust auditing

mechanisms, which is difficult for most

organizations;

3) Variability Globally: cross-border AI

systems experience complexity in bias

mitigation with varying expectations on

fairness across nations and sectors.
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9 CASE STUDIES AND BEST 

PRACTICES 

Best practices and case studies present information on 

how bias reduction in artificial intelligence is put into 

practice in the real world. Best practices and case 

studies are practical sources of information on how 

AI systems can be made transparent and fair by 

avoiding bias in them [60]. Case studies indicate 

successful strategies on bias mitigation in AI systems. 

They provide valuable information on the best 

practice of avoiding bias in AI. Case studies and real 

examples can offer realistic strategies and methods 

for identifying and minimizing bias in AI systems. 

For example, a case study of a facial over-

representation system of some racial groups as errors 

can offer lessons about potential biases and how they 

can be resolved [61], [62]. In addition, the best 

approach to integrating ethical guidelines while 

designing and implementing AI can offer good 

lessons in minimizing bias. For example, observing 

how Google and Microsoft have managed bias in 

their AI software can demonstrate to one how to best 

keep bias at bay [63]. In the same way, observing case 

studies of how bias reduction in the application of AI 

in healthcare and finance can demonstrate to one 

lesson in how to implement best practice. For 

example, how bias has been addressed in AI 

algorithms for patient diagnosis and treatment 

recommendations in medicine can be utilized to 

establish useful bias mitigation methodologies [64]. 

By the introduction of an algorithmic-experimental 

combination of identifying, measuring, and 

suppressing the butterfly effect in AI systems the 

obstacles of bias are transcended to achieve fairness 

in outcomes and the emergence of responsible 

AI [65].  

10 CASE STUDIES AND BEST 

PRACTICES 

Regulatory frameworks and guidelines play an 

important role in preventing bias in artificial 

intelligence through standardization and specification 

of requirements and standards for transparency and 

fairness in AI systems. Regulatory frameworks and 

guidelines offer a context for detecting and solving 

potential biases in AI models and algorithms [66]. 

Regulatory frameworks and guidelines are important 

in upholding fairness and accountability in AI 

systems. Regulatory frameworks and guidelines offer 

a set of rules and standards to be abided by developers 

and users. These standards are central to the provision 

of the ethical and ethical use of AI technology. They 

offer best practices that corporations and 

organizations can adhere to in an effort to avoid 

causing harm to people or to society as a whole. These 

standards tend to entail recommendations for 

transparency, accountability, and fairness in AI 

systems [67]. Regulatory standards can also be used 

to apply the issues of data privacy and security to AI 

systems. For example, standards can include data 

encryption and storage protocol requirements [68]. 

11 FUTURE DIRECTIONS IN BIAS 

MITIGATION RESEARCH 

There are numerous possibilities for future research 

on bias mitigation in the years to come. As new AI 

models are developed and applications change, it is 

imperative to continually innovate. New problems 

will arise, and existing issues will evolve. To meet 

these challenges, an interdisciplinary approach 

involving researchers, practitioners, and 

policymakers in a variety of areas will be necessary. 

Collaboration between technical experts, lawmakers, 

and domain professionals will be crucial in driving 

advancement. While some strategies can be broadly 

applied, each specific context may present its own 

unique challenges requiring bespoke solutions. 

Collaboration between computer scientists, social 

scientists, ethicists, and legal experts is well-suited to 

addressing these multifaceted difficulties [69]. 

There is an abundance of technologies which can 

be brought to bear on this complex issue. Natural 

language processing, deep learning, transfer learning, 

and reinforcement learning all present opportunities 

to develop improved methods of bias mitigation. 

However, it is important that the drive to utilize these 

advanced techniques does not come at the expense of 

interpretability and auditability. Other technologies 

could be used to explain model predictions and 

biases, thereby offering insight into how to generate 

more effective de-biasing strategies [70]. As the use 

of AI in decision-making processes becomes more 

prevalent, the availability of high quality, relevant 

data is increasing. There is potential to leverage this 

data to identify latent biases and develop strategies to 

address them. Changes in recruitment and hiring 

procedures, legislation regarding facial analysis 

technology, and concerns about profit-maximising 

businesses have generated momentum for using data-

driven strategies to enhance the fairness of AI 

outcomes. Because of this, many novel methods have 
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been created over the past several years [71]. There 

are many analysis tools and strategies that use 

datasets to evaluate the fairness of a technique and 

decide how to alter it. It is anticipated that the use of 

data-driven innovation to address discrimination and 

bias in the years to come. Looking beyond the 

methodologies, it is crucial that AI researchers and 

developers keep an eye on emerging trends and 

prepare for future obstacles. Crucially, these future 

considerations must also include ethical concerns – 

the industry must ensure that these technologies have 

a fairness basis to be used in people's lives. With the 

development and use of AI having grown 

tremendously in recent years, the issue of bias and 

fairness is of ever-increasing importance. A wide 

range of innovations will therefore be necessary to 

move forward on this issue and help develop AI that 

is equitable [72]. 

12 CONCLUSIONS 

AI technologies have the potential to replicate and 

exacerbate social inequalities present in the contexts 

from which they are developed and deployed. This 

presents significant societal issues in terms of the 

perpetuation of stereotyping, bias, prejudice, and 

ultimately discrimination and oppression. Beyond 

societal issues, the commercial bias of AI models 

could result in unfair treatment of agencies, sectors of 

the industry, or States. Therefore, it is necessary to 

reduce bias in AI models in order to fairly determine 

their impact on industrial and societal actors. Bias has 

disparate explanations depending on the context, and 

technical tools make the analysis and understanding 

of bias in data sets more straightforward. However, 

the clear understanding of the fairness implications of 

these biases and the solution of this problem is a 

challenge and an active area of research. 

Decisions of AI models have an influence on the 

real world, and data about the real world is used to 

train new AI models. Thus, more biased decisions 

will lead to data more biased to train and thus a more 

biased generation of AI models. Therefore, it is 

necessary to mitigate bias in AI models, but this is 

challenging due to the large variety of possible biases 

and because of the difficulty of finding/predicting 

them. Moreover, this problem is particularly 

complicated taking into account the commercial bias 

of AI models and the growing associated societal 

concerns about fairness. For a fair determination of 

the bias/Fairness implications of decision J of agency 

A, the intended scope ~𝑆 𝐴 of decision J should be 

compared to the predicted scope ~𝑆 𝜇 of the reaction 

of rival M. 

The reaction of the crop is the decision J of the 

proposed AI model. A model is trained to distort the 

competitive landscape in a profitable way. It models 

the competitive interactions between two agencies 

but is general enough to be applied to any actors. A 

simpler version can be solved numerically. 

Experiments show this simpler version can somewhat 

predict the competition for market share. More 

intermediates, such as faked explanations or mode-

neutral perturbations, could help agencies currently 

out of direct competition with AI to better estimate 

the reactions of the AI models. 
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Abstract: The diagnosis of thyroid nodules remains a challenge due to the limitations of conventional imaging 

techniques. This paper aims to improve the accuracy and efficiency of thyroid nodule diagnosis. The proposed 

densnet121-IHOA model is a good solution to the diagnostic accuracy problem. The proposed model consists 

of a densely connected network to extract features from ultrasound images. Several layers are added to 

perform the diagnosis process based on the features extracted by Densnet121. The optimal hyper -parameters 

for learning rate, batch size, dropout ratio, and number of neurons were found using an optimization 

algorithm. The improved hippopotamus algorithm (IHOA) is efficient in finding hyper-parameters. The 

IHOA algorithm is robust in exploring and exploiting solutions to find optimal values, and it does not require 

a large number of iterations. The dataset used in this paper is AUITD. The number of images used in the paper 

was 2,121, divided into 1,697 training images and 424 test images. The proposed model achieved an accuracy 

of 97.7%, precision of 96.3%, recall of 98%, and F1 score of 97.4%. 

1 INTRODUCTION

The thyroid gland is one of the most important 

endocrine glands in humans [1]. Thyroid diseases 

have become common, as it is considered the second 

most common disease in the world [2]. Studies have 

confirmed an increase in the incidence of this disease 

[3],[4]. In a study conducted in Iraq at the Hussein 

Cancer center  thyroid nodules ranked tenth with a rate 

of 2.7% of the incidence rate [5]. From this 

standpoint, early diagnosis is of utmost importance to 

control the development of the disease and treat it in 

its early stages and avoid the need for surgical 

removal of the gland [6]. Among the most important 

known methods used to diagnose nodules is 

ultrasound imaging. It is inexpensive and, most 

importantly, does not cause harm to the patient [7], 

[8], [9]. Ultrasound images are usually used to 

diagnose thyroid nodules by experts, and these 

traditional methods require a lot of effort and time, 

and sometimes the diagnosis may be inaccurate [10]. 

Recently, machine learning and deep learning have 

been widely used to help detect and diagnose thyroid 

nodules [11], [12]. Convolutional neural networks, 

especially pre-trained networks, are the leaders in this 

field, but they require tuning of hyper-parameters to 

achieve the desired result [13],[14]. To solve the 

problem of tuning hyper-parameters for transfer 

learning networks, optimization algorithms were used 

to perform this task and facilitate the work.  

2 RELATED WORKS

In [15], Alghanimi et al. presented a new model 

ResNet50-pca based on feature selection technique 

using principal component analysis (PCA) and 

ResNet50. In order to reduce the dimensions of the 

dataset and maintain the highest degree of variance 

between classes in order to improve the classification 

process. The dataset used in this study is publicly 

available in (kaggle) under the name AUITD. 800 

images were taken from it to conduct this study, 400 

images for each class . 

Kuma et al. proposed in [16] to classify thyroid 

nodules, which is mainly based on the (Resent50) 

model, which is one of the models trained on 

(ImageNet) data from the transfer learning model 

group. The dataset used to train the model consists of 

1600 ultrasound images taken from a hospital in 

Algeria. The accuracy achieved by the model 
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reached 96.2% compared to the model called 

(AlexNat) which achieved 83.59%. 

Alghanimi et al. proposed a diagnostic model in 

[17] using feature extraction techniques by (CNN)

and transfer learning network (Resnet50) to classify

thyroid nodules. The data used in this study were

taken from AUITD which consists of 800 ultrasound

images, 400 for benign category and 400 for

malignant category. The CNN model achieved an

accuracy of 91.25% while Resnet50 achieved an

accuracy of 89.37%.

In [18] Wang et al. presented a different approach 

to diagnosing nodules using ultrasound. They 

proposed a new method for diagnosing thyroid 

cancer, using deep learning. The model was designed 

as a network that integrates the features extracted 

from the input ultrasound images and merges them 

into a single scan by using different views to improve 

the pattern recognition efficiency. The data used in 

this study was very large, which increased the 

reliability of the model's performance. The accuracy 

achieved in this study was 87.32%. 

In [19] Nguyen et al. presented a multi-CNN 

model to solve the data imbalance problem 

fundamentally. Because multi-CNN analyzes images 

and extracts deeper features compared to a single 

CNN model. The dataset adopted in this study is 

TDID imbalanced. The achieved accuracy was 

92.05%. 

In [20] Pal et al. presented a study on designing a 

model for early detection of thyroid disease. The 

proposed model was built based on a database from 

the CUI repository and machine learning techniques. 

Three machine learning models were used in this 

study, namely (KNN, DT, MPL) nearest neighbors, 

decision tree and multilayer perceptron to predict the 

disease. The best performance was MPL, which 

achieved an accuracy of 95.73%. 

In [21] Zhang et al. presented a diagnostic model 

for multi-class thyroid disease diagnosis. The model 

architecture consists of a novel multi-channel 

convolutional neural network. This proposed 

architecture integrates the extracted feature maps, 

which leads to an increase in diagnosis accuracy 

compared to the traditional CNN. The data used are 

CT images from GitHub. The achieved accuracy of 

the model was 90.9%. 

In [22] Pavithra et al. presented a study on the 

diagnosis of thyroid tumors based on deep learning 

and ultrasound image data. The residual network 

(ResNet), which is one of the deep neural networks, 

was used. This study aimed to classify nodules into 

six groups according to the TI-RADS classification. 

The model achieved an accuracy of 83%. 

 In [23] Jopate et al. proposed a technique for 

selecting optimal and distinctive features using the 

AEHOA algorithm, an elephant herd optimization 

algorithm, and also eliminating the limitations related 

to overlearning. Due to the imbalance of the data, the 

SMOTE technique was used to balance the data. The 

features obtained by the elephant optimization 

algorithm were fed into a CNN network for prediction 

and classification of the data. The data were 

downloaded from the UCI ML repository and also 

modified to increase the classification accuracy. This 

method achieved an accuracy of 88.2%. 

 In [24] Kumar et al. proposed an advanced model 

based on differential evolution (DE) with butterfly 

optimization (BOA) and fuzzy c-means algorithm to 

improve the classification of thyroid disorder. The 

proposed model (DEBOA-FCM) was evaluated by 

several metrics, and the accuracy achieved by the 

model was 94.3%. It is worth mentioning that the data 

was well processed and modified to achieve high 

accuracy. 

In [25] Ma et al. presented an effective diagnostic 

model by developing a convolutional neural network 

and a nature-derived optimization algorithm. The 

DensNet architecture was modified to build the model 

and the flower pollination algorithm was used to 

adjust the learning rate. The data used in this study 

were (SPECT image) consisting of three classes and 

were divided into training and testing data. The 

results achieved by the model were excellent 

compared to previous studies on the same database. 

In [26] Sharma et al. presented new techniques for 

extracting thyroid features from medical images. The 

feature extraction was based on image transformer 

and Deit techniques. Six different techniques were 

used to reduce the dimensionality of the data in order 

to avoid oversampling and prevent overlearning. The 

FOX optimization algorithm was used to select the 

best features for the data. Two different types of 

databases were used, and the accuracy achieved was 

high. 

In this research [27] Hemapriya et al. presented a 

model for diagnosing thyroid nodules. Initially, the 

pre-processing of the data was based on isolated 

forest with data normalization to detect outliers and 

eliminate noise. The feature extraction process is 

done by AlexNet improved by (CSA) algorithm to 

distinguish the most accurate patterns. Then (AGTO) 

was used with hybrid feature selection under the 

name (HAGTEO) to identify the important features, 

which leads to reducing the dimensions. Then, the 

data classification process is done by using GRU 

based on the extracted features. This method achieved 

an accuracy of 98% 
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3 METHODOLOGY 

In this section, the dataset, preprocessing, and model 

architecture will be defined (Figure 1 shows the 

model architecture for thyroid nodules diagnosis). 

The proposed model is an effective method for 

diagnosis thyroid nodules. The proposed model 

(Densnet121-IHOA), consists of a densely connected 

convolutional network with 121 layers (DensNet121) 

and is one of the transfer learning techniques in 

addition to using the improved hippopotamus  

optimization algorithm (IHOA) to adjust the hyper-

parameters. 

Figure 1 : The proposed model. 

3.1 Dataset 

In this paper, we relied on the (AUITD) dataset from 

a hospital in Algeria. This data consists of ultrasound 

images of thyroid nodules. The dataset contains three 

categories, the benign category contains 1472 images, 

the malignant category contains 1895 images, and the 

normal or non-affected category contains 171 images. 

The dataset is divided into two files, training data and 

test data. The total number of available data that was 

downloaded is 2121 images, benign and malignant 

categories  [28] . Figure 2 shows a sample of images of 

thyroid nodules in the two categories of malignant , 

benign. 

Figure 2: The sample malignant , benign. 

3.2  Preprocessing 

The data used in this paper have been processed to 

achieve real results. The processing process consisted 

of several stages . 

1) At first, a specific cropping technique was

applied to the image frame to get rid of only the

dark frame and some details such as texts related

to dimensions and device type, etc., if they

remain, the model may consider them as a

feature and learn them.

2) De-noise by applying the median filter. This

filter is considered the best for De-noise while

preserving the borders and shapes within the

image .

3) At this stage, the images were resized using the

scaling technique to dimensions 128x128 so that

all images would be of equal dimensions and

also to achieve compatibility between the model

and the data.

4) At this final stage, the images were normalized

to match the data with the model inputs.

3.3 Proposed Model 

The proposed paper aims to achieve the highest 

accuracy in diagnosing thyroid nodules. The transfer 

learning technique (DensNet121) was primarily used 

to extract features, and custom layers were added to 

perform the diagnosis process. Meta-heuristic 

algorithms were used to fine-tune the hyper -

parameters of the proposed model. The hyper -

parameters that were optimized include the learning 

rate, batch size, number of neurons, and dropout rate. 

The Improved hippopotamus Algorithm (IHOA), an 

improved version of the original hippopotamus 

algorithm was used. A comprehensive overview of 

the hippopotamus algorithm and the improvements 

made to it to increase its effectiveness with the 

proposed model is presented. 
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3.3.1 Densnet 

In this paper, densnet121 was used. It which consists 

of four blocks in the following order (6,12,24,16). 

Pre-trained networks or so-called learning transfer 

techniques have solved many issues related to 

medical image classification [29]. One of the most 

powerful learning transfer techniques in medical 

image classification is densely connected 

convolutional neural networks (DensNet) . This 

technique addressed one of the most important issues 

related to increasing the depth of the network, which 

is the issue of gradient or feature disappearance. In a 

DensNet network, each layer is connected to all the 

layers that precede it, and this is where its strength 

lies, as features do not disappear or are dropped, but 

are passed on to the next layer [30]. Figure 3 shows 

the structure of a DensNet121 and how its layers are 

connected to each other.  

3.3.2 Hippopotamus Optimization 
Algorithm 

The hippopotamus algorithm was proposed in 2024 

by Amiri. This algorithm relies on the unique 

behaviors of hippopotamuses to find solutions to 

optimization problems. The unique behaviors of 

hippopotamuses, such as their constant changing of 

positions in rivers and ponds, their defense against 

predators, and the process of escaping from predator 

attacks, are considered. These three behaviors were 

converted into mathematical equations by the 

algorithm's proposer   [31] . 

HO population initialization phase Generating 

random initial solutions. A random initial solution 

vector is generated based on the following (1): 

  𝑥𝑖: 𝑥𝑖𝑗 = 𝑙𝑏𝑗 + 𝑟. (𝑢𝑏𝑗 − 𝑙𝑏𝑗)          (1) 

 𝑖 = 1,2, … , 𝑁, 𝑗 = 1,2, … ,𝑚     . 

Where 𝑋𝑖  represents the positions, 𝑙𝑏  and 𝑢𝑏 

represents lower and upper bounds, 𝑟  random 

number, 𝑗𝑡ℎ  decision variable , 𝑁  denotes the 

population size, 𝑀 represents the number of decision 

variables. 

Stage 1. Hippopotamuses change their locations 

in water bodies and rivers (exploration). 

hippopotamus groups consist of adult males, adult 

female hippopotamus and young hippopotamus. The 

group has a leader called the dominant male who is 

determined based on the value of the objective 

function. One of the behaviors of hippopotamus is 

that they are close to each other. The dominant hippos 

protect the herd and the area of the group. Many 

females are placed around the male hippopotamus. 

When the male hippopotamus reach maturity, they 

are expelled by the leader of the herd (the dominant). 

The males that have been expelled from the herd 

either attract females or enter into dominance 

competitions with the dominant hippopotamus in the 

herd to prove their dominance. The mathematical 

representation of this stage is done through (3)

𝑥𝑖
𝑀ℎ𝑖𝑝𝑝𝑜

: 𝑥𝑖𝑗
𝑀ℎ𝑖𝑝𝑝𝑜

= 𝑥𝑖𝑗 + 𝑦1. (𝐷ℎ𝑖𝑝𝑝𝑜 − 𝐼1𝑥𝑖𝑗
).   (3)

𝑋𝑖
𝑴ℎ𝑖𝑝𝑝𝑜

 represents male hippopotamus sites.

𝐷ℎ𝑖𝑝𝑝𝑜 represents the dominant hippopotamus . 

Figure 3: Structure of a DensNet121. 
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. 

𝐼1,𝐼2 is an integer between 1 and 2, 𝑟1,2,3,4 is random

vector in range 0 and 1 , r5 random number  

, integer random number 0 or 1 

𝑇 = 𝑒𝑥𝑝 (−
𝑡

𝑇
).              (5) 

xi
𝐅𝐁hippo

: xij
𝐅𝐁hippo

= 

= {
Xij + h1. (Dhippo − I2MGi)T > 0.6

.

 else

.      (6)

Where in (6) - X1
𝐅𝐁hippo

represents the position of a 

female hippopotamus or an immature hippopotamus.  

= {
𝑥𝑖𝑗 + ℎ2. (𝑀𝐺𝑖 − 𝐷ℎ𝑖𝑝𝑝𝑜)𝑟6 > 0.5

𝑙𝑏 + 𝑟7. (𝑢𝑏𝑖 − 𝑙𝑏𝑗)   𝑒𝑙𝑠𝑒
. (7) 

 𝑥𝑖 = {
𝑥𝑖

𝑀ℎ𝑖𝑝𝑝𝑜
𝐹𝑖

𝑀ℎ𝑖𝑝𝑝𝑜
< 𝐹𝑖

𝑥𝑖  𝑒𝑙𝑠𝑒 
 .          (8) 

 𝑥𝑖 = {
𝑥𝑖

𝑭𝑩𝑖𝑝𝑝𝑜
𝐹𝑖

𝑭𝑩𝑖𝑝𝑝𝑜
< 𝐹𝑖

𝑥𝑖  𝑒𝑙𝑠𝑒 
.      (9) 

Stage 2. In this stage, the process of defense 

against predators (exploration) takes place. One of the 

most important reasons for hippos to live in groups is 

for their safety. The presence of hippopotamus in 

groups is a reason to prevent predators from attacking 

them or approaching their geographical area. 

however, immature hippopotamus may tend to 

separate from the herd and thus become easy targets 

for predators. Also, sick or old hippopotamus may 

meet their fate at the hands of predators. In this case, 

the hippopotamus is switched to defense mode by 

heading towards the predator, opening its large jaws, 

making sounds to scare the predator, and sometimes 

approaching the predator to encourage it to move 

away. In (10), the predator is placed in the search 

space. 

𝑃𝑟𝑒𝑑𝑎𝑡𝑜𝑟: 𝑃𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗 = 𝑙𝑏𝑗 + 𝑟8⃗⃗⃗  . (𝑢𝑏𝑗 − 𝑙𝑏𝑗),  (10) 

 𝑗 = 1, . . , 𝑚. 

    𝐷⃗⃗ = |𝑃𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗 − 𝑥𝑖𝑗|. (11)         

where D is the distance between the hippopotamus 

and the prey. 

When the predator approaches the hippopotamus, 

the latter adopts a defensive behavior based on 

Fpredatorto protect itself from the predator's attack. If

Fi is greater than Fpredator, this means that the

predator is close to the hippopotamus' territory. In this 

case, the hippopotamus moves towards the predator 

to make it move away from the borders of the 

territory. If Fi is less than Fpredator, this means that

the predator is within the hippopotamus' territory and 

is very close to it. In this case, the hippopotamus 

moves towards the predator to scare it away, but its 

movement is limited because intruder is very close to 

the hippopotamus (12). 

Where in (12) -  xi
HippoR

 is the position of the

hippopotamus facing the predator. 𝑅𝐿 is a random 

vector generated by the Lévy algorithm distribution 

used for sudden changes in predator positions during 

an attack. This process is done by (13).  Where in (13) 

- 𝑣 ,𝑤 is random number.

. 

. 

If it is hunted by a predator, it replaces the position 

of one of the herd members, otherwise it will return 

to its previous position. 

(12) 

(4) 

(13) 

(14) 

(15)
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(17) 

Stage 3. Escape (Exploitation). A hippopotamus 

behavior occurs when it encounters a predator that it 

is unable to confront defensively. The hippopotamus 

flees to a pond near its current location. New 

locations (ponds) are generated randomly using (17). 

This behavior protects the hippopotamus from 

predation (predators avoid entering the water). If the 

new location is more favorable than the current 

location (based on the cost function), the 

hippopotamuses location is updated using (19 (. 

Where  lb, ub It indicates lower and upper bounds 

t  current iteration.  

Where Xi,j
HippoE

 New site. 

Where 𝑠 random numbers . 

𝐹 represent of the cost function. 

3.3.3 Improved Hippopotamus Optimization 
Algorithm 

The Improved process was done on the third stage of 

the hippopotamus algorithm. The Improved were 

made to the algorithm to improve the exploitation of 

the solutions discovered so far from the first and 

second stages instead of discovering new solutions. 

The process of improving the discovered solutions 

depends entirely on the best solution discovered so 

far. This technique has been applied in many 

optimization algorithms such as the PSO 

algorithm[32]. To gradually reduce randomness and 

increase the exploitation power in the final stages, the 

exponential decay technique was relied upon. 

Equations (16) and (17) in the Hippopotamus 

algorithm were replaced with the following new (20) 

and (21). 

 𝐸(𝑡) = 𝑒− 
𝑡

𝑇.               (20) 

  t current iteration and T max iteration 

𝑥𝑖,𝑗
𝐻𝑖𝑝𝑝𝑜

= 𝑥𝑖,𝑗 + 𝐸(𝑡)(𝑥𝑖,𝑗
𝑏𝑒𝑠𝑡 − 𝑥𝑖,𝑗) + 𝐷.   (21) 

where  D = (rendom number)(0.01) 

Added a small noise  𝐷 to improve local 

exploitation and avoid falling into local solutions.  

Figure 4: The performance proposed model. 

  .   (16) 

.      (18) 

.         (19)
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4 EXPERIMENTAL RESULTS 

In this section will show the results obtained from 

training the DensNet121-IHOA model on the AUITD 

dataset. The model code was written using python 

3.11.0 with pycharm environment. The model was 

run on an HP laptop with Ryzen 7 processor, G32 

RAM and Vega 4G graphics processor. 

The AUITD dataset contains two classes, 

malignant and benign. The dataset is divided into 

0.07% training, 0.01% validation and 0.02% testing 

to train and test the proposed model. Table 1 shows 

the training results before and after improved 

optimization algorithm. Figure 4 shows the accuracy 

curve and loss curve of the proposed model. 

The training results in Table 1: showed the 

performance of the DensNet121-IHOA model, which 

achieved an accuracy of 97.7% compared to the 

Densnet121-HOA model before the hippopotamus 

Improved algorithm, where the achieved accuracy 

was 97.02%. 

As for training the Densnet121 model without 

using the optimization algorithm (HOA) and (I-

HOA), it achieved an accuracy of 96%, and this 

performance is low compared to the Densnet121-

IHOA model. The reason for the low accuracy of 

DensNet121 is the collapse of the hyper-parameters 

tuning accurately. 

The training results confirmed that incorporating 

optimization algorithms significantly enhances the 

model's accuracy, in addition to fine-tuning the 

model's hyper -parameters. As for the results obtained 

from the DensNet121-IHOA model, the accuracy 

increased by 0.069% compared to the Densnet121-

HOA model. 

Table 1: the training results. 

model Performance 

Acc Prec Rec F1 

Densnet121-

HOA 

97.1% 97.3% 94.6 96.03 

Densnet121-

IHOA 

97.7 % 96.3 98.7 97.4 

Comparison of the proposed model with other 

techniques based on the results. The proposed model 

achieved high accuracy with low loss ratio. The 

Densnet technique used for feature extraction was 

robust compared to other techniques. The Dense 

connections between the layers of the Densnet 

network ensured smooth flow of information and no 

feature loss across layers. Table 2 shows the results 

of the comparison with other techniques.  

Table 2: Comparison of the proposed model with other 

techniques.

Authors AUITD

Dataset 

Accuracy 

[15] Alghanimi et al. 800 images 89.54% 
[16] Kuma et al. 1600 images 96.20% 

[17] Alghanimi et al. 800 images 91.25% 
Proposed model 2121 images 97.7% 

Figure 5 shows the confusion matrix for the test 

data. The reason for some misdiagnosis of images is 

due to the use of the sigmoid function to perform the 

classification process.   

Figure 5: The confusion matrix of proposed model. 

5 CONCLUSIONS 

This paper presented a high-accuracy diagnostic 
model for thyroid nodules. Transfer learning was 
used in this paper to solve the problem of data 
unavailability. To address the problem of adjusting 
hyperparameters in transfer learning models, the (I-
HOA) algorithm was used for tuning. Diagnosis by 
computer models has a great impact on the early 
recognition of diseases. Computer models provide 
immediate solutions and help in making early 
decisions to detect diseases and reduce their impact 
and spread in society. Expected future work includes 
collecting more data from specialized medical centers 
to improve the performance of the model. We hope to 
use the model in hospitals and centers specialized in 
detecting and treating tumors, as well as cooperate 
with specialists to develop the model to be more 
reliable in decision-making. The number of images 
used in the paper was 2,121, divided into 1,697 
training images and 424 test images. The proposed 
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model achieved an accuracy of 97.7%, precision of 
96.3%, recall of 98%, and F1 score of 97.4%. 
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Abstract: Alzheimer's disease (AD) is a complex, progressive neurodegenerative condition that affects millions of 

people worldwide, making early diagnosis critical for effective treatment and clinical management to improve 

quality of life. In this study, we present an automated classification framework based on the Vision 

Transformer (ViT) model optimized with a modified hippopotamus optimization algorithm (M-HOA). Unlike 

traditional models that rely solely on ViTs or convolutional networks, the M-HOA algorithm is used to fine–

tune key hyperparameters of the ViT model, improving feature extraction and classification accuracy. The 

model was evaluated on the ADNI dataset, which covers three diagnostic categories (AD, MCI, and NC). 

Experiments demonstrated that the proposed M-HOA-ViT model outperforms both the baseline and 

optimized ViT architectures, achieving a classification accuracy of 97.90%. The results indicate that 

integrating metaheuristic optimization with ViT significantly improves diagnostic accuracy, providing a 

robust and scalable approach for the early detection of Alzheimer's disease. 

1 INTRODUCTION 

Alzheimer's disease (AD) is a leading cause of 

dementia, predominantly affecting older adults. 

Symptoms of AD include cognitive impairment , 

difficulty performing daily tasks, loss of speech, and 

memory loss [1].In the initial phases of Alzheimer's 

disease, memory impairment is moderate; however, 

in the latter stages, individuals lose the capacity to 

engage with their environment [2]. Research from the 

Alzheimer's Association predicts that the number of 

individuals afflicted with the illness will exceed 130 

million by 2050. While there is currently no treatment 

for Alzheimer's disease, early identification helps 

mitigate its prevalence [3]. Moderate cognitive 

impairment (MCI), an initial phase of AD, affects 

approximately 4-20% of individuals aged 50 and 

above [4]. Since pharmacological interventions can 

only delay the onset of its severe stages [5], Early 

detection and preventive strategies play a crucial role 

in preserving autonomy and alleviating social and 

emotional challenges [6].  

There are several brain scanning techniques to 

determine whether a person has Alzheimer's disease, 

such as Positron Emission Tomography (PET), 

Magnetic Resonance Imaging (MRI) [7]. However, 

MRI-based methods have gained importance by 

diagnosing subtle structural changes in the brains of 

affected individuals [8]. 

Machine learning and deep learning, two 

subfields of AI, have shown promise in solving issues 

that traditional methods cannot, and have greatly 

assisted in creating highly accurate systems[9]. 

Therefore, a computerized system to detect 

Alzheimer's disease in the early stages is essential. A 

number of deep learning methods, including the 

CNN, have been used and show good 

performance [10]. 

Recent advances in computer vision have 

prompted researchers to explore innovative 

architectures. The vision transformer (ViT) is one 

such new technology that has generated significant 

interest from researchers. The idea of vision 

transformers are inspired by natural language 

processing (NLP) transformers, which are notable for 

their ability to handle text sequences[11]. In the 

vision transformer model, images are interpreted as a 

set of fixed-size patches rather than a grid of 

individual pixels. In doing so, the ViT model can 

leverage self-attention mechanisms to efficiently 

capture global dependencies and long – range 

connections within an image. This capability is 
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particularly useful because accurate diagnosis 

depends on the ability to understand context across 

multiple parts of an image[12]. They have become 

popular in the domain for their capacity to 

comprehend significant global interrelations among 

variables in the input space [13].A comprehensive 

systematic review that included an analysis of 36 

studies indicated that ViTs often outperform or 

achieve comparable performance to CNNs on 

medical image classification tasks. Especially when 

using pre-trained models or sufficient data[14]. 

To improve the vision transformer model's ability 

to diagnose, considering the lack of research on using 

a metaheuristic algorithm for Alzheimer's disease, 

this paper proposes a vision transformer-based model 

using a modified Hippopotamus Optimization 

Algorithm (M-HOA). The goal is to identify the most 

appropriate hyperparameters for ViT. 

Each section of this paper follows a specific order. 

Section 2 covers previous studies on ViT, Section 3 

presents the proposed methodology, explores the 

ViT, outlines the stages of Hippopotamus 

Optimization Algorithm, and discusses its 

modification. Section 4 presents experimental results, 

Section 5 presents challenges, Section 6 suggests 

directions for future work, and Section 7 concludes 

the paper. 

2 RELATED WORKS 

Saman Saraf et al. [15] introduced OVITAD, an 

improved architecture that reduces the number of 

parameters, input size, number of attention vertices, 

and layers compared to traditional ViT, to enhance 

efficiency while reducing complexity, without 

sacrificing the model's ability to extract relevant 

patterns. Using the ADNI database, the model 

achieved 99.55% accuracy for sMRI images and 97% 

for rs-MRI images, surpassing the majority of deep 

learning models by decreasing trainable parameters 

by 30% relative to the baseline vision transformer 

model. 

Uttam Khatri et al. [16] presented an improved 

methodology for applying Vision Transformer (ViT) 

to a small MRI dataset. Their study focused on how 

to improve the performance of ViT when data is 

limited. They used Shifted Patch Tokenization (SPT) 

to improve information capture and reduce spatial 

bias, and CoordConv Location Encoding (CPE) to 

enhance the model’s ability to perceive spatial 

relationships between different parts. Their 

experiments on ADNI MRI data showed an accuracy 

of 92.30%. Nevertheless, Lack of comparisons with 

advanced models and computational efficiency 

analysis. Odusami et al. [17] introduce a vision 

transformer model, which integrates a multi-fusion of 

(PET and MRI) data. The images were analyzed using 

a directional wavelet transform (DWT) approach, 

their model achieved an accuracy of 93.75%. In order 

to confirm the generalizability of the model, their 

study proposed improvements to the fusion 

parameters, larger and more diverse datasets. In [18], 

Ramesh Chandra Punia et al. Suggested a 

combination strategy to improve the categorisation of 

Alzheimer's disease. That combines explainable 

artificial intelligence (XAI), transfer learning, and 

vision transformers (ViT). InceptionV3, VGG19, 

ResNet50, and DenseNet121 are pre-trained deep 

learning models that they used with ViT to provide a 

more accurate classification model. This resulted in 

an accuracy of 96%. However, this resulted in a high 

computational cost due to ViT being combined with 

multiple models, which increases computational and 

memory requirements. In [19], Yue Yin et al. 

proposed the SMIL-DeiT model, an approach that 

combines Vision Transformer (DeiT-S), Self-

Supervised learning (DINO), and Multiple Instance 

Learning (MIL) techniques. To improve 

classification, used the ADNI dataset containing 2032 

T1-weighted MRI images. The model achieved 

93.2% accuracy, outperforming traditional CNNs. Fei 

Huang et al. in [20] proposed a new approach to 

Alzheimer's disease diagnosis using Monte Carlo 

ensemble vision transformer (MC-ViT), where the 

model relies on combining ViT and Monte Carlo 

random sampling to improve the classification 

process. This approach differs from traditional 

ensemble learning methods that use multiple models, 

as it relies on only one model, but generates multiple 

classification decisions by sampling different input 

images. Structural magnetic resonance imaging 

(sMRI) images are divided into 3D patches, and then 

features are extracted from them using a 3D 

convolutional neural network (3D Patch Network). 

Next, Monte Carlo sampling is used to pick out the 

most important features. These are then sent to the 

vision transformer (ViT), which figures out how these 

features are connected in space and makes the 

classification more accurate. The model was tested on 

two medical databases, ADNI and OASIS-3 achieved 

an accuracy of 90%. In [21], Anuvab Sen et al. 

Proposed using Vision Transformer (ViT) with 

metaheuristic optimization algorithms such (DE, GA, 

PSO, and ACO) to improve Alzheimer's disease 

classification from MRI images. They used the ADNI 

dataset. The differential evolution (DE) based model 

achieved the best accuracy of 96.8%, outperforming 
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previous models. However, the data size was very 

small. Mohammed et al in [22]. Presented an 

innovative concept called the binary Vision 

Transformer (BiViT). This model combines parallel 

coding (PCE) and latent representation fusion (MLF) 

approaches to enhance case recognition accuracy 

using 2D images, enabling it to extract spatial and 

semantic features from multiple trajectories 

simultaneously. Their model demonstrated 

outstanding performance with an accuracy of 

96.38%. However, the study compared only the CNN 

model, without evaluating performance against other 

transformer models. This is a limitation of the 

evaluation and calls for expansion in future studies.  

3 METHODOLOGY 

This paper presents a comprehensive framework 

based on deep learning techniques for diagnosing 

Alzheimer's disease. In this context, the proposed 

approach and the model architecture used in the 

classification process are detailed (Figure 1 illustrates 

the complete framework).  

3.1 Dataset 

The ADNI initiative is a pioneering research project 

launched in 2004 with the participation of prestigious 

academic and research institutions, providing a 

comprehensive registry of high-quality and accurate 

data1. The dataset used include images from samples 

from Alzheimer’s, divided into three categories, the 

Table 1 shows the demographic and clinical 

distribution of three groups of participants: data 

include the number of individuals in each group, 

mean age, as well as mean scores on the CDR 

(Dementia Severity Rating) and MMSE (Mini-

Mental Examination) tests. 

Table 1: Details about the participants' demographics. 

Group Alzheimer'

s Disease 

(AD) 

Normal 

Control 

(NC) 

Mild 

Cognitive 

(MCI) 

Number 610 1297 895 

Male/Femal

e

365/245 710/587 615/304 

Age 57.±8.15 65.73

±8.12 

67. 9 ±9.8

CDR 5.4±2.6 0.1±0.3 1.6±1.1 

MMSE 20±4.30 29.17

±1.22 

27.3

±3.71 

3.2 Image Preprocessing 

We used preprocessing techniques to improve data 

quality and ensure consistency with the ViT model. A 

series of preprocessing steps was applied to brain 

MRIs. These steps aimed to improve image quality, 

standardize input dimensions for consistency with the 

ViT model, expand the dataset to improve 

generalization, and prepare it for efficient model 

training and evaluation. The steps are as follows: 

1) Start

2) Background Removal Outside the Active Brain

Region

3) Input Brain MRI Images

4) Scale Images to 224 x 244 Pixels (Linear

Interpolation)

5) Normalize Pixels to [0,1] and Standardize with

ImageNet21k Standards

6) Data Augmentation: Horizontal Flip (8%),

Brightness/Contrast, Adjustment (±2%)

7) Data Splitting: 60% Training, 20% Validation,

20% Testing (Balanced Random Distribution).

Figure 1: The structural diagram of the proposed model. 

Figure 1 illustrates the steps involved in 

classifying Alzheimer's disease using ViT. The 

process starts with the ADNI dataset, followed by 

preprocessing steps to improve image quality and 

prepare it appropriately for the model, then training 

and optimizing ViT parameters using the M-HOA-

ViT algorithm, and finally classifying the case. 

1 http://adni.loni.usc.edu
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Figure 2: ViT model architecture. 

3.3 Proposed Model 

The proposed model is built on the Vision 

Transformer (ViT) architecture, which has proven 

remarkably successful in many computer vision tasks. 

Metaheuristic algorithms are used to discover the 

optimal set of hyperparameters for the classification 

task, improve the model's accuracy. This integration 

aims to improve the model's efficiency, accuracy, and 

generalization ability. A comprehensive overview of 

the HOA algorithm, the ViT, and their optimization 

strategies is presented below. 

3.3.1 ViT Model 

The Vision Transformer is a modern image 

processing model based on the Transformers 

architecture originally developed for text processing 

[11]. An illustration of the overall structure is 

presented in Figure 2. 

The model initially divides the images into small, 

uniform parts known as patches. These patches are 

then converted to digital representations (vectors) 

using a linear projection layer with positional 

information embedded in each patch to indicate its 

location within the image. The vectors are then 

transferred to the transformer encoder layer, which 

includes several sub-layers, a normalization layer 

(Norm), a multi-head attention (MHA) mechanism 

that helps understand important relationships 

between patches, and a multi-layer neural network 

(MPL) that extracts deep features from the 

image [12]. This method contributes to acquiring 

global contextual knowledge, which enhances its 

performance on complex tasks [23]. The diagram 

depicts the overall framework of the model. 

3.3.2 Hippopotamus Optimization Algorithm 

(HOA) 

Mohamed Hussein Amiri et al. In 2024 proposed a 

novel metaheuristic algorithm called Hippopotamus 

Optimization Algorithm (HOA) was proposed, 

inspired by the behaviors of hippopotamus in nature 

[24]. The algorithm consists of three main stages: 

exploitation, migration, and exploration. 

This algorithm was chosen because it provides a 

balance between global and local search, achieves 

excellent experimental performance, and is well-

suited for hyperparameter optimization problems in 

complex environments. Comparisons with other 

optimization algorithms have also demonstrated its 

superior performance: 

A) Algorithm initialization: The algorithm starts by

randomly initializing hippo locations, where

these locations represent potential solutions to

the optimization problem.

𝑋𝑖: 𝑥𝑖,𝑗 = 𝑙𝑏𝑗 + 𝑟 × (𝑢𝑏𝑗 − 𝑙𝑏𝑗), 𝑖 = 1,2, … ,𝑁; 𝑗 = 1,2, … ,𝑚 .   (1) 

𝑥𝑖 refers to the position of the candidate solution

𝑖 𝑡ℎ in the search space, where  𝑟 is used as 

random number generated (between the range 
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0,1) to ensure random distribution within 

specified range of limits, while 𝑢𝑏𝑗 , 𝑙𝑏𝑗 denote

the lower and upper bounds for the 𝑗 𝑡ℎ variable. 

𝑛 denote the population size (number of 

hippopotamuses in the herd), and 𝑚 represent 

the total number of decision variables. 

Therefore, this information is then used to 

compile the population matrix according to (2). 

𝑥 =

[

𝑥1
⋮
𝑥𝑖
⋮
𝑥𝑁]𝑁×𝑚

=

[

𝑥1,1 ⋯ 𝑥1,𝑗 ⋯ 𝑥1,𝑚
⋮ ⋱ ⋮ . ⋮
𝑥𝑖,1 ⋯ 𝑥𝑖,𝑗 ⋯ 𝑥𝑖,𝑚
⋮ . ⋮ ⋱ ⋮

𝑥𝑁,1 ⋯ 𝑥𝑁,𝑗 ⋯ 𝑥𝑁,𝑚]𝑁×𝑚

 .  (2) 

B) HOA as a mathematical model the simulation of

the hippopotamus movement within the HOA is

divided into three phases according to their

natural patterns [24].

3.3.2.1  Phase 1: Exploration (Updating 

Hippopotamus in the Pond) 

A hippopotamus herd is composed of several adult 

females, juveniles, multiple males, and a dominant 

male who leads the herd. The dominant male is 

selected based on the objective function's value. 

Hippopotamuses tend to cluster together, with the 

dominant male safeguarding the herd and its territory 

from potential dangers. The spatial position of male 

Hippopotamuses in the lake is represented 

mathematically by (3). 

𝜒𝑖
ℳ hippo

:  M hippo
𝑥𝑖𝑗

= 𝑥𝑖𝑗 + 𝑦1 ⋅ (𝒟 hippo − 𝐼1𝑥𝑖𝑗̇)    (3)
.

In (3), 𝑥𝑖𝑚ℎ𝑖𝑝𝑝𝑜 shows where the male hippo is 

and 𝐷ℎ𝑖𝑝𝑝𝑜 shows where the dominant hippo is. In 

this case, 𝐷ℎ𝑖𝑝𝑝𝑜 has the lowest cost in the current 

iteration. The random vector between 0 and 1 is 

denoted by 𝑟1⃗⃗⃗   ,…,𝑟4⃗⃗   , 𝑟5 ⃗⃗  ⃗ , according to (4). The values

𝐼1  and 𝐼2  are integers between 1 and 2 (according to

(3) and (6)). While in (4), 𝑒1  and 𝑒2 represent random

integers that can be 0 or 1:

↶=

{

𝐼2 × 𝑟 1 + (∼ 𝜚1)

2 × 𝑟 2 − 1

𝑟 3
𝐼1 × 𝑟 4 + (∼ 𝜚2)

𝑟5

 ,  (4) 

𝑇 = exp (−
𝑡

𝑀𝑎𝑥iterations
).   (5) 

𝑋𝑖
𝐹𝐵ℎ𝑖𝑝𝑝𝑜

: 𝑥𝑖
𝐹𝐵ℎ𝑖𝑝𝑝𝑜

=

= {
𝑥𝑖𝑗 + ℎ1 ⋅ (𝐷hippo − 𝐼2𝑀𝐺𝑖) , 𝑇 > 0.6 

Ξ , else 
. 

Ξ = {
𝑥𝑖𝑗 + ℎ2 ⋅ (𝑀𝐺𝑖 − 𝐷hippo ), 𝑟6 > 0.5

𝑙𝑏𝑗 + 𝑟7(𝑢𝑏𝑗 − 𝑙𝑏𝑗), else
.      (7) 

In (6) and (7), express the location of female hippo 

or immature calves (𝑥𝑖
𝐹𝐵ℎ𝑖𝑝𝑝𝑜

) in the herd. Hippo

calves often stay close to their mother, but due to 

curiosity, they depart from the herd or their mums. if 

the 𝑇 value is more than 0.6, it indicates that the calf 

has moved away from its mother according to (5). if 

𝑟6 An arbitrary value if the value ranging between 0

and 1, if (7) exceeds 0.5, it means that the hippo has 

moved away from its mother, but is still in or close to 

the group. This behavior is modeled for females and 

immature hippos using (6) and (7). The value ( ℎ2 and

ℎ1) Numbers are randomly chosen from five

scenarios. While r_7 in (7) is a random number 

between 0 and 1, (8) and (9) represent an update of 

the positions of male and female hippos, or immature 

hippos, within the herd, while 𝐹𝑖 represents the value

of the objective function. 

𝑋𝑖 = {
𝑋𝑖
𝑀ℎ𝑖𝑝𝑝𝑜

𝐹𝑖
𝑀ℎ𝑖𝑝𝑝𝑜

< 𝐹𝑖
 else 

 (8)

𝑋𝑖 = {
𝑋𝑖
𝐹𝐵ℎ𝑖𝑝𝑝𝑜

𝐹𝑖
FBhippo 

𝑋𝑖
 (9)

Using ℎ vectors with scenarios 𝐼1 and 𝐼2, the 

algorithm improves the overall search process and 

increases the exploration efficiency, leading to better 

results. 

3.3.2.2  Phase 2: Explore (the Hippopotamus' 

Defense Mechanism Against Predators) 

A hippopotamus is also at risk. Quickly turning 

towards the animal and making loud noises scares it 

away is their main defence. (10) represents where the 

attacker is in the search space. 

𝑝𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗 = 𝑙𝑏𝑗 + 𝑟8
→. (𝑢𝑏𝑗 − 𝑙𝑏𝑗), 𝑗 = 1,2, … ,𝑚. 

where 𝑟8
→denote to random vector from 0 to 1.

𝐷→ = |𝑝𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗 − 𝑥𝑖𝑗|.

(6)

(10)

(11)
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The (11) calculates the distance between the hippo 

𝑖 and the predator. In this phase, the hippo uses a 

defensive strategy based on 𝐹𝑝𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗 to protect

itself. When 𝐹𝑝𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗, is lower than 𝐹𝑖, it indicates

to the predator is extremely close, which prompts the 

hippo to quickly turn towards the threat and move in 

its direction to force it away. On the other hand, if 

𝐹𝑝𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗 is higher, this suggests that the predator or

any other potential threat is far from the hippo 

territory (as shown in (12)).  

𝑥𝑖𝑗
𝐻𝑖𝑝𝑝𝑜𝑅

=

{

𝑅𝐿→⊕𝑃𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗 + (
𝑙

(𝑐 − 𝑑 𝑥 cos(2𝜋𝑔))
) .

(
1

𝐷→
)𝐹𝑝𝑟𝑒𝑑𝑎𝑡𝑜𝑟𝑗   > 𝐹𝑖

.

𝑥𝑖
𝐻𝑖𝑝𝑝𝑜𝑅

represents the position of the hippo facing the

predator. 𝑅𝐿→ indicate to a random vector following 

a Lévy distribution, which simulates sudden shifts in 

the position of the predator during an attack on the 

hippo. This random motion is described by (13). The 

values are chosen sequentially within the range [0,1]. 

Here, 𝑣 is a constant (𝑣 = 1.5), 𝑤 is used as a 

representation of the gamma function, it is calculated 

based on (14). 

𝐿𝑒𝑣𝑒𝑦(𝜃) = 0.05 ∙  
𝑤 ∙ 𝜎𝑤

|𝑣|
1
𝜃

 . 

𝜎𝑤 = [
Γ(1 + 𝜗)sin (

𝜋𝜗
2 )

Γ (
(1 + 𝜗)
2 )𝜗2

(𝜗−1)
2

]

1
𝜗

 .  

In (12), the variable f is a random number 

uniformly chosen between 2 and 4, c is uniformly 

selected between 1 and 1.5, and D is a uniform 

random number between 2 and 3. Additionally, g is a 

uniformly distributed random number between -1 

and 1. 

According to (15), if 𝐹𝑖
𝐻𝑖𝑝𝑝𝑜𝑅

 exceeds 𝐹, it

indicates that the hippo has been killed, and a new one 

will replace it in the herd. If it des not exceed F, then 

the predator retreats, and the hippopotamus goes back 

to the herd. The second phase brought noticeable 

improvements to help avoid getting stuck in local 

minima. 

𝑥𝑖 =

{

𝑋𝑖
𝑀ℎ𝑖𝑝𝑝𝑜

𝐹𝑖
𝑀ℎ𝑖𝑝𝑝𝑜

< 𝐹𝑖

xi𝐹𝑖
𝑀ℎ𝑖𝑝𝑝𝑜𝑅

≥ 𝐹𝑖
. 

3.3.2.3  Phase 3: Exploitation (Hippopotamus 

Escapes from Predator). 

When a hippopotamus encounters a predator or find 

its usual defensives are not enough. In these cases run 

toward the nearest lake or pond, as lions and spotted 

hyenas tend to avoid water. This strategy helps the 

hippopotamus secure a safer spot. 

This process is modeled by equations (16) - (17). 

If the newly generated location yields a lower cost 

function value, it signifies that the hippo has found a 

safer and more optimal spot nearby and has moved 

there. Where, 𝑡 (represents the current iteration), 𝑇 

represents the total number of allowed iterations (the 

maximum number). 

𝑙𝑏𝑗
𝑙𝑜𝑐𝑎𝑙 =

𝑙𝑏𝑗

𝑡
, 𝑢𝑏𝑗

𝑙𝑜𝑐𝑎𝑙 =
𝑢𝑏𝑗

𝑡
, 𝑡 = 1,2, … , 𝑇. 

𝑥𝑖
𝐻𝑖𝑝𝑝𝑜𝜀

: 𝑥𝑖𝑗
𝐻𝑖𝑝𝑝𝑜𝜀

= 𝑥𝑖𝑗 + 𝑟10 ∙ (𝑙𝑏𝑗
𝑙𝑜𝑐𝑎𝑙 + 𝑠1

∙ (𝑢𝑏𝑗
𝑙𝑜𝑐𝑎𝑙 − 𝑙𝑏𝑗𝑙𝑜𝑐𝑎𝑙)  . 

In (17), 𝑥𝑖
ℎ𝑖𝑝𝑝𝑜𝑆

 represents the position of a

hippopotamus that has been searching for the nearest 

safe spot. While (𝑠1) is a random vector chosen from

three different scenarios, as defined by (𝑠) in (18).  

𝑠 = {
2 ∙ 𝑟11

→ − 1
𝑟12
𝑟13

 . 

In (18), the term  𝑟 11 is a random vector with

values between (0,1). In contrast, 𝑟10 from (17) and

𝑟13 are stochastic variables selected from the interval

(0,1). Additionally, another thing is that a normal 

distribution is used to pick a number 𝑟12 .

𝑥𝑖 = {
𝑥𝑖
𝐻𝑖𝑝𝑝𝑜𝜀

 𝐹𝑖
𝐻𝑖𝑝𝑝𝑜𝜀

 < 𝐹𝑖

𝑥𝑖𝐹𝑖
𝐻𝑖𝑝𝑝𝑜𝜀

≥ 𝐹𝑖
 . 

3.3.3 HOA Modification 

We improved the original Hippopotamus algorithm 

through two major improvements: the first is by using 

a Chaotic Logistic Map to improve the initialization 

distribution, and the second is by introducing an 

adaptive control factor 𝛼 and an improved update 

equation to adjust the balance between exploration 

and exploitation and improve the convergence 

accuracy. 

(12)

(16)

(17)

(13)

(14)

(15)

(18)

(19)
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3.3.3.1    Logistic Map 

The logistic map is a fundamental one-dimensional 

function extensively applied in modeling complex 

behaviors, studying biological population dynamics, 

and in cryptography [25]. The equation below 

mathematically represents the chaotic map used for 

generating pseudorandom sequences—specifically, 

the one-dimensional logistic map as (20). 

𝑥𝑛 + 1 = 𝑟𝑥𝑛(1 − 𝑥𝑛). 

Here, 𝑛 = 0, 1,2, … denotes the iteration index,

and r is the control parameter, chosen from the 

interval  (3.999,4) to ensure the sequences exhibit 

chaotic behavior. 

3.3.3.2  Selective Divergence and Convergence 

Strategy 

The three phases of the HOA are the predator escape 

stage. In the modified method, two main strategies are 

adopted: Selective Divergence and optimal solution 

attraction. An adaptive control factor 𝛼 was 

introduced, which gradually reduces the impact of 

large jumps, preventing instability in later iterations. 

Simultaneously, the position update (22) and 

parameter B (fixed at 0.3) ensure convergence by 

guiding solutions toward the best-known solve. 

𝛼 = min(𝛼max, (
∥ 𝑥𝑖 − Predator ∥

max_distance
) × (1 −

𝑡

𝑇
)).              

𝑥𝑖
𝐻𝑖𝑝𝑝𝑜𝐸

= 𝑥𝑖 + 𝑎 . (𝑥𝑖 − 𝑃𝑟𝑒𝑑𝑎𝑡𝑜𝑟)

+ 𝐵 . (𝑥𝑏𝑒𝑠𝑡 − 𝑥𝑖).

4 EXPERIMENTAL RESULTS 

In this section, we review the results from integrating 

the vision transformer with the optimization 

algorithm to diagnose the disease. Table 2 

summarizes the details of the model used, while the 

optimized hyperparameters determined by the M-

HOA algorithm for training the ViT model are 

summarized in Table 3. 

Table 2:  Details of parameters of the ViT model. 

Property Value 

Model type ViT-B/16 (Base Vision 

Transformer) 

Trained with ImageNet-21k 

Input image size 224 𝑥 224 pixels 

Attention head per layer 12 

While implementing the proposed system, we 

utilized a high-efficiency processing unit (Intel Core 

i7) paired with 32GB of RAM, ensuring seamless 

execution of training and classification processes. 

The system was built using Python 3.10 and the 

PyTorch framework. 

Table 3: Hyperparameters used to train the Vision 

Transformer model. 

Hyperparameters Value 

Batch size 28 

Epoch 17 

Dropout rate 0.19 

Learning rate 1𝑥10−5

Number of heads 16 

The results shown in Table 4 and Figure 3 

illustrate the performance of the trained models. The 

analysis showed that the proposed model, known as 

(M-HOA-ViT), achieved the highest accuracy rate of 

97.90%, and the (HOA-ViT) model recorded an 

accuracy rate of 96.55%, while (ViT) achieved the 

lowest accuracy rate of 95.74%. The final findings 

indicate that using HOA algorithm for 

hyperparameter selection results in a modest 

improvement in accuracy; in contrast, the modified 

HOA algorithm significantly enhances the model's 

performance. 

Table 4: Details Results of the proposed system. 

Model 

Performance 

Accu

racy  

Precis

ion 

Recall F1-

score 

Test 

loss 

ViT 95.7

4% 

96.71

% 

80.88

% 

88.0

9% 

0.06

31 

HOA-

ViT 

96.5

5% 

94.89

% 
83% 

88.5

5% 

0.06

02 

M-

HOA-

ViT 

97.9

0% 

97.29

% 

87.29

% 

92.0

2% 

0.05

58 

The final findings show that integrating the 

optimization algorithm with the ViT has significantly 

enhanced the model's performance, achieving an 

accuracy of 97.90% in diagnosing Alzheimer's 

disease. The model was trained for 17 epochs using 

MRI images classified into three categories 

representing different stages of the disease. Figure 4 

shows the performance of the model during both 

training and testing epochs. While the confusion 

matrix is presented in Figure 5. 

(20) 

(21)

(22)
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Figure 3: Result of the proposed model. 

Figure 4: Accuracy and loss of the training and testing for M-HOA-ViT. 

Figure 5: Confusion matrix. 
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The figure shows that the M-HOA-ViT model 

outperforms the other models with remarkable 

accuracy, reflecting its effectiveness in classifying 

various cases. Modifications to the HOA algorithm 

have improved the recall rate, helping to detect rare 

cases. 

Table 5 provides a comparison of the diagnostic 

accuracy of various approaches for Alzheimer's 

disease detection. While most methods use binary 

classification, which may overlook early brain 

changes, our proposed three-class system offers 

improved sensitivity and early detection.  

Table 5: Evaluation of the suggested model compared with 

previous Alzheimer's detection methods.  

Authors 
Algorithm/ 

Approach 
Accuracy 

Anuvab Sen et al 2023 

[21] 

Metaheuristic 

(DE, GA, 

PSO, ACO) 

algorithms 

with ViT 

96.8% 

91% 

92% 

94% 

Xing mu et al 2023 [26] CNN+ViT 97.43% 

Yanjun Lyu et al 2022 

[27] 
TL+ViT 96.8% 

Proposed model M-HOA-ViT 97.90% 

The table presents a comparative analysis of 

various models employing the vision transformer for 

classifying the disease. The DE-ViT model Sen et al 

[20] attained an accuracy of 96.8% with the

application of a differential evolution (DE), which

enhanced parameter optimization. The model

presented by Mo et al [23] achieved high accuracy as

a result of combining ViT with CNNs, which

effectively extracted local and global characteristics

together. While the TL+ViT in [24] achieved a

competitive accuracy of 96.8%, using transfer

learning techniques and a pre-trained model. The

superiority of our model lies in its ability to precisely

fine-tune learning parameters, which improves

performance and reduces variability in results.

Additionally, the use of M-HOA algorithm provides

an effective balance between exploration and

exploitation.

5 CHALLENGES 

The key challenges encountered during the 

development and deployment of the model are 

summarized as follows: 

▪ Data availability constraints: Due to strict

privacy regulations, the brain imaging datasets

accessible for this study are limited. This 

restriction could impede the model's ability to 

capture the full variability present in the broader 

population. 

▪ Substantial computational overhead: The Vision

Transformer requires considerable

computational power and extended training

durations, which can constrain iterative

experimentation and may limit scalability in

resource- limited environments

▪ Dependency on hyperparameter: The model's

performance heavily depends on proper

hyperparameter tuning, where small changes

can lead to noticeable performance variations.

6 CONCLUSIONS 

This study presents a new methodology that 

integrates the Vision Transformer (ViT) model with 

a modified Hippopotamus Optimization Algorithm 

(M-HOA-ViT). The modified algorithm incorporates 

logistic maps, a selective divergence strategy, and 

enhanced convergence mechanisms, which together 

significantly improve the model’s performance. 

Experimental evaluations show that the proposed 

method achieves an accuracy of 97.90%, enhancing 

its ability to detect subtle differences that indicate 

early brain changes. This, in turn, facilitates the 

timely detection of Alzheimer’s disease and 

contributes to improved therapeutic outcomes. 

However, we encountered some challenges during 

implementation, most notably limited data 

availability because privacy restrictions, the model's 

high computational capacity, and its high sensitivity 

to hyperparameter settings. This highlights the 

importance of developing less resource-intensive 

models and improving data accessibility to ensure the 

application of these techniques in real word medical 

environments. 

7 FUTURE WORK 

The increasing demand for accurate and efficient 

Vision Transformer (ViT) detection systems 

highlights the need for further advancements to fully 

harness their potential. By combining different 

imaging modalities (MRI) and PET, data gaps can be 

filled, diagnosis can be improved, and clinical and 

genetic data can also be used to enhance diagnostic 

accuracy. In addition, developing sophisticated 

attention mechanisms that can pick up on minute 

features in brain imaging should receive special 
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attention, particularly in brain areas like the frontal 

cortex and hippocampus, which are most impacted by 

disease. 
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Abstract: Artificial Intelligence (AI) has revolutionized healthcare and other sectors by finding new ways to solve 

problems and making a lot of tasks easier. The need for precise and timely disease prediction and monitoring, 

especially for neurological disorders like epilepsy, demand solutions that are more sophisticated than 

traditional ones. Signals from electroencephalograms (EEGs) contain vital information regarding brain 

functioning, but are intricate and noisy, making them difficult to analyze appropriately with traditional 

methods. In order to fix these shortcomings, we incorporated a variety of application-driven techniques, such 

as deep learning (DL) algorithms with Convolutional Neural Network (CNN) architectures or Long Short 

Term Memory (LSTM) networks for abnormal brain pattern detection, noise filtering and feature capturing 

through neural autoencoders, and transfer learning in which models developed in one domain are reused in 

another, allowing for effective predictions in the presence of insufficient data. Furthermore, additional 

accuracy was obtained by using hybrid models that integrated artificial intelligence (AI) models with 

traditional signal processing approached based on the usage of wavelet transformers. The results were 

profound. The DL model reached an accuracy of 95% for seizure detection, noise reduction with autoencoders 

reached 30%, transfer learning reduced training time by 40% and still maintained over 90% prediction 

accuracy, and hybrid models enhanced detection of subtle neurological events by 10%. This article provides 

a well prediction process for EEG patient detection which employed for real time monitoring system. 

1 INTRODUCTION 

The human body activity has several types of 

identification such as the brain that could be identify 

as in EEG signal. The valuable information extracted 

from these signals is delivered to AI systems for 

diagnosis or analysis. Several fields utilize this signal 

in biomedical applications due to EEG's benefits in 

predicting Alzheimer's or other disorders such as 

brain injury, as explained in [1]. In [2], authors 

mentioned that EEG data has been collected and 

evaluated manually, which is affected by human 

error. Researchers have shifted their work toward AI 

for these applications to increase system speed and 

prediction performance. However, AI was applied for 

prediction as well as treatment processes for disorders 

like sleep disorders. In [8], authors presented 

knowledge about using deep learning such as CNN 

and LSTM for this purpose. In addition, authors 

claimed these learning algorithms minimize human 

interference in analyzing EEG signals. The nature of 

EEG signals has time-series fundamentals that should 

be identified for anomaly patterns. For instance, 

CNNs are very effective at learning spatial and 

temporal features, while LSTM networks excel at 

sequential dependencies, making them optimal for 

event prediction like epileptic seizures [4]. 

Apart from deep learning, conventional signal 

processing techniques like wavelet transformations 

are typically integrated with AI models [5]. Wavelet 
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